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Abstract of the contribution: This paper clarifies SIB aspects of Solution 1 and add details in an annex on ciphering of time synchronization status in SIB.
1.
Discussion
Solution 1 as documented in TR 23.700-25 clause 6.1 proposes that UEs learn the RAN's time synchronization status based on information in SIB.

During SA2#152e comments have been made that RAN Time Synchronization Status should not be made available to UEs, which are not receiving time synchronization services.

Therefore, this paper proposes that 

-
RAN Time Synchronization Status information may be ciphered before broadcast;
-
only UEs which receive time synchronization services are provided with the ciphering key.
This enhancement ensures that RAN Time Synchronization Status can only be read by UEs that are entitled to receive this information.
It is worth highlighting that this proposal is essentially the same solution that has already been specified for Broadcast of Assistance Data for location services (see TS 23.273 clause 6.14 and TS 37.355 clause 7 for details on Broadcast of Assistance Data).
2.
Text proposal
It is proposed to agree the following changes vs. TR 23.700-25:
>>>>BEGINNING OF CHANGES<<<<
6.1.2
Functional Description

The solution is based on the following principles:

-
Informing 5GC and AFs about network timing synchronization status:

-
Informing 5GC about RAN and UPF time synchronization status:

-
TSCTSF subscribes for receiving RAN time synchronization status on a per RAN node level from NWDAF:

-
NWDAF subscribes for RAN time synchronization status information from OAM. RAN time synchronization internal status information includes e.g. synchronization state, primary source information (e.g. type, quality, lock state), relevant PTP dataset members such as clock class (if PTP applies), the more general UTC traceability information, stability and clock accuracy.

-
As an alternative option, TSCTSF subscribes for RAN time synchronization status information from OAM. RAN time synchronization status information includes e.g. synchronization state, primary source information (e.g. type, quality, lock state), relevant PTP dataset members such clock class (if PTP applies), the more general UTC traceability, stability and clock accuracy information.

-
If UPF/NW-TT is involved in providing time information to DS-TT, TSCTSF subscribes for receiving time synchronization status from UPF (i.e. the status of the synchronization of the UPF with the transport network timing):

-
Based on this, UPF reports transport network time synch status (e.g. relevant PTP dataset members such as clock class (if PTP applies), UTC traceability information and clock accuracy and stability) to TSCTSF.

NOTE 1:
UPF time synchronization status is only needed for the option when UPF/NW-TT is generating and timestamping messages for the DS-TT, which are forwarded from DS-TT adding residence time.
-
Determining UEs impacted by RAN time synchronization status degradation or improvement:

-
TSCTSF subscribes to receive location information (RAN node granularity) from AMF for UEs that AF requested time synchronization for.

-
TSCTSF requests UEs for which an AF requested time synchronization to perform a Registration Update if the UE is in CM-IDLE and detects a change in the RAN time synchronization status information (see below) for the current cell or when re-selecting to a different cell. This ensures that the CN is made aware of the location of a UE in case the RAN time synchronization status changes while a UE that has been configured to receive time information is in CM-IDLE.

-
Determining UEs impacted by UPF time synchronization status degradation or improvement (only for the case when UPF/NW-TT is involved in providing time information to DS-TT):

-
If TSCTSF receives time synchronization status information for NG-RAN nodes from NWDAF (or from OAM directly) indicating time synchronization status degradation or improvement, then TSCTSF determines the UEs served by those NG-RAN nodes based on location information received from AMF.

-
If TSCTSF receives time synchronization status information from UPF indicating time synchronization status degradation or improvement, then the TSCTSF determines the UEs for which the UPF/NW-TT or the DS-TT co-located with those UEs is configured to send (g)PTP messages.

-
Inform AFs about network timing synchronization status degradation or improvement:

-
If TSCTSF has determined UEs impacted by RAN or UPF time synchronization status degradation or improvement then TSCTSF informs the AF about the network timing synchronization status for those UEs as follows:

-
For UEs impacted by RAN time synchronization status degradation or improvement for which the AF has requested 5G access stratum time distribution, TSCTSF determines if the Time synchronization error budget provided by the AF can be met given the change of clock accuracy for the RAN node serving the UE:

-
If the sum of the clock accuracy of the RAN node serving a UE and the Uu time synchronization error budget previously calculated for the UE (see clause 5.27.1.9 of TS 23.501 [2]) exceeds the Time synchronization error budget provided by the AF, then the TSCTSF informs the AF that the time synchronization request cannot be fulfilled for the impacted UE.

-
Otherwise, the TSCTSF informs the AF that the time synchronization request can be fulfilled again for the impacted UE.

-
For UEs for which the AF has requested (g)PTP based time distribution and which are impacted by RAN and/or UPF time synchronization status degradation or improvement, TSCTSF determines if the Time synchronization error budget provided by the AF can be met given the change of clock accuracy for the RAN node serving the UE and/or the change of clock accuracy reported by the UPF:
-
If the sum of:

-
the clock accuracy of the RAN node serving a UE;


the Uu time synchronization error budget previously calculated for the UE (see clause 5.27.1.9 of TS 23.501 [2]); and

-
(in case NW-TT is configured to act as Grandmaster on behalf of the UE/DS-TT) the clock accuracy reported by the UPF;

-
exceeds the Time synchronization error budget provided by the AF, the TSCTSF informs the AF that the time synchronization request cannot be fulfilled for the impacted UE by indicating the PTP port state as Inactive for the related DS-TT PTP port.

-
Otherwise, the TSCTSF informs the AF that the time synchronization request can be fulfilled again for the impacted UE by indicating the PTP port state as Active for the related DS-TT PTP port.

Editor's note:
Whether and how to provide network timing synchronization status for the case that an AF requested time synchronization service in a specific coverage area depends on the progress of the related key issue.

-
Informing UEs and devices attached to UE/DS-TT about network timing synchronization status:

-
NG-RAN detects network timing synchronization degradation or failure based on implementation-specific means.

-
NG-RAN informs UEs that receive 5G access stratum time about the time synchronization status by providing additional time synchronization status information (e.g. synchronization state, primary source description (e.g. type, quality, lock state), clock class and information about traceability to UTC, clock accuracy and stability) to UEs in RRC_IDLE and RRC_INACTIVE in SIB (either in the clear or ciphered as specified in Annex A.X) or using dedicated RRC for UEs in RRC_CONNECTED.

-
Reflecting RAN and UPF time synchronization status degradation and improvement in Announce messages sent by DS-TT and NW-TT:
-
If TSCTSF has determined that UEs that are part of a PTP instance are impacted by RAN or UPF time synchronization status degradation or improvement for which the Time synchronization error budget provided by the AF can still be met (see above), then TSCTSF may update the clockQuality information sent in Announce messages (see IEEE 1588 [8] clause 7.6.2) for the PTP instance. For example, TSCTSF may change the clockQuality information to reflect that the clock has entered holdover state or to reflect a change in clock accuracy.
-
If a DS-TT is configured to send Announce messages for the related PTP port, then TSCTSF changes the clockQuality information for the related PTP port using PMIC.

-
If NW-TT is configured to send Announce messages on behalf of the DS-TT, then TSCTSF changes the clockQuality information for the related PTP port using UMIC.

-
The handling of Announce messages follow existing procedures as described in TS 23.501 [2].

NOTE 2:
ClockQuality information included in Announce message needs to be the same for all PTP ports of the same PTP instance. Therefore TSCTSF needs to configure the same clockQuality information for all UEs that are part of the same instance PTP instance even if only some UEs are impacted. For example, if one UE that is part of a PTP instance is served by a RAN node that lost synchronization to a primary reference time source (e.g. GNSS) and enters holdover mode, then the clockClass attribute needs to be changed for all UEs that are part of that PTP instance. Alternatively, disabling the impacted UE PTP port would preserve the other UEs' status.

NOTE 3:
Time synchronization status information provided to the UE using RRC is assumed to be used by the UE, e.g. for applications running on the UE or to provide time information to devices attached to the UE using implementation specific means. Time synchronization status information provided to UE/DS-TT by 5GC in (g)PTP (e.g. clock class, clock accuracy) is assumed to be consumed by devices attached to the UE to which UE/DS-TT forwards the (g)PTP frames/packets.

-
Deactivation and re-activation of (g)PTP based time synchronization due to RAN or UPF time synchronization status degradation and improvement:

-
If TSCTSF has determined UEs impacted by RAN or UPF time synchronization status degradation (see above) for which the AF has requested (g)PTP based time distribution and for which the Time synchronization error budget provided by the AF cannot be met (see above) then TSCTSF temporarily removes the UE/DS-TT from the PTP instance:

-
If the DS-TT is configured to send Sync, Follow_Up and Announce messages for the related PTP instance, then TSCTSF deactivates the Grandmaster functionality in the DS-TT using PMIC (see also clause K.2.2.4 of TS 23.501 [2]) and removes the DS-TT from the PTP instance (see also clause K.2.2.1 of TS 23.501 [2]).

-
If NW-TT is configured to send Sync, Follow_Up and Announce messages on behalf of the DS-TT, then TSCTSF deactivates the Grandmaster functionality on behalf of the DS-TT in NW-TT using UMIC (see also clause K.2.2.4 of TS 23.501 [2]) and removes the DS-TT from the PTP instance (see also clause K.2.2.1 of TS 23.501 [2]).

-
If TSCTSF has determined UEs impacted by RAN or UPF time synchronization status improvement for which the AF has requested (g)PTP based time distribution and for which the Time synchronization error budget provided by the AF can be met again (see above) then TSCTSF adds the DS-TT PTP port to the PTP instance again and also re-activates the Grandmaster functionality.
6.1.3
Procedures

6.1.4
Impacts on services, entities and interfaces

NG-RAN:

-
Indicate RAN network timing synchronization status to UEs in RRC signalling or SIB9.

UE:

-
Support receiving RAN network timing synchronization status information.

-
Support performing a Registration request when RAN network timing synchronization status information changes while the UE is in CM-IDLE, if requested by TSCTSF.

NWDAF:

-
Support subscribing for RAN time synchronization status information from OAM and providing RAN time synchronization status information to TSCTSF.

TSCTSF:

-
Receive time synchronization status information from NWDAF (or OAM) and UPF.

-
Subscribe for receiving location information from AMF.

-
Support for requesting UEs to perform a Registration request if the UE detects a change in RAN network timing synchronization status information and the UE is in CM-IDLE.

-
Inform AFs about time synchronization status (i.e. for which UEs time synchronization can be provided or not due to 5GS time synchronization status).

-
Discover serving AMF for a UE.

UPF:

-
Report transport network time synch status (e.g. primary source information and status, clock class UTC traceability and clock accuracy and stability) to TSCTSF in case NW-TT is configured to generate (g)PTP messages (see case (a) in clause 5.27.1.7 of TS 23.501 [2].

>>>>NEXT CHANGE<<<<
Annex A:
Methods to provide RAN Time Synchronization Status to the UE

A.X
Alternative X: Ciphered RAN Time Synchronization Status in SIB
A.X.1
Overview
Key idea of this alternative is to provide RAN Time Synchronization Status in SIB. RAN Time Synchronization Status may optionally be ciphered. Ciphering keys are only provided to UEs, which are subscribed for time synchronization or for which an AF has successfully requested time synchronization.
Ciphering RAN Time Synchronization Status in SIB ensures that RAN Time Synchronization Status can only be read by UEs that are privy to this information.
This alternative is based on the existing solution for Broadcast of Assistance Data for location services (see TS 23.273 clause 6.14 and TS 37.355 clause 7 for details on Broadcast of Assistance Data).
A.X.2
Procedures 
A.X.2.1
Broadcast of RAN Time Synchronization Status
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Figure A.X.2.1-1: Broadcasting RAN Time Synchronization Status
1.
TSCTSF obtains RAN Time Synchronization Status
NOTE 1:
Details of how to obtain RAN Time Synchronization Status are discussed in the solutions documented in clause 6 of this TR.
2.
TSCTSF may optionally cipher RAN Time Synchronization Status using a common key for all RAN nodes across one or multiple tracking areas.

3.
TSCTSF invokes the Namf_Communication_NonUeN2MessageTransfer service operation towards the AMF to request the transfer of RAN Time Synchronization Status to an NG-RAN node. TSCTSF includes the Network RAN Time Synchronization Status and the target NG-RAN node identity
4.
AMF provides RAN Time Synchronization Status to the NG-RAN node indicated by TSCTSF.

5.
RAN broadcasts the RAN Time Synchronization Status.

6-
UEs receive the RAN Time Synchronization Status provided in SIB. If the reference time quality information is ciphered and the UE has been provided with the ciphering key (see clause A.X.2.2), the UE deciphers the reference time quality information.
NOTE 2
Similar as for the existing broadcast of assistance data for location services, it is assumed that UEs, which support receiving RAN Time Synchronization Status will be mandated, e.g., configured by upper layers, to ensure having a valid version of the SIB that will contain RAN Time Synchronization Status in RRC_IDLE and RRC_INACTIVE. (See also TS 38.331 clause 5.2.2.1 for further details on SIB handling by the UE for broadcast of assistance data for location services.)
A.X.2.2
Delivery of ciphering keys to UEs for broadcast of RAN Time Synchronization Status
This procedure is used by the TSCTSF and the AMF to distribute ciphering keys to UEs to enable UEs to decipher RAN Time Synchronization Status ciphered by TSCTSF. 
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Figure A.X.2.2-1: Delivery of Ciphering Keys to UEs for broadcast of RAN Time Synchronization Status
1.
TSCTSF provides AMF with one or more ciphering keys used to cipher RAN Time Synchronization Status information according to the procedure in clause A.X.2.1. For each ciphering key, TSCTSF includes a ciphering key value, a ciphering key identifier, a validity period, and a set of applicable tracking areas.

2.
The AMF stores the ciphering keys including the validity periods and applicable tracking areas.

3.
A UE sends a Registration Request. The Registration Request may be sent as part of normal mobility management, a Registration Request may also be sent specifically to request and obtain ciphering keys. The UE includes in the Registration Request an indication that ciphering keys are requested.
4.
The AMF returns a Registration Accept to the UE as defined in TS 23.502. If the Registration Request includes the indication that ciphering keys are requested and the UE is subscribed for time synchronization services or AMF has received a request from TSCTSF to activate access stratum time synchronization for the UE, then AMF includes in the Registration Accept one or more ciphering keys applicable to the UE's current tracking area. AMF also includes for each ciphering key the ciphering key value, the ciphering key identifier, the validity period and the set of applicable tracking areas.
>>>>END OF CHANGES<<<<
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