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Abstract of the contribution: Proposes evaluation and conclusion to KI#2 5GC awareness of URSP enforcement.
1
Background
The paper analyses the solutions for KI#2 and proposes conclusion.

* * * * Start of 1st change * * * *
7
Overall Evaluation

KI#2 related solutions are #7, #8, #9, #10, #11, #12, #13, #14, #15, #30, #31, #32
	Solution #7
	URSP Compliance Verification
	· Proposes that when constructing a URSP rule, URSP Rule Identifier (URID) is added to identify the URSP rule. Then the UE reports the URSP Rule Identifier associated with URSP rules causing a new PDU Session Establishment request. If the PCF finds out that the URSP rules are not correctly followed by the UE, the PDU Session is rejected with a new cause to indicate that the URSP rules in general or a specific URSP rules are not followed. Also, the PCF may optionally trigger UE Policy Update procedure to refresh the URSP rules in the UE with the latest version of the URSP rules.

· Solution type - Control plane solution.

· URSP enforcement validation - NO. Although the solution allows to validate whether the UE has the up-to-date version of the URSP rules, there is no validation of whether the UE respects and enforces the latest URSP Rules. It is not clear how the PCF finds out that the UE is respecting the URSP rules, for example the app to DNN/Slice mapping. The UE may report the correct URID but the UE still may not use correctly the URSP rules of that URID.


	Solution #8
	URSP Rule Precedence reporting for awareness of URSP enforcement
	· Proposes that the UE indicates the URSP Rule Precedence so that the network finds out whether the UE uses the right URSP rules.

· Solution type - Control plane solution.

· URSP enforcement validation – NO. The UE may report the correct URSP Rule Precedence information to validate the UE has the latest URSP rules, however, the UE still may not enforce correctly the URSP rules. 

	Solution #9
	Per-PDU session awareness of URSP enforcement
	· PCF is used to identify whether the UE has the latest URSP rules which the UE claims it is using. The check whether the UE respects the rules in the URSP (i.e. the DNN/S-NSSAI are used by the Applications that are entitled for that) is done by the SMF which is provided by the URSP rules from the PCF to monitor the traffic for not matching traffic. However, it is not clear how the SMF identifies the non-matching traffic, especially in the cases where a non-entitled application may have similar traffic description as an entitled one. 

•
Solution type - User plane solution

· URSP enforcement validation – Not satisfactory. While an indication of the URSP Rules Identity by the UE may help to validate that the UE has the latest URSP Rules, however, it does not mean the UE enforces them correctly. It says that the  PCF verifies which RSDs are enforced in the Traffic Descriptor in URSP rules according to PDU session information. And PCF determines the enforcement of UE's URSP rules at this step. It is not clear how this works.


	Solution #10
	Network based URSP rules enforcement feedback.
	· Proposes two alternative solutions: 

· Alt1 with no UE assistance where the UPF shall monitor the traffic based on the Traffic Descriptor from the URSP rules to find out the odd traffic.

· Alt2 with UE provided assistance information about the URSP version used to route the traffic.

· Solution type – Alt1: User plane solution; Alt2: Control plane + User plane solution
•
URSP enforcement validation – NO for Alt1 and NO for Alt2. Not clear how the UPF can identify the Application from the traffic descriptor. 


	Solution #11
	5GC awareness of URSP recognition by UE.
	· Verifies which rules from the URSP the UE supports.

·  Proposes to use the result in UCU response to indicate if and which URSP rule is not recognized/supported by UE. 

· This may be useful however, it does not address the KI#2 requirements. 


	Solution #12
	URSP rule enforcement validation via gating control
	· Proposes URSP Rules identity to be provided to the UE at URSP provision and the UE to indicate the URSP rules Identity in the PDU Session Request so that the network verifies that the UE has the latest URSP rules.

· Solution type - Control plane solution

· URSP enforcement validation – NO. While the URSP rules identity from the UE may help to validate that the UE has the latest URSP Rules, the network can not validate whether the UE respect the URSP rules as the UE may indicate the latest URSP rules Identity but still not respect them. And there is no check for that.


	Solution #13
	URSP enforcement via PDU Session authorization/authentication when UE associating with application
	· During the PDU Session Establishment procedure, UE includes Rule Precedence of URSP rule and application identity in SM NAS request message.
· Secondary Authentication/Authorization based on the application identity.
· The PCF can retrieve the content of the corresponding URSP rule directly or from the UDR. Based on the received URSP rule, the PCF checks whether the UE associated the correct PDU Session according to the Route Selection Descriptor of the URSP rule.
· Solution type - Control plane solution

· URSP enforcement validation – YES.


	Solution #14
	5GC awareness of URSP rule evaluation and verification of network slice usage
	· One or more URSP Rules contain an indication that it is subject to application registration along with the address of an AF.
· The UE sends a PDU Session establishment request (case a) or a PDU Session Modification request (case b), including the Traffic Descriptor of the matched URSP rule, and the application identity obtained during application registration.
· The SMF verifies that the indicated application identity is valid and that the S-NSSAI is allowed for this application identity according to operator policy.
· Solution type - Control plane solution

· URSP enforcement validation – YES.


	Solution #15
	UE URSP enforcement validation by the network
	· The solution allows for UE enforcement to follow correctly the URSP rules for traffic matching. It introduces Application identity parameter provisioned to the PCF by the UE during PDU Session Establishment procedure. The PCF performs URSP validity check in order to validate whether the UE correctly enforces the traffic matching rules in the URSP for the Application requiring the service. If the PCF finds out that the URSP rules are not correctly followed by the UE, the PDU Session is rejected with a new cause to indicate that the URSP rules in general or a specific URSP rules are not followed. Also, the PCF may optionally trigger UE Policy Update procedure to refresh the URSP rules in the UE with the latest version of the URSP rules.

· Solution type - Control plane solution

· URSP enforcement validation – YES. The Application Identity from the UE allows the PCF to validate that the Application Identity of the traffic and  the Route Selection Descriptor component will denote the correct S-NSSAI/DNN to route the application traffic.


	Solution #30
	Leveraging NWDAF to determine UEs that enforce URSP rules incorrectly
	· Proposes that the UPF with the help of analytics from the NWDAF uses the Traffic Descriptor and the Route Selection Descriptor from the URSP rules to identify the application on specific DNN/S-NSSAI

· Solution type - User plane solution

· URSP enforcement validation – Not satisfactory. The UPF relies on analytics from the NWDAF however, the NWDAF is not a mandatory network node. Also, as the UPF shall inspect the traffic and it is not clear how reliable it is.


	Solution #31
	New URSP Notification Component
	· Proposes a new URSP Notification information in the URSP rules provided to the UE. UE then can indicate a Notification Information Id that identifies the URSP Rules so that the PCF can verify that the UE has the latest URSP rules and the UE supposedly using these lates rules.

· Solution type - Control plane solution

· URSP enforcement validation – Not satisfactory’ The network can validate the use of the latest URSP rules by the UE however, the network can not validate whether the UE respect the URSP rules as the UE may indicate URSP Notification Id that points to the latest URSP rules but the UE may still not respect them. 


	Solution #32
	Application Detection using Domain Descriptor
	· This solution provides a mechanism for the UE-PCF to detect application traffic detection using domain descriptor to check whether the UE is compliant with the traffic descriptor for the case when the EASDF is used for edge computing. This solution assumes that the EASDF for edge computing is deployed and SMF can be notified when the EASDF detects the DNS messages.

· Solution type - User plane solution

· URSP enforcement validation – Not satisfactory’. The application detection is dependent on the EASDF for edge computing deployment.
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Conclusions
8
Conclusions
The main requirement of KI#2 is to validate whether the UE enforces the URSP rules to route an application traffic to a PDU Session based on the URSP rules provisioned by 5GC. There are two types of solutions for KI#2 to address this requirement:

The control plane solutions in  #7, #8, #12, #13, 14, #15, #31 rely on the assistance information from the UE over the signaling plane in order to validate whether the UE maps the traffic from a certain application in the UE to the right PDU Session and DNN/S-NSSAI based on the URSP rules.
The user plane solutions in #9, #10, #30, #32 rely on traffic monitoring by the network (e.g. UPF) in order to validate whether the UE maps a traffic from a certain application in the UE to the right PDU Session and DNN/S-NSSAI based on the URSP rules. The User plane sotluions are effective for validating the traffic destination. However, the use of the traffic monitoring in order to identify the traffic from a certain application requires processing resources and seems complicated, an extra burden for the UPF and the proposed solutions based on the user plane application detection either do not give satisfactory result or are applicable for specific deployment. 

Solution #11 does not address the KI#2 requirements and also it is orthogonal to the rest of the solutions.

Proposal 1: It is proposed to consider the control plane solutions in  #7, #8, #12, #13, 14, #15, #31 as the basic solution for KI#2. However, depending on the operators requreiements, a user plane solution can also be agreed as an alternative optional solution for any rules in the URSP that can only be validated on the user plane.
While some of the control plane solutions like #7, #8, 12, #31 allow for the network to validate whether the UE has the latest URSP rules (which btw is not part of the KI#2 requirement), they do not validate whether the UE respects and enforces the latest URSP rules. Solution 15 (with some overlap with solutions 13 and 14) make use of the application identity provided in the PDU Session Establishment request to validate that the traffic from this application is routed to the correct PDU Session, S-NSSAI and DNN.
Proposal 2: It is proposed to use solution #15 (with some merges from solution #13 and solution #14) as a way forward for KI#2. 
* * * * End of 2nd change * * * *
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