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	Reason for change:
	SA3#107e agreed in TS 33.501 CR 1397 R01 that for the architecture when the CH is legacy AAA and the EAP method supports SUPI privacy, the UE may send an anonymous SUCI in the NAS Registration Request based on configuration. Otherwise, the UE constructs the SUCI using existing methods.
The configuration for anonymous SUCI was introduced in CT1 specifications TS 24.501 and TS 23.122 (with CRs CP-221189 and CP-221190). 
However the use of concealed SUCI (non-NULL) in the architecture when the CH is legacy AAA introduces UE network selection impact, since the non-NULL SUCI can only be de-concealed in the UDM of the SNPN. This means that if the UE is to use non-NULL SUCI to an SNPN that does not have the key to de-conceal it before sending it to AAA server, the registration will fail. SA2 TS 23.501 clause 5.30.2.9.2 defines the following: 
"-
If the UDM decides that the primary authentication is performed by AAA Server in CH based on the UE's SUPI and subscription data. The Home Network Identifier , is derived by UDM from the SUCI received from AUSF. The UDM then instructs the AUSF that primary authentication by a AAA Server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA Server acts as the EAP Server for the purpose of primary authentication.

Editor's note:
It is FFS if only SUCI using null scheme with anonymised SUPI should be supported for this use case and will be decided by SA WG3."
Nevertheless current automatic network selection procedures in TS 23.501 clause 5.30.2.4.2 allow the UE to select an SNPN based on "user controlled prioritised list" and when a broadcast indicator is broadcasted that indicates that the SNPN allows registration attempts from UEs not explicitly configured to select the SNPN. If the UE is to use non-NULL SUCI to an SNPN that was selected with these two methods, chances are that the SNPN will not have the keys to deconceal the SUCI of the UE, so the UEs registration is going to fail. It is therefore proposed that in addition to the configuration for use of anonymous SUCI, if the UE is configured to use non-NULL SUCI as defined in TS 33.501 clause 6.12.2 it shall only use Credentials Holder controlled prioritized list of preferred SNPNs and Credentials Holder controlled prioritized list of preferred GINs for SNPN selection. 

	
	

	Summary of change:
	· Align with CT1 specs wrt configuration for use of anonymous SUCI
· Remove EN from clause 5.30.2.9.2 wrt use of different SUCI types in architecture with legacy AAA

· Allow only use of CH controlled prioritised list of preferred SNPNs and Credentials Holder controlled prioritized list of preferred GINs to be used for automatic SNPN selection when non-NULL SUCI is used and CH supports only legacy AAA



	
	

	Consequences if not approved:
	Misalignment with stage-3 specifications TS 23.122, TS 24.501, TS 33.501. Systematic registration failures if the UE sends non-NULL SUCI to SNPNs not being able to de-conceal the SUCI and send it to legacy AAA
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	This CR's revision history:
	Rev.1: 
· Clarify text for how the UE differentiate whether the CH of the UE uses AAA-S or AUSF/UDM

· Change the configuration for anonymous SUCI to NOTE (to align with CT1)


>>>>BEGINNING OF CHANGES<<<<
5.30.2.3
UE configuration and subscription aspects

An SNPN-enabled UE is configured with the following information for each subscribed SNPN:

-
PLMN ID and NID of the subscribed SNPN;

-
Subscription identifier (SUPI) and credentials for the subscribed SNPN;

-
Optionally, an N3IWF FQDN and an identifier of the country where the configured N3IWF is located;

-
Optionally, if the UE supports access to an SNPN using credentials from a Credentials Holder:

-
User controlled prioritized list of preferred SNPNs;

-
Credentials Holder controlled prioritized list of preferred SNPNs;

-
Credentials Holder controlled prioritized list of GINs.

- 
Protection scheme for concealing the SUPI as defined in TS 33.501 [29];

NOTE:  Additionally the UE can be configured with indication to use anonymous SUCI as defined in TS 24.501 [47].
For an SNPN-enabled UE with SNPN subscription, the Credentials Holder controlled prioritized lists of preferred SNPNs and GINs may be updated by the Credentials Holder using the Steering of Roaming (SoR) procedure as defined in Annex C of TS 23.122 [17]. Updating Credentials Holder controlled prioritized lists of preferred SNPNs and GINs via the Steering of Roaming (SoR) procedure is not applicable for Credentials Holder with AAA Server.

A subscription of an SNPN is either:

-
identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in clause 28.7.2 of TS 23.003 [19]. The realm part of the NAI may include the NID of the SNPN; or

-
identified by a SUPI containing an IMSI.

NOTE 1:
As to route network signalling to AUSF and UDM instances serving the SNPN-enabled UE, the UE can be configured with Routing Indicator locally or updated with Routing Indicator using the UE Parameters Update via UDM Control Plane procedure defined in clause 4.20 of TS 23.502 [3]. When the SNPN credential is stored in the USIM, the Routing Indicator is provisioned in the USIM, when the SNPN credential is stored in the ME, the Routing Indicator is provisioned in the ME.

In the case of access to an SNPN using credentials owned by a Credentials Holder as specified in clause 5.30.2.9.2 and clause 5.30.2.9.3, the SUPI shall also contain identification for the Credentials Holder (i.e. the realm in the case of Network Specific Identifier based SUPI or the MCC and MNC in the case of an IMSI based SUPI). In the case of access to an SNPN using credentials owned by a Credentials Holder using AAA-S as specified in clause 5.30.2.9.2, only Network Specific Identifier based SUPI is supported.

NOTE 2:
When Credentials Holder is an SNPN, and the MCC and MNC of the SNPN is not unique (e.g. MCC =999 is used and MNC is not coordinated amongst the SNPNs), then IMSI based SUPI is not supported as the MCC and MNC need not be globally unique always; instead USIM credentials are supported using Network Specific Identifier based SUPI.

NOTE 3:
Network Specific Identifier are not supported for the case the Credentials Holder is provided by a PLMN.

NOTE 4:
It is assumed that normally the SNPN and the Credentials Holder use different PLMN ID. If the SNPN and CHs (where CH can be another SNPN or a PLMN) share PLMN ID, and IMSI based SUPI is used, then the Routing Indicator can be used for AUSF/UDM discovery and selection as long as the Routing Indicator values are coordinated among the involved SNPN and CHs. When the PLMN ID is not shared between SNPNs and CHs (where CH can be another SNPN or a PLMN) and IMSI based SUPI is used, then PLMN ID is sufficient to be used for AUSF/UDM discovery & selection unless the CHs deploys multiple AUSF/UDM in which case also the Routing Indicator can be used as long as the Routing Indicator values are coordinated within the CH.

An SNPN-enabled UE that supports access to an SNPN using credentials from a Credentials Holder and that is equipped with a PLMN subscription may additionally be configured with the following information for SNPN selection and registration using the PLMN subscription in SNPN access mode:

-
User controlled prioritized list of preferred SNPNs;

-
Credentials Holder controlled prioritized list of preferred SNPNs;

-
Credentials Holder controlled prioritized list of preferred GINs.

For an SNPN-enabled UE with PLMN subscription, the Credentials Holder controlled prioritized lists of preferred SNPNs and GINs may be updated by the Credentials Holder using the Steering of Roaming (SoR) procedure as defined in Annex C of TS 23.122 [17].

When the Credentials Holder updates a UE with the Credentials Holder controlled prioritized lists of preferred SNPNs and GINs the UE may perform SNPN selection again, e.g. to potentially select a higher prioritized SNPN.

>>>> NEXT CHANGES<<<<
5.30.2.4.2
Automatic network selection

NOTE 1:
If the UE has multiple SNPN subscriptions it is assumed that the subscription to use for automatic selection is determined by implementation specific means prior to network selection.

For automatic network selection the UE selects and attempts registration on available and allowable SNPNs in the following order:

-
the SNPN the UE was last registered with (if available);

-
the subscribed SNPN, which is identified by the PLMN ID and NID for which the UE has SUPI and credentials.;

-
If the UEs supports access to an SNPN using credentials from a Credentials Holder but the UE is configured to use use “null-scheme” to generate the SUCI as defined in TS 33.501 [29],  then the UE continues by selecting and attempting registration on available and allowable SNPNs which broadcast the indication that access using credentials from a Credentials Holder is supported in the following order:

-
SNPNs in the user controlled prioritized list of preferred SNPNs (in priority order);

-
SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs (in priority order);

-
SNPNs, which additionally broadcast a GIN contained in the Credentials Holder controlled prioritized list of preferred GINs (in priority order);

-
SNPNs, which additionally broadcast an indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, i.e. the broadcasted NID or GIN is not present in the Credentials Holder controlled prioritized lists of preferred SNPNs/GINs in the UE.
-
If the UEs supports access to an SNPN configured and knows that is using credentials from a Credentials Holder using AAA Server for primary authentication and authorization based on the “MSK indication” defined in TS 33.501 [29] and the UE is configured with a privacy protection scheme other than the “null-scheme” to generate the SUCI as defined in TS 33.501 [29],  then the UE continues by selecting and attempting registration on available and allowable SNPNs which broadcast the indication that access using credentials from a Credentials Holder is supported in the following order:

-
SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs (in priority order);

-
SNPNs, which additionally broadcast a GIN contained in the Credentials Holder controlled prioritized list of preferred GINs (in priority order);

NOTE 2:
If multiple SNPNs are available that broadcast the same GIN, the order in which the UE selects and attempts a registration with those SNPNs is implementation specific.
NOTE 3:
If multiple SNPNs are available that broadcast the indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, the order in which the UE selects and attempts a registration with those SNPNs is implementation specific.

When a UE performs Initial Registration to an SNPN, the UE shall indicate the PLMN ID and NID as broadcast by the selected SNPN to NG-RAN. NG-RAN shall inform the AMF of the selected PLMN ID and NID.

>>>> NEXT CHANGES<<<<
5.30.2.9.2
Credentials Holder using AAA Server for primary authentication and authorization

The AUSF and the UDM in SNPN may support primary authentication and authorization of UEs using credentials from a AAA Server in a Credentials Holder (CH).

-
Only NSI based SUPI is supported and the SUPI is used to identify the UE during primary authentication and authorization towards the AAA Server. SUPI privacy is achieved according to methods in clause I.5 of TS 33.501 [29].
-
The AMF discovers and selects the AUSF as described in clause 6.3.4 using the Home Network Identifier (realm part) and Routing Indicator present in the SUCI provided by a UE configured as described in clause 5.30.2.3. 

-
The AMF selects the UDM in the same SNPN, based on local configuration (e.g. using the realm part of the SUCI),  or using the NRF procedure defined in clause 4.17.4a of TS 23.502 [3].
-
If the UDM decides that the primary authentication is performed by AAA Server in CH based on the UE's SUPI and subscription data. The Home Network Identifier , is derived by UDM from the SUCI received from AUSF. If the SUCI was generated using a privacy protection scheme that requires de-concealment, UDM de-conceal the SUCI as defined in TS 33.501 [29]. The UDM then instructs the AUSF that primary authentication by a AAA Server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA Server acts as the EAP Server for the purpose of primary authentication.

NOTE 1:
The UDM in SNPN, based on SLA between Credentials Holder and SNPN, is pre-configured with information indicating whether the UE needs primary authentication from AAA Server.




NOTE 2:
The AMF in SNPN uses the Home Network Identifier of the SUCI to select the AAA Server in CH. It is assumed that the SNPN is configured on per Home Network Identifier basis to determine whether to perform primary authentication with AUSF/UDM or AAA server.

-
The AMF and SMF shall retrieve the UE subscription data from UDM using SUPI.

Figure 5.30.2.9.2-1 depicts the 5G System architecture for SNPN with Credentials Holder using AAA Server for primary authentication and authorization.
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Figure 5.30.2.9.2-1: 5G System architecture with access to SNPN using credentials from Credentials Holder using AAA Server

>>>>END OF CHANGES<<<<
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