[bookmark: _Hlk520728905]SA WG2 Meeting #153E	S2-2208804
10 – 17 October 2022, e-meeting
Source:	Lenovo
Title:	KI#2 Conclusions: Supporting URSP enforcement for well known app traffic to specific S-NSSAI/DNN.
Document for:	Approval
Agenda Item:	9.22
Work Item / Release:	FS_eUEPO / Rel-18
Abstract of the contribution: 

[bookmark: _Hlk514274591]1		Discussion
The main objective of KI#2 is to determine whether a URSP rule is enforced correctly by UEs.
It can be assumed that for certain scnenarios the allowed application traffic that must be routed over certain S-NSSAIs and/or DNNs is well-known. For example, for enterprise services the operator would be aware of the application traffic that must be routed to specific S-NSSAI/DNNs. 
Observation 1: An operator can be aware of the allowed traffic to certain S-NSSAIs and/or DNNs.
For such enteprise application scenarios the following can be assumed:
-	UEs would be provided with URSP rules to route enteprise specific application traffic to a S-NSSAI/DNN 
-	UEs will have no match-all rule to route traffic via this PDU session.
As such for such scenarios, there is no need for the UE to provide any information on whether a PDU session was triggered due to a URSP rule.
Observation 2: It can be assumed that establishment of a PDU session to a specific DNN/S-NSSAI can only happen due to a URSP rule. For such scenarios there is no need for the UE to report that a PDU session was established due to a URSP rule.

Based on the aforementioned observations it is proposed to limit the objective of this KI#2 to:
-	Address scenarios where the UE routes incorrect application traffic to certain DNN/S-NSSAI (except the default S-NSSAI/DNN).
-	A PDU session can only be established to certain DNN/S-NSSAI only due to a URSP rule (except match-all rule). There can be multiple URSP rules that include an RSD component to such DNN/S-NSSAI.
-	Application traffic to a DNN/S-NSSAI that can only be triggered due to a URSP rule is well known.

For such scenarios it can be assumed that the consumer (i.e. PCF) is aware of the allowed application traffic when a UE establishes a PDU session to such DNN/S-NSSAI. As an example, the PCF can be simply configured that any traffic sent to an IP address of an Enteprise service over a certain S-NSSAI/DNN is "allowed traffic". With such knowledge the PCF every time a UE requests establishment of a PDU session to a certain DNN/S-NSSAI, can trigger packet detection rules (using appropriate PCC rules) to allow the UPF to report any non-matching traffic. This is an existing functionality of the UPF that does not require any specific DPI technique. For example, the UPF can simply report that traffic is sent to an IP address that does not correspond to an enterprise server.
In addition, to reduce the load at the PCF monitoring multiple PDU sessions the PCF can leverage the NWDAF as proposed in Solution #30. This solution proposes the PCF to request new analytics to identify UEs that route incorrect application traffic from the NWDAF. The PCF includes in the analytics request packet detection filters corresponding to the "allowed traffic". The NWDAF then interfaces directly with the UPF (via a new SBI that will be defined under the UPEAS work) to report traffic that does not match the allowed traffic corresponding to the packet detection filters. The NWDAF identifies  and reports to the PCF a list of UEs that route incorrect traffic.

The conclusions for KI#2 are summarised in the suggested changes below.

2		Proposal
The following is proposed.
******************************** First change  *******************************
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KI#2 addresses scenarios where application traffic to certain DNN/S-NSSAI is well known (except the default S-NSSAI/DNN).
The following assumptions are made for this scenario:
-	A PDU session can only be established to certain DNN/S-NSSAI only due to a URSP rule (except match-all rule). There can be multiple URSP rules that include an RSD component to such DNN/S-NSSAI.
-	Application traffic to a DNN/S-NSSAI that can only be triggered due to a URSP rule is well known. 
-	The PCF is configured with PCC rules to enable packet detection when the UE establishes a PDU session to a certain S-NSSAI/DNN. 
The following conclusions are proposed:
-	PCF provides PCC rules with packet detection rules to report allowed or non-allowed traffic when a UE establishes a PDU session to certain S-NSSAIs /DNNs. UPF reports application traffic using existing mechanisms.
-	In addition, new analytics is proposed to be supported by the NWDAF to report UEs that route incorrect traffic over PDU session to specific S-NSSAI/DNN as described in Solution #30.
Editor's Note: Coordination with UPEAS is required to define how NWDAF interacts with UPF

******************************** End of change *******************************
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