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Abstract of the contribution: This contribution provides an evaluation and way forward for KI#2 5GC awareness of URSP enforcement.
1. Introduction
This contribution evaluates the different solutions for KI#2 and propose a way forward.
2. Discussion
Several Solutions address KI#2 5GC awareness of URSP enforcement. These solutions address the following two aspects as specified in clause 5.3.1 of TR 23.761: 
· One is focusing on how the 5GC can be made aware when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC. 
· Another one is focusing on how 5GC is aware whether the UE enforces a URSP rule for specific application traffic or not. If not, what action 5GC should take.
2.1 Solutions for Key Issue 2
Following KI#2 solutions address the two aspects above:
	Solution #7
	UE reports URSP Rule Identifier in the PDU Session Establishment Request.
SM-PCF interacts with UE-PCF to determine if UE enforces URSP rule correctly.
No description of 5GC awareness of whether application traffic is matched by the UE to the URSP rule or not currently.

	Solution #8
	UE reports URSP Rule Precedence in the PDU Session Establishment Request or PDU Session Modification Request.
SMF interacts with PCF to determine if UE enforces URSP rule correctly.
UPF detects application traffic to determine if application traffic is matched by the UE to the URSP rule correctly.

	Solution #9
	UE may reports a URSP indication in the PDU Session Establishment Request. The URSP indication can be PSI identifier or URSP rule ID.
SMF interacts with PCF to determine if UE enforces URSP rule correctly.
UPF detects application traffic to reports the traffic to the SMF and PCF, PCF determines if application traffic is matched by the UE to the URSP rule correctly.

	Solution #10
	UPF sets the PDR and detects application packets to determine if application traffic is matched by the UE to the URSP rule correctly. IP descriptor can be used for the construction of PDR.
UE reports the PDU session ID and the URSP rules ID to AM-PCF. AM-PCF triggers SMF to check PDU session information and determines if the UE enforces URSP rule correctly. The SMF develops the PDR and applies the PDR to PDU sessions to detect the application traffic.

	Solution #11
	The solution extends UCU procedure for UE to report which URSP rules are not supported or recognized. 
No description of 5GC awareness of whether application traffic is matched by the UE to the URSP rule or not currently.

	Solution #12
	UE reports URSP Rule Identifier in the PDU Session Establishment Request or PDU Session Modification Request.
SMF interacts with PCF to determine if UE enforces URSP rule correctly.
UPF determines if the service packets are aligned with the instruction in N4 rules received from SMF.

	Solution #13
	UE reports URSP Rule Precedence and application identity in the PDU Session Establishment Request.
SMF interacts with PCF to determine if UE enforces URSP rule correctly.
SMF uses the application identity and determines to trigger a secondary PDU session authorization to AAA-S or AF to verify the application traffic.

	Solution #14
	UE performs application registration with the AF to get an authorized application identifier.
UE reports TD and authorized application identifier in the PDU Session Establishment Request or PDU Session Modification Request.
The SMF verifies that the indicated application identity is valid and that the S-NSSAI is allowed for this application identity according to operator policy.

	Solution #15
	UE reports application identity parameter in the PDU Session Establishment Request.
SMF interact with PCF, PCF validate whether the UE correctly enforces the traffic matching rules in the URSP for the application requiring the service

	Solution #30
	The solution proposes to leverage the NWDAF to identify cases where a UE routes traffic to a PDU session (of a specific S-NSSAI/DNN) that is not according to the routing policies configured to the UE based on a provisioned URSP rule.
PCF is aware of the correct application traffic that needs to be routed over a specific S-NSSAI/DNN by inspecting the URSP rule that needs to be determined if it is enforced correctly by UEs.
UPF detects traffic and reports to the NWDAF.

	Solution #31
	This solution proposes an extension to the Route Selection Descriptors with a new category: URSP Notification component
UE reports the URSP notification via a UL NAS TRANSPORT message to PCF
PCF checks the incoming notification information to a UE, URSP rule and trigger condition and determines if application traffic is matched by the UE to the URSP rule correctly.

	Solution #32
	This solution propose UE-PCF to detect application traffic using domain descriptor to check whether the UE is compliant with the traffic descriptor for the case when the EASDF is used for edge computing. 
This solution assumes that the EASDF for edge computing is deployed and SMF can be notified when the EASDF detects the DNS messages.



The solutions can be divided into two aspect to address the KI#2.
1) UE report assistant information to address the first bullet of KI#2, to assist 5GC to check if UE enforces URSP rule correctly.
a. Report URSP Rule related information in PDU Session Establishment Request(Sol#7, Sol#9, Sol#12).
b. Report URSP Rule Precedence in PDU Session Establishment Request(Sol#8).
c. Report URSP enforcement result in UE Configuration Update procedure(Sol#11).
d. Report Rule precedence and App identity in PDU Session Establishment Request(Sol#13).App identity is for secondary authentication
e. Report Traffic descriptor and App ID in PDU Session Establishment or PDU Session Modification Request.(Sol#14).
f. Report URSP notification component in UL NAS Transport(Sol#31)
Observation1: UE can report URSP related information to network in PDU Session Establishment Request or PDU Session Modification Request, SMF can interact with PCF to check if PDU session is accordance with URSP rule and determine UE enforces URSP rule correctly. If not, PCF will update URSP to UE.
2) 5GC verification to check if application traffic is matched by the UE to the URSP rule or not correctly, as to address the second bullet.
a. Packet detection in User Plane(Sol#8, #9, #19, #12, #30, and #32). UPF detects the traffic packets and investigates what kind of application in the PDU session, together with the UE assistant URSP rule information, the 5GC can check if application traffic is matched by the UE to the URSP rule or not correctly.
b. Authorization by Control Plane (Sol#7, #13, #14 and #15). SMF uses the DN-specific information and determines to trigger an authorization request to AAA-S or AF to verify whether the application traffic can use the PDU session or not.
c. UE feedback unsupported URSP rule(s) (Sol#11,#31). This solutions assumes the UE is always enforcing the URSP rules for the application(s) if UE supports the URSP rule values. UE reports the unsupported URSP rules and 5GC update the URSP rules.
Observation2: UPF can detects traffic packet to determine if the application is matched to the URSP rule. The authorization by CP can be an add-on solution of Packet detection.
Based on discussion at SA2#152E, no compromised way could be to concluded as 
It’s proposed to use the Packet detection not requiring UE reporting any URSP related information as the base solution. The authorization by CP can be an add-on solution of Packet detection.

3. Proposal
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7.x Key Issue 2: 5GC awareness of URSP enforcement
The solutions can divided into two aspect to address the KI#2.
1) UE report assistant information to address the first bullet of KI#2, to assist 5GC to check if UE enforces URSP rule correctly.
a. Report URSP Rule related information in PDU Session Establishment Request(Sol#7, Sol#9, Sol#12).
b. Report URSP Rule Precedence in PDU Session Establishment Request(Sol#8).
c. Report URSP enforcement result in UE Configuration Update procedure(Sol#11).
d. Report Rule precedence and App identity in PDU Session Establishment Request(Sol#13).App identity is for secondary authentication
e. Report Traffic descriptor and App ID in PDU Session Establishment or PDU Session Modification Request.(Sol#14).
f. Report URSP notification component in UL NAS Transport(Sol#31)
UE can report URSP related information to network in PDU Session Establishment Request or PDU Session Modification Request, SMF can interact with PCF to check if PDU session is accordance with URSP rule and determine UE enforces URSP rule correctly. If not, PCF will update URSP to UE.
2) 5GC verification to check if application traffic is matched by the UE to the URSP rule or not correctly, as to address the second bullet.
a. Packet detection in User Plane(Sol#8, #9, #19, #12, #30, and #32). UPF detects the traffic packets and investigates what kind of application in the PDU session, together with the UE assistant URSP rule information, the 5GC can check if if application traffic is matched by the UE to the URSP rule or not correctly.
b. Authorization by Control Plane (Sol#7, #13, #14 and #15). SMF uses the application identity and determines to trigger an authorization request to AAA-S or AF to verify whether the application traffic can use the PDU session or not.
c. UE feedback unsupported URSP rule(s) (Sol#11,#31). This solutions assumes the UE is always enforcing the URSP rules for the application(s) if UE supports the URSP rule values. UE reports the unsupported URSP rules and 5GC update the URSP rules.
UPF can detect traffic packet to determine if the application is matched to the URSP rule. The authorization can be an add-on solution of Packet detection.
It’s proposed to use the Packet detection not requiring UE reporting any URSP related information as the base solution. The authorization by CP can be an add-on solution of Packet detection.

* Second change * 
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Editor's note: This clause will list conclusions that have been agreed during the course of the study item activities.
8.x KI#2:5GC awareness of URSP enforcement
The following conclusions are agreed for the baseline functionality:
- UE report DN-specific information of AAA-S or AF in PDU Session Establishment Request to SMF.
- SMF get the slice and PDU session information ( DNN, S-NSSAI, etc.) when the PDU session is established, interact with PCF, PCF determines if UE enforces URSP rule correctly.
- UPF detects application traffic in PDU session, based on SMF’s instruction, and determines if application traffic is matched to the URSP rule.
- SMF uses the DN-specific information and determines to trigger a secondary PDU session authorization to AAA-S or AF to verify the application traffic.
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