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1. Introduction
[bookmark: _Toc352077766]This paper proposes conclusion text for KI#7.
2. Discussion
Key Issue #7 is shown in the text box below.[bookmark: _Toc23236006][bookmark: _Toc23326565][bookmark: _Toc100925679][bookmark: _Toc104235264][bookmark: _Toc113003157]5.7	Key Issue #7: Identification of PIN and PIN Elements
[bookmark: _Toc23236007][bookmark: _Toc23326566][bookmark: _Toc100925680][bookmark: _Toc104235265][bookmark: _Toc113003158]5.7.1	Description
The key issue focuses on potential enhancements needed to support identification of PIN and PINEs. The following aspects will be studied as part of the key issue:
-	How to identify a PIN and who manages the PIN identity. Whether and what characteristics of a PIN shall be known to the 3GPP network (e.g. type of PIN (wearable, home automation, factory etc.), max of PIN elements in the PIN, etc.).
-	How to support identifying PINE, PEGC and PEMC, and whether and how the 5GS manages the identifier.



As stated in the FS_PIN SID (SP-211643), the PIN requirements come from several SA1 work items, including UIA (User Identities and Authentication). The UIA requirements are in section 26A of TS 22.101. The text box below shows the introduction section from section 26A of TS 22.101, this text explains some of the reasons why PINEs need to be identified and the benefits that will be gained by network operators and 3rd party service providers. Highlighting is added on requirements that are particularly related to Key Issue #7.
Identifying distinguished user identities of the user (provided by some external party or by the operator) in the operator network enables an operator to provide an enhanced user experience and optimized performance as well as to offer services to devices that are not part of a 3GPP network. The user to be identified could be an individual human user, using a UE with a certain subscription, or an application running on or connecting via a UE, or a device (“thing”) behind a gateway UE. 
Network settings can be adapted and services offered to users according to their needs, independent of the subscription that is used to establish the connection. By acting as an identity provider, the operator can take additional information from the network into account to provide a higher level of security for the authentication of a user.
NOTE: The basic concept and relations of user identity management is described in TR 22.904 [61].





In terms of identifying PINEs, TS 22.101 includes the following requirements which are important for Key Issue #7. The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI) and of other User Identifiers.
The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP system shall support to interwork with a 3rd party network entity for authentication of the User Identity.
The 3GPP system shall support to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.
The 3GPP network shall support to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.
The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.
A subscriber shall be able to link and unlink one or more user Identities with his 3GPP subscription.
The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity.
The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access.
The 3GPP system shall be able to assess the level of confidence in the User Identity by taking into account information regarding the used mechanism for obtaining that User Identity (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).
The operator and the subscriber shall be able to restrict the number of simultaneously active User Identifiers per UE.





Note that identifying PNEs is also necessary for sharing purposes. For example, TS 22.115 states:The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a non-3GPP device that was authorized with its User Identifier linked to a subscription


Furthermore, SA1 has specified the following requirements related to maintaining (i.e. managing) a user profile for PINEs.The 3GPP system shall be able to store and update a User Profile for a user. 
The User Profile shall include a User Identifier. 
The User Profile may include one or more pieces of the following information: 
-	additional User Identifiers of the user's User Identities and potentially linked 3GPP subscriptions, 
-	used UEs (identified by their subscription and device identifiers), 
-	capabilities the used UEs support for authentication,
-	information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.
-	User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
-	User Identity specific network resources (e.g., network slice).
The user shall be able to activate, deactivate and suspend, i.e. temporarily deactivate, the use of the User Identifiers per device or UE and the associated settings in its user profile. 
Note 1: 	Suspending (temporarily deactivating) a User Identifier on a UE could also be automatically performed by the device on behalf of the user after a period of inactivity of the user at that device. The time period of inactivity of the user at that device after which a device should suspend a User Identifier may depend on home operator policy.
Note 2: 	Re-activation of a suspended User Identifier on a UE where it was suspended could involve simplified authentication (e.g. using fingerprint) at the device.   
Subject to operator policy the 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a trusted 3rd party. 



The SA1 requirements are clear that 5G System should support identifying PINEs, that the network operator should be in control of PINE ID assignment, and the 5G system should support maintaining a User Profile for PINEs.
3. Proposal
[bookmark: _Toc510607499][bookmark: _Toc518306733]This paper proposes the following conclusion points to TR 23.700-88 v1.0.0.  
* Start of change * 
[bookmark: _Toc104539868]8.7	Conclusion on Key Issue #7
The following conclusions are agreed for identification of PIN and PINE:
· The following principles from Solution #9 will be used for normative work
· The UDM maintains a PIN profile
· The PIN Profile includes a PIN ID that is allocated by the network or a 3rd party AF. 
· The PIN Profile may include PINE IDs which are allocated by the network or a 3rd party AF.
· A 3rd party AF allocates / provides the PIN ID and/or PINE IDs by invoking an NEF API. 
· The PIN Profile may include the identity of the UE (PEMC) that manages the PIN. 
· The PIN Profile may include the identity(s) of the UE (PEGCs) of the PIN. 


* End of changes * 




