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Abstract of the contribution: This contribution proposes a solution update for KI#2, Sol#2 on User Plane solution for 5GC information exposure to UE to address part of the Editor’s notes.
1. Discussion 
In SA2#152-E, a solution update to KI#2, Sol#2 agreed, introducing two entities and associated procedures for analytics data exposure to the UE from 5GC: 
“The UE Data Exposure Client (DEC) is responsible for sending data request to the Data Information AF (IEAF) to collect data from NWDAF as an input for application layer AIML operation. The IEAF is always in the MNO domain and the DEC is based on 3GPP defined procedures and security and therefore is also under the control of MNO. The data collection request from UE application may trigger the IEAF to collect data from NWDAF.”

However, several editor’s notes remain in clauses in 6.2.2.2.1 as below that this contribution plans to address:

Editor's note: Other information required by IEAF to enable collection of analytics from NWDAF is FFS.

Editor's note: Other information required by DEC to request authorized analytics via IEAF is FFS.

Editor's note: Whether the above UE configuration is configured in UE Application Client or DEC is FFS, how to configure these information is FFS.

IEAF on 5GC side would act similar to any service consumer and as such in addition to Analytics ID, should include several other parameters as described in clause 6.1.3 of TS 23.288. As an example:

· Target of Analytics Reporting
· Analytics Filter Information 
· Optional Reporting Threshold
· Preferred level of accuracy of the analytics
· Optional maximum number of objects
· An Analytics target period
Observation 1: There are several input parameters required to enable collection of analytics from NWDAF as described in clause 6.1.3 of TS 23.288. IEAF as an NWDAF service consumer should be configured by MNO to include such parameters in analytics request to the NWDAF.

Regarding target of analytics reporting, it is not clear if and why analytics data from other UEs to be exposed to one individual UE as this can be a source of several security and privacy concerns. As such, it is proposed that in Rel-18, the Target of analytics reporting for 5GC information exposure to the UE is restricted to only a single UE equivalent to the UE ID (SUPI) of UE requesting data exposure.  
Observation 2: To avoid security and privacy concerns, in Rel-18, the target of analytics reporting for 5GC information exposure to the UE can be restricted to only a single UE equivalent to the UE ID (SUPI) of UE requesting data exposure. 
DEC on the UE side being under the control on MNO, should be equivalently configured with (at least part of) input parameters as described in clause 6.1.3 of TS 23.288 to correctly request the data exposure from 5GC to the UE. The full list of such configuration parameters is depending on analytics types to be requested and will be detailed in normative phase.

Observation 3: DEC on the UE side, similar to IEAF should be equivalently configured by MNO with (at least part of) input parameters as described in clause 6.1.3 of TS 23.288 to correctly request the data exposure from 5GC to the UE.

Considering the large set of parameters required to enable collection of analytics from NWDAF and also given that several such parameters are tailored for 5GC only, an application client on the UE can not interpret nor maintain them. As such DEC should be securely configured by MNO via established CP procedures. AIML policy can be defined to be configured or to be provisioned via PCF similar to other UE policies. In Rel-18, the UE application client will be agnostic to AIML policy or any associated parameters. In other words, the request from the UE application client over the API to the DEC (within the UE) is simplified to interpretable parameters at application layer and is outside the scope of Rel-18.

Observation 4: DEC should be securely configured by MNO via established CP procedures. AIML policy can be defined to be configured or to be provisioned via PCF (similar to other UE policies). In Rel-18, the UE application client will be agnostic to AIML policy or any associated parameters.
This contribution proposes a solution update for KI#2, Sol#2 to incorporate the observations as above in TR 23.700-80. 
2. Proposal

It is proposed to adopt the following text within TR 23.700-80.   

**** FIRST CHANGE ****

6.2
Solution #2: User Plane solution for 5GC information exposure to UE

6.2.2.2
UE ID retrieval

6.2.2.2.1
IEAF based solution
Based on the justification in clause 6.2.1, the following information may be requested by UE application Client from 5GC to assist the Application layer AIML operation:

-
User Data Congestion Analytics.
Editor's note:
Whether and how the UE can use 5GC information (e.g. as above) for AI/ML operations is FFS and needs to be described with valid justification before solution can be adopted, considering also that the same information will be used by the AI/ML application server as well.

The UE Data Exposure Client (DEC) is responsible for sending data request to the Data Information AF (IEAF) to collect data from NWDAF as an input for application layer AIML operation. The IEAF is always in the MNO domain and the DEC is based on 3GPP defined procedures and security and therefore is also under the control of MNO. The data collection request from UE application may trigger the IEAF to collect data from NWDAF. Figure 6.2.2.2.1-1 shows the deployment of IEAF.

NOTE 1:
Both IEAF and DEC are controlled and managed by the MNO e.g. with 3GPP defined procedures.
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Figure 6.2.2.2.1-1: IEAF deployment

The DEC establishes a connection to the IEAF over user plane via a PDU session.

NOTE 2:
The DEC is deployed per application in this Release.

The SLA between the operator and the AIML Application Service Provider determines per Application ID in use by the ASP:

-
The IEAF for the DEC to connect to (e.g. based on an FQDN)

-
The Analytics ID(s) that the 5GC is allowed to expose , subject to user consent and network consent.

-
The S-NSSAI for the AIML Application Service Provider.
-
Input parameters allowed to be set (e.g. Target of Analytics Reporting, Analytics Filter Information, an Analytics target period, etc.) as described in clause 6.1.3 of TS 23.288 [6].
-
The authentication information that enable the IEAF to verify the authenticity of the DEC that collects data.

NOTE 3:
The mutual authentication info that is used by the DEC and the IEAF is out of SA WG2 scope.


NOTE x:  In this release, the target of analytics reporting is restricted to a single UE equivalent to the UE ID (SUPI) of UE requesting data exposure.
The IEAF is configured based on the SLA above for each AIML application.

The IEAF may be also configured by the operator to do some data processing before sending the exposure data to DEC.

The following information are configured in the UE (DEC) with the Application ID or provisioned (via PCF) as part of AIML policy by using the procedure as defined in clause 4.2.4.3 in TS 23.502 [4] and used in the communication with IEAF. 
The AIML policy may include:

-
The address of the IEAF to contact.

-
The Analytics ID(s) that is authorized to collect from 5GC subject to user consent and network consent.
-
(Part of) Input parameters allowed to be requested (e.g. Target of Analytics Reporting, Analytics Filter Information, an Analytics target period, etc.) as described in clause 6.1.3 of TS 23.288 [6].

-
The authentication information to enable the DEC to verify the authenticity of the IEAF that provides data.

NOTE 4:
The authentication and authorization info that is used by the DEC and the IEAF is out of SA WG2 scope.

NOTE 5:
Any configuration procedure from the ASP to the UE's Application is out of SA WG2 scope.

NOTE 6:
The authentication and security aspects of data leakage and protection in the UE and UE application client and DEC will be studied in SA WG3.
In this release, the UE application client will be agnostic to AIML policy or any associated parameters.


The communication between UE Application and AIML ASP is out of 3GPP scope.

DEC establishes a user plane connection to the IEAF based on the relevant configuration information received from MNO as part of AIML policy. The UE Application Client sends request to DEC, DEC communicates with the IEAF over the A1 interface.

NOTE 7:
How to realise A1 interface between IEAF and DEC is to be determined in coordination with SA WG3 and CT WGs.

The UE requested data exposure is described in Figure 6.2.2.2.1-2.
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Figure 6.2.2.2.1-2: UE requested data exposure procedure

0. 
The MNO configures IEAF for data exposure to the UE. Accordingly, AIML policy is configured or provisioned (via PCF) by MNO.
1.
UE Application triggers the DEC to send the Analytics Request to IEAF. The UE (DEC) establishes the PDU session to IEAF.

2.
IEAF determines the S-NSSAI for the AIML Application Service Provider (in addition to other input parameters for analytics request as described in clause 6.1.3 of TS 23.288 [6]) according to the Application ID based on the configuration by MNO in step 0.


IEAF also determines if the requested Analytics ID is allowed or not based on based on the SLA and the configuration by MNO.

IEAF discovers the NWDAF that supports the Analytics ID received in step 1 and the S-NSSAI for the Application ID from NRF.
3.
NRF sends the Nnrf_NFDiscovery_response with the discovered NWDAF identity.

IEAF may discover the NWDAF from UDM, in this case, step 2 and step 3 are not performed, IEAF make a query to UDM as described in clause 5.2 in TS 23.288 [6].
4.
IEAF subscribes to NWDAF for the analytics request with Analytics ID(s), S-NSSAI and UE ID and other input parameters for analytics request as described in clause 6.1.3 of TS 23.288 [6].

5. NWDAF performs user consent check and operator consent check.


NOTE: The user consent and operator consent check for application layer AI/ML is a general issue for all the KIs, the details of the user consent check and operator consent check procedure should align with the conclusion and described during normative work.
6.
If NWDAF does not have available analytics result for the requested analytics ID, the NWDAF will trigger the analytics procedures for the analytics ID(s).


Analytics procedure is performed as described in TS 23.288 [6].

7.
NWDAF sends analytics result to IEAF.

8.
IEAF sends the exposed data to DEC over A1 and DEC forwards the data to UE Application Client over API. IEAF may do some data processing for the received analytics result from NWDAF based on MNO's configuration and IEAF sends the exposed data after the data processing to the DEC.
NOTE 8:
The security aspects of exposure of network in steps 7 and 8 must be evaluated by SA WG3.


If a Subscribe/Notify service operation is invoked in step 4, the NWDAF may further notify the analytics to UE e.g. periodically). Step 7 and step 8 may be performed periodically.
**** END OF CHANGES ****
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