[bookmark: _Hlk91753531]SA WG2 Meeting #153e	S2-220822
[bookmark: _Hlk91755148]October 10th – 14th, 2022; Elbonia              		(revision of S2-220)
	
Source: 	Nokia, Nokia Shanghai Bell	
Title: 	Update to the solution 20 (UE IP address mapping information exposure by UPF) 
Document for: 	Approval
Agenda Item: 	9.25.1
Work Item / Release:	FS_UPEAS / Rel-18
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1	Discussion
The EN on exposing DNN and/or S-NSSAI OR IP domain is removed as this information is not exposed more than what is defined in R17 specifications, taking e.g. 23.502 Figure 4.15.10-1: AF specific UE ID retrieval which is by the way the baseline of this solution
1.	AF requests to retrieve UE ID via the Nnef_UEId_Get service operation. The request message shall include UE address (IP address or MAC address) and AF Identifier, it may include, MTC Provider Information, Application Port ID, IP domain. The MTC Provider Information identifies the MTC Service Provider and/or MTC Application. If available the AF may also provide the corresponding DNN and/or S-NSSAI.


Following EN is removed as the AF is not meant to keep IP address binding information 
Editor's note:	It is FFS how long the binding information can be kept at the AF.


Please Note that 29.510 Table 6.1.6.2.21-1: “Definition of type BsfInfo” defines the following
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipv4AddressRanges
	array(Ipv4AddressRange)
	O
	1..N
	List of ranges of IPv4 addresses handled by BSF.
If not provided, the BSF can serve any IPv4 address.

	dnnList
	array(Dnn)
	O
	1..N
	List of DNNs handled by the BSF. The DNN shall contain the Network Identifier and it may additionally contain an Operator Identifier. If the Operator Identifier is not included, the DNN is supported for all the PLMNs in the plmnList of the NF Profile.
If not provided, the BSF can serve any DNN.

	ipDomainList
	array(string)
	O
	1..N
	List of IPv4 address domains, as described in clause 6.2 of 3GPP TS 29.513 [28], handled by the BSF.
If not provided, the BSF can serve any IP domain.



2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23700-62 as follows 

* * * Start of changes * * * 

[bookmark: _Toc112753990][bookmark: _Toc113014229]6.20	Solution #20: UE IP address mapping information exposure by UPF
[bookmark: _Toc112753991][bookmark: _Toc113014230]6.20.1	Key Issue mapping
This is a solution for KI#2.
[bookmark: _Toc112753992][bookmark: _Toc113014231]6.20.2	Description
Currently an AF may issue:
· Nnef_UEId_Get to get an AF specific UE Identifier represented as an External Identifier (GPSI) providing as input the UE address (i.e. IPv4/IPv6 address or MAC address), the AF Identifier and possibly other information. The AF can then issue other NEF API(s) providing the AF specific UE Identifier to identify the UE, or
· NEF API(s) that can directly target an action or information retrieval about a UE identified by its UE addressing information (UE IPv4 address) to for example request Nnef_EventExposure_Subscribe, Nnef_ParameterProvision_Create, Nnef_ParameterProvision_Update, Nnef_ParameterProvision_Get
If UPF(s) employs applies a NAT functionality, the packets behind of the UPF (N6 interface) will use a public IP address (possibly shared by multiple UE(s) when Network Address and Port Translation applies) and the AF may not know the UE 5GC allocated ( private) IP address of the UE.
An AF, in the N6 interface, may detect abnormal events for those packets associated with a UE based on the public IP address and port number (public UE addressing information). The AF does not know the UE private IP address which is internally used in 5GC. Accordingly, the AF may fail to request proper action for the UE (e.g. policy change for the UE) brought the abnormal events, since the AF are not aware of the UE private IP address corresponding to the public UE addressing information.
In Rel-17, AF specific UE ID retrieval has specified that AF requests corresponding GPSI for an IP address of a UE. However, an IP address that has been NATed is not supported.
To get the an AF specific UE Identifier mapped UE private IP address from UE public IP addressing information, the AF may request an UE IP address mapping information exposure to the UPF 5GC for a UE. This solution is applicable for the case the UPF supports the NAT, i.e. the NAT function deployed outside the UPF is not supported.
NOTE:	The case where multiple UEs are can be allocated with the same 5GC (private) IP address can be addressed as follows:
-	When this same private IP address is allocated to different UE(s) for different DNN and S-NSSAI(s) by associating the AF with a DNN and S-NSSAI.
-	Otherwise and furthermore, the "ipDomain" attribute as defined in clause 4.2.2.2, Note 3, of TS 29.514 [9] may be leveraged.
Editor's note:	Whether these information can be exposed outside to 3rd AS is FFS.
[bookmark: _Toc112753993][bookmark: _Toc113014232]6.20.3	Procedures
[bookmark: _Toc113014233]6.20.3.1	UPF registration in NRF with NATed IP pools


Figure 6.20.3.1-1: UPF registration in NRF for NATed IP pools
As illustrated in clause 6.1.2.2, aAn UPF, supporting the NAT functionality, may register in NRF providing UPF Provision information as well as support of Nupf_EventExposure_Subscribe for the event Id related with IP address translation. The UPF Provision information may include Public IP address pool information (i.e. Public IP address range, additionally ports number range)) for NAT. The Public IP address pool information may be on per DNN and S-NSSAI basis.
[bookmark: _Toc113014234]6.20.3.2	AF specific UE ID retrieval using UPF UE IP address mapping information exposure by UPFin case of NAT at UPF




Figure 6.20.3.2-1: AF specific UE ID retrieval  using UPF exposure In case of NAT at UPFUE IP address mapping information exposure by UPF
UPF registration on NRF as described in clause 6.20.3.1 is assumed to have already taken place 	
1. The AF requests to retrieve UE ID via the Nnef_UEId_Get service operation. The request message is per 23.502 [3] Figure 4.15.10-1 step 1 but may furthermore contain UE IP addressing information made up of UE IP address and port instead of just UE IP address as currently specified.
The request message shall include UE addressing information (IP address *and port*) and AF Identifier, it may include, Port number, MTC Provider Information, Application Port ID, IP domain. The MTC Provider Information identifies the MTC Service Provider and/or MTC Application. If available the AF may also provide the corresponding DNN and/or S-NSSAI.	Comment by LTHBM0: This is verbatim from 23.502 [3] Figure 4.15.10-1 step1 except the addition of “*and port*”. Do note that ip domain is already specfied
2. This step is per 23.502 [3] Figure 4.15.10-1 step 2:
The NEF authorizes the AF request. If the authorisation is not granted, the NEF replies to the AF with a Result value indicating authorisation failure; otherwise the NEF proceeds with the following steps. The NEF determines corresponding DNN and/or S-NSSAI information: this may have been provided by the AF or is determined by the NEF based on the requesting AF Identifier, MTC Provider Information.	Comment by LTHBM0: This is verbatim from 23.502 [3] Figure 4.15.10-1 step2
3. This step is per 23.502 [3] Figure 4.15.10-1 step 3 with the addition of the port information received from the AF:
The NEF may use the DNN and/or S-NSSAI and the IP domain received from the NEF to select a proper BSF;
The NEF uses the Nbsf_Management_Discovery service operation with UE address *and port* and DNN and/or S-NSSAI to retrieve the session binding information of the UE.	Comment by LTHBM0: This is verbatim from 23.502 [3] Figure 4.15.10-1 step1 except the addition of “*and port*”
[bookmark: _Hlk115192899]NOTE:	The AF is expected to provide UE addressing information containing IP address and port information to NEF and NEF to propagate this information to BSF. The BSF is the entity assumed to determine whether the IP address belongs to a NATed range. 
The BSF determines based on local policies whether the received IP address belongs to a NATed range. In that case steps 4 to 7 apply. Otherwise steps 4 to 7 are skipped.
4. The BSF sends Nnrf_NFDiscovery request to NRF. The BSF may include the UE public IP address as well as Port number to get the UPF address.
5. The BSF gets Nnrf_NFDiscovery response with the UPF address.
6. The BSF uses the Nupf_EventExposure_Subscribe request providing the UE public IP address and Port number to request 5GC UE IP address mapping information.
7. The UPF responds with the 5GC UE IP address mapping information to BSF over the Nupf_EventExposure_Notify service operation. The 5GC UE IP address mapping information comprises a 5GC (private) IP address of the UE. Based on this 5GC (private) IP address of the UE and on the DNN and/or S-NSSAI received in step 3, the BSF determines the SUPI.
8. The NEF gets Nbsf_Management_Discovery response with the SUPI
9. This step is per 23.502 [3] Figure 4.15.10-1 step 6
The NEF interacts with UDM to retrieve the AF specific UE Identifier via the Nudm_SDM_Get service operation. The request message includes SUPI and at least one of Application Port ID, MTC Provider Information or AF Identifier.	Comment by LTHBM0: This is verbatim from 23.502 [3] Figure 4.15.10-1 step 6
10. This step is per 23.502 [3] Figure 4.15.10-1 step 7
The UDM responds to the NEF with an AF specific UE Identifier represented as an External Identifier for the UE which is uniquely associated with the Application Port ID, MTC provider Information and/or AF Identifier.
11. This step is per 23.502 [3] Figure 4.15.10-1 step 8
The NEF further responds to the AF with the information (including the AF specific UE Identifier represented as an External Identifier) received from the UDM.
The AF issues Nnef_EventExposure_Subscribe (NATed addressing information, AF ID ) service operation to request UE IP address mapping information for a UE. The NATed addressing information comprise a Public IP address and a port number.
	The AF request may be for one-time notification.
2.	The NEF finds the appropriate UPF by using the UPF selection method targeting the NATed addressing information for a UE and the DNN=S-NSSAI associated with the AF ID. This may use NRF discovery (see clause 6.20.3.1). The NEF may also use the NATed addressing information to determine the "ipDomain" attribute as defined in clause 4.2.2.2, Note 3, of TS 29.514 [9].
3.	The NEF sends the Nupf_EventExposure_Subscribe request (public UE addressing information, DNN,S-NSSAI associated with the AF ID) to the UPF to request UE IP address mapping information.
4.	The UPF responds with the 5GC UE IP address mapping information to NEF over the Nupf_EventExposure_Notify service operation. The 5GC UE IP address mapping information comprises a private IP address of the UE.
5.	The NEF responds to the AF over the Nnef_EventExposure_Notify service operation. The Nnef_EventExposure_Notify operation may provide 5GC UE IP addressing mapping information and may additionally include address assistance information which can help to uniquely identity the related IP address.
Editor's note:	Whether the DNN/S-NSSAI, ipdomain information is the address assistance information and can be exposed outside to 3rd AS is FFS.
Editor's note:	It is FFS how long the binding information can be kept at the AF.
6.20.3.3	handling of an AF request targeting an UE IP address using UPF exposure in case of NAT at UPF


Figure 6.20.3.3-1: handling of an AF request targeting an UE IP address using UPF exposure in case of NAT at UP3
[bookmark: _Toc112753994][bookmark: _Toc113014235]UPF registration on NRF as described in clause 6.20.3.1 is assumed to have already taken place 	
1. The AF requests a service (e.g. Nnef_EventExposure_Subscribe, Nnef_ParameterProvision_Create, Nnef_ParameterProvision_Update, Nnef_ParameterProvision_Get) from the NEF indicating the target UE using UE IP addressing information. The UE IP addressing information is made up of UE IP address and port instead of just UE IP address as currently specified.
NOTE:	in R17 Nnef_EventExposure_Subscribe, Nnef_ParameterProvision_Create, Nnef_ParameterProvision_Update, Nnef_ParameterProvision_Get already support to identify the target UE by “Inputs, Required: GPSI or UE addressing information”
2. This step is per Figure 6.20.3.2-1 step 2:
3. This step is per Figure 6.20.3.2-1 step 3
4. This step is per Figure 6.20.3.2-1 step 4:
5. This step is per Figure 6.20.3.2-1 step 5
6. This step is per Figure 6.20.3.2-1 step 6:
7. This step is per Figure 6.20.3.2-1 step 7
8. This step is per Figure 6.20.3.2-1 step 8
9. This step is per Figure 6.20.3.2-1 step 9:
10. This step is per Figure 6.20.3.2-1 step 10
11. The NEF carries out the cation requested in step 1 5 Nnef_EventExposure_Subscribe, Nnef_ParameterProvision_Create, Nnef_ParameterProvision_Update, Nnef_ParameterProvision_Get)
12. The NEF responds to the AF as e.g. specified in R17 for Nnef_EventExposure_Subscribe, Nnef_ParameterProvision_Create, Nnef_ParameterProvision_Update, Nnef_ParameterProvision_Get (including the AF specific UE Identifier represented as an External Identifier received from the UDM).
6.20.4	Impacts on services, entities and interfaces
UPF:
-	Support newly introduced UPF exposure Service Operations for the UE IP address mapping information.
-	NAT support in UPF (how to perform NATing is out of 3GPP scope).
-	Registration of NATed IP pools per IP Domain in UPF NFprofile.
NEF:
-	Support newly introduced event exposure for the UE IP address mapping information by UPF.
NRF:
-	Support UPF registration with UPF  NAT information per IP Domain.
-	Support UPF discovery with a NATed UE IP address as input.
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