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	Reason for change:
	The procedure for authorization of service specific parameter provisioning has been specified within the section describing the procedures for application guidance for URSP determination (clause 4.15.6.10). 

However, the procedure for application guidance for URSP determination takes place within a broader procedure for Service specific parameter provisioning (clause 4.15.6.7). 

At least from documentation point of view, the procedure for authorization of service specific parameter provisioning should be applicable to any of the existing or future use cases that make use of the procedure for service specific parameter provisioning. This is the procedure for authorization of service specific parameter provisioning can be described as a standalone procedure that can be included within the procedure for Service specific parameter provisioning (clause 4.15.6.7) and referred from any of the use cases that make use of the service specific parameter provisioning if needed (e.g. it can be referred to by the procedures for application guidance for URSP determination).

While described in this way, the execution of the authorization procedure of service parameter provisioning allows for the NEF to omit any GPSI/External Group Id mapping operation with UDM as the authorization service can return SUPI/Internal Group Identifiers in the response. 

Additionally, the procedure and related services for authorization of service specific parameter provisioning lack relevant details and includes errors regarding: 

· Parameters of the authorization request/responses (NEF-UDM): 
· Update notification address for sending notifications to NEF is mandatory in the authorization request to UDM according to stage 3. 
· AF Id is optional input in the authorization request to UDM according to stage 3. 
· SUPI/Internal Group ID missing in the authorization response 
· There is a validity time provided by UDM to NEF in response to authorization request of service parameter provisioning while there is no validity time defined in requests/responses between AF and NEF. 

· Parameters in update authorization notification (UDM-NEF):
· SUPI/Internal Group ID missing in the request.
· Cause of the update authorization notification is part of the request and not the response. 
· Service type is mandatory input in the request according to stage 3. 
· MTC provider and AF id are missing from the request and required to notify the corresponding AF (e.g. if revocation does not affect all authorized AFs.) 

· Parameters in the service parameter notify request (NEF-AF):  
· Update authorization information missing in request to AF.  

· When the AF informs the NEF that previously provisioned service specific params are no longer valid, there is no possibility (missing operation) for the NEF to remove the authorization in UDM. 



	
	

	Summary of change:
	The procedure for authorization of service specific parameter provisioning is described as a standalone procedure that can be included within the procedure for Service specific parameter provisioning (clause 4.15.6.7) and referred from any of the use cases that make use of the service specific parameter provisioning if needed (e.g. it can be referred to by the procedures for application guidance for URSP determination).

When the NEF executes the authorization procedure of service parameter provisioning, the NEF omits the GPSI/External Group Id mapping operation with UDM. 

The procedure and services for authorization of service specific parameter provisioning is further completed/corrected: 

· Parameters of the authorization request/responses (NEF-UDM): 
· Update notification address for sending notifications to NEF is defined as mandatory. 
· AF Id is optional input in the authorization request to UDM. 
· SUPI/Internal Group ID are included in the authorization response. 
· Validity time provided by UDM to NEF in response to authorization request of service parameter provisioning is removed.

· Parameters in update authorization notification (UDM-NEF):
· SUPI/Internal Group ID are included in the request.
· Cause of the update authorization notification is defined as part of the request and not the response. 
· Service type is defined as mandatory input in the request. 
· MTC provider and AF id are included as optional input in the request.

· Parameters in the service parameter notify request (NEF-AF):  
· Update authorization information is included in the request to AF.  

· When the AF informs the NEF that previously provisioned service specific params are no longer valid, there is no possibility (missing operation) for the NEF to remove the authorization in UDM. 

· A new operation to remove authorization in UDM is added. 



	
	

	Consequences if not approved:
	Definition and use of the procedure for authorization of service specific parameter provisioning will be specific for the procedures for application guidance for URSP determination while it could be of general use for existing and future cases if needed. 

An unnecessary interaction between NEF and UDM for the mapping of external to internal identities is executed if the procedure for authorization of service specific parameter provisioning is required. 

UDM is not informed when the AF deletes the Service Specific Parameter provisioning dealing to UDM notifying authorization updates unecesarily to NEF/AF. 
 
Incomplete procedure and service description leading to misbehaviour. 
Incorrect/incomplete specification. 
Misalignment and errors introduced in stage 3. 

	
	

	Clauses affected:
	4.15.6.7; 4.15.6.7a (NEW), 4.15.6.10; 5.2.3.8.2; 5.2.3.8.3; 5.2.3.8.X (NEW); 5.2.6.11.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


FIRST CHANGE
[bookmark: _Toc45193080][bookmark: _Toc47592712][bookmark: _Toc51834799][bookmark: _Toc106193694][bookmark: _Toc91153838]4.15.6.7	Service specific parameter provisioning
This clause describes the procedures for enabling the AF to provide service specific parameters to 5G system via NEF.
The AF may issue requests on behalf of applications not owned by the PLMN serving the UE.
NOTE 1:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [54].
The AF request sent to the NEF contains the information as below:
1)-	Service Description.
	Service Description is the information to identify a service the Service Parameters are applied to. The Service Description in the AF request can be represented by the combination of DNN and S-NSSAI, an AF-Service-Identifier or an External Application Identifier.
2)	Service Parameters.
	Service Parameters are the service specific information which needs to be provisioned in the Network and delivered to the UE in order to support the service identified by the Service Description.
3)	Target UE(s) or a group of UEs.
	Target UE(s) or a group of UEs indicate the UE(s) who the Service Parameters shall be delivered to. Individual UEs can be identified by GPSI, or an IP address/Prefix or a MAC address. Groups of UEs can be identified by an External Group Identifiers as defined in TS 23.682 [23]. If identifiers of target UE(s) or a group of UEs are not provided, then the Service Parameters shall be delivered to any UEs using the service identified by the Service Description.
4)	Subscription to events.
	The AF may subscribe to notifications about the outcome of the UE Policies delivery due to service specific parameter provisioning.
The NEF authorizes the AF request received from the AF and stores the information in the UDR as "Application Data". The Service Parameters are delivered to the targeted UE by the PCF when the UE is reachable.
Figure 4.15.6.7-1 shows procedure for service specific parameter provisioning. The AF uses Nnef_ServiceParameter service to provide the service specific parameters to the PLMN and the UE.



Figure 4.15.6.7-1: Service specific information provisioning
1.	To create a new request, the AF invokes an Nnef_ServiceParameter_Create service operation. The request may include subscription information to the report of the outcome of UE Policy delivery.
	To update or remove an existing request, the AF invokes an Nnef_ServiceParameter_Update or Nnef_ServiceParameter_Delete service operation together with the corresponding Transaction Reference ID which was provided to the AF in Nnef_ServiceParameter_Create response message.
	The content of this service operation (AF request) includes the information described in clause 5.2.6.11.
2.	The AF sends its request to the NEF. The NEF authorizes the AF request. The NEF performs the following mappings:
-	Map the AF-Service-Identifier into DNN and S-NSSAI combination, determined by local configuration.
-	Map the External Application Identifier into the corresponding Application Identifier known in the core network.
2a. The NEF may invoke Nudm_SDM_Get service operation to perform the following mappings:
-	Map the GPSI in Target UE Identifier into SUPI, according to information received from UDM.
-	Map the External Group Identifier in Target UE Identifier into Internal Group Identifier, according to information received from UDM.
	If the AF subscribed to the outcome of UE Policy delivery, the AF indicates where the AF receives the corresponding notifications.
	(in the case of Nnef_ServiceParameter_Create): The NEF assigns a Transaction Reference ID to the Nnef_ServiceParameter_Create request.
2b.	(in the case of Nnef_ServiceParameter_Create or Update): The NEF may need to authorize the service specific parameter provisioning request with the UDM by sending a Nudm_ServiceSpecificAuthorisation_Create service operation as defined in clause 4.15.6.7a. 
NOTE 2:	The NEF skips the mapping of GPSI or External Group Identifier in step 2a if it needs to authorize the service specific parameter provisioning request with the UDM as the response of the authorization request from UDM includes the SUPI or Internal Group Identifier. 
(in the case of Nnef_ServiceParameter_delete): The NEF requests the UDM to remove the authorization of the service specific parameters provisioned by sending a Nudm_ServiceSpecificAuthorisation_Remove service operation.  
3.	(in the case of Nnef_ServiceParameter_Create or Update): The NEF stores the AF request information in the UDR as the "Application Data" (Data Subset setting to "Service specific information") together with the assigned Transaction Reference ID.
	(in the case of Nnef_ServiceParameter_delete): The NEF deletes the AF request information from the UDR.
4.	The NEF responds to the AF. In the case of Nnef_ServiceParameter_Create response message, the response message includes the assigned Transaction Reference ID.
If the UE is registered to the network and the PCF performs the subscription to notification to the data modified in the UDR by invoking Nudr_DM_Subscribe (AF service parameter provisioning information, SUPI, Data Set setting to "Application Data", Data Subset setting to "Service specific information") at step 0, the following steps are performed:
5.	The PCF(s) receive(s) a Nudr_DM_Notify notification of data change from the UDR.
NOTE 23:	PCF does not have to subscribe for each UE the application specific information, e.g. if PCF has already received the application specific information for a group of UE or for a DNN by a subscription of other UE. The same application specific information is delivered to every UE in a group or a DNN.
6.	The PCF initiates UE Policy delivery as specified in clause 4.2.4.3.
7.	If the AF subscribed to notifications about the outcome of UE Policies delivery due to Service specific parameter provisioning targeting a single UE and the PCF is notified of UE Policy Container from the AMF, the PCF notifies the UE Policy delivery result contained in the UE Policy container as the outcome of the procedure to NEF by sending Npcf_EventExposure_Notify.
	If PCF is notified about UE Policy delivery failure from the AMF due to UE not reachable, the PCF may determine to retry step 6 of this procedure when the UE becomes reachable. In such a case, the PCF may report the interim status i.e. UE is temporarily unreachable as the outcome of the procedure to NEF by sending Npcf_EventExposoure_Notify.
	If the PCF determines the failure of the UE Policies delivery procedure, the PCF notifies the failure with an appropriate cause such as UE is unreachable as the outcome of the procedure to NEF by sending Npcf_EventExposure_Notify.
	The content of event reporting in this step is described in clause 6.1.3.18 of TS 23.503 [20].
8.	When the NEF receives Npcf_EventExposure_Notify, the NEF performs information mapping (e.g. AF Transaction Internal ID provided in Notification Correlation ID to AF Transaction ID, SUPI to GPSI, etc.) and triggers the appropriate Nnef_ServiceParameter_Notify message.
NEXT CHANGE
4.15.6.7a	Authorization of service specific parameter provisioning
Figure 4.15.6.7a-1 shows the procedure to authorize the service specific parameter provisioning requests (e.g. for Application guidance for URSP determination as defined in clause 4.15.6.10).


Figure 4.15.6.7a-1: Service Specific Authorization for an individual UE or group of UEs
1.	The AF initiates the procedure as specified in clause 4.15.6.7.
2.	The NEF sends Nudm_ServiceSpecificAuthorisation_Create Request including the GPSI or External Group Id, S-NSSAI/DNN, service type, (optional) AF ID, (optional) MTC Provider Information and notification address to receive updates of the authorization from UDM.
3.	The UDM maps the GPSI or External Group Id included in the request from the NEF to SUPI or Internal Group Id. 
If the request is for an individual UE, the UDM checks the list of subscribed/allowed S-NSSAI/DNNs for the UE and other service info (e.g. MTC provider is authorized for the UE).
	If the request is for a group of UEs, the UDM checks whether the group related data (e.g. DNN/S-NSSAI group related data, see table 4.15.6.3b-1) and other service info, e.g. MTC provider is authorized for the group.
4.	The UDM responds to the NEF with the service authorization result. If authorization succeeds, the UDM includes the SUPI or Internal Group Id mapping the GPSI or External Group Id provided by the NEF.
If authorization fails (e.g. DNN is not subscribed for the UE or it is different from the group related data, UE subscription or group related data does not allow to modify URSP rules dynamically by an AF or by such specific AF or MTC provider), UDM returns a negative response with an appropriate error code and the NEF rejects the request with the proper error code to inform the AF about the request not authorized.
NOTE 1:	The MTC Provider Information can be used by any type of Service Providers (MTC or non-MTC) or Corporate or External Parties for, e.g. to distinguish their different customers.
5.	The procedure continues as specified in clause 4.15.6.7.
Figure 4.15.6.7a-2 illustrates the procedure for updating or revoking an existing Service Specific Authorization.


Figure 4.15.6.7a-2: Service Specific Authorization Update procedure
0. UDM provided a successful authorization for a request to provision service specific parameters as defined in Figure 4.15.6.7a-1. The authorization for the provisioning of the service specific parameters is modified in UDM (e.g. due to subscription withdrawal or to the DNN associated to the authorization being removed from UE subscription). 
1.	The UDM sends a Nudm_ServiceSpecificAuthorisation_UpdateNotify Request (GPSI or External Group Id, SUPI or Internal Group Id, S-NSSAI, DNN, Service Type, (optional) AF ID, (optional) MTC Provider Information, Status, Cause) message to the NEF to update a UE's or group of UEs' authorization.
2.	The NEF sends Nudm_ServiceSpecificAuthorisation_UpdateNotify Response message to the UDM to acknowledge the authorization update.
3.	If the authorization is revoked, the NEF removes the service specific parameters from the UDR.
4.	The NEF informs the AF that the service parameters authorisation status has changed by sending Nnef_ServiceParameter_Notify Request (GPSI or External Group Id, TLTRI, Status, Cause) message to the AF to update the authorization.
5.	The AF responds to the NEF with Nnef_ServiceParameter_Notify Response message.

NEXT CHANGE
[bookmark: _Toc106193700][bookmark: _Toc98865931]4.15.6.10	Application guidance for URSP determination
This clause describes the procedures to allow an AF to provide guidance for URSP determination to 5G system via NEF. The AF may belong to the operator or to an external party. The PCF considered in this clause is in the Home PLMN as it is the PCF that determines the URSP for the UE.
NOTE 1:	The operator can negotiate with external party (typically a Corporate represented by an AF) dedicated DNN(s) and/or S-NSSAI(s) for the traffic of UE(s) of this external party. UE(s) of the external party can be identified by a group identifier.
The guidance for URSP determination may be used to provide 5GC with guidance for the URSPs depending on the UE location. This is further described in TS 23.548 [74].
For providing guidance for URSP determination, the procedure defined in clause 4.15.6.7 is performed with the following considerations:
1)	Service Description indicates an AF Identifier.
2)	Service Parameters.
	Information on the AF guidance for URSP determination which consists of a list of URSP rules that associate an application traffic descriptor with requested features for the candidate PDU sessions the application traffic may use:
-	An application traffic descriptor, whose definition corresponds to that of the URSP Traffic Descriptors (as defined for the URSP rule in TS 23.503 [4] Table 6.6.2.1-2).
-	one or more sets of Route selection parameters, each parameter may correspond to:
-	(DNN, S-NSSAI). This may be provided by the AF or determined by the NEF based on the AF Identifier when it is not provided by the AF and the AF provides only one instance of AF guidance for URSP determination
Editor's note:	It is FFS whether the AF can provide SSC mode.
-	a default Route selection precedence value to be used for the application traffic when Route selection precedence with a corresponding spatial validity condition is not provided.
-	Route selection precedence with a corresponding spatial validity condition that indicates where the Route selection parameters apply. This may correspond to a geographical area (e.g. a civic address or shapes).
NOTE 2:	The different sets of Route selection parameters indicate different sets of PDU Session information (DNN, S-NSSAI) that can be associated with applications matching the application traffic descriptor. Each set is meant to apply for a specific (set of) spatial validity condition. Each set is associated with a Route selection precedence to cope with the case where multiple spatial validity conditions overlap.
If the AF provides a geographical area as spatial validity condition, it is up to the NEF to transform this information into 3GPP identifiers (e.g. TAI(s)).
NEF may, based on local configuration, complement missing service parameters. Additionally, based on operator's local policy, NEF may request UDM for service specific authorization for the service parameters for an individual UE (e.g. to authorize the Corporate or MTC provider represented by the AF and the requested DNN, S-NSSAI for the related UE) before storing the service parameters into the UDR via Nnef_ServiceParameter_Create operation. If the request is targeting a group of UEs, NEF may also request UDM for service specific authorization for the group related data (see table 4.15.6.3b-1), i.e. the DNN, S-NSSAI associated to the group. If the request is targeting any UE (all UEs), NEF authorizes the request based on local policy (e.g. based on AF Id) without requesting for any service specific authorization from UDM. NEF requests UDM for service specific authorization for the service parameters provisioned via the Nudm_ServiceSpecificAuthorisation_Create service operation as defined in clause 4.15.6.7a.
If a group of UEs or any UE is requested, each individual UE authorization is performed at a later stage by PCF.
NOTE 3:	The operator needs to ensure the consistency between the group related data and the UE group members subscription data, i.e. if a group is authorized for a given DNN/S-NSSAI as defined in the group related data, it needs to be ensured that all UE members of the group are provisioned with such DNN/S-NSSAI, since no individual UE check is required to be done by NEF against UDM.
NOTE 4:	AF guidance for application traffic is not related with 5G VN group.
3)	a specific UE, or a group of UE(s) or any UE that the AF request may be associated with.
4)	Subscription to events.
	The AF may subscribe to notifications about the outcome of the UE Policies delivery due to application guidance for URSP determination.
The usage of the AF guidance for application traffic is described in clause 6.2.4 in TS 23.548 [74].
Figure 4.15.6.10-1 shows the enhanced procedure as defined in clause 4.15.6.7.


Figure 4.15.6.10-1: Service Specific Authorization for an individual UE or group of UEs
1.	The AF initiates the procedure as specified in clause 4.15.6.7.
2.	The NEF sends Nudm_ServiceSpecificAuthorisation_Create Request including S-NSSAI/DNN and service type received from AF.
3.	If the request is for an individual UE, the UDM checks the list of subscribed/allowed S-NSSAI/DNNs for the UE and other service info (e.g. MTC provider is authorized for the UE).
	If the request is for a group of UEs, the UDM checks whether the group related data (e.g. DNN/S-NSSAI group related data, see table 4.15.6.3b-1) and other service info, e.g. MTC provider is authorized for the group.
4.	The UDM responds to the NEF with the service authorization result. If authorization fails (e.g. DNN is not subscribed for the UE or it is different from the group related data, UE subscription or group related data does not allow to modify URSP rules dynamically by an AF or by such specific AF or MTC provider), UDM returns a negative response with an appropriate error code and the NEF rejects the request with the proper error code to inform the AF about the request not authorized.
NOTE 5:	The MTC Provider Information can be used by any type of Service Providers (MTC or non-MTC) or Corporate or External Parties for, e.g. to distinguish their different customers.
5.	The procedure continues as specified in clause 4.15.6.7.
Figure 4.15.6.10-2 illustrates the procedure for updating or revoking an existing Service Specific Authorization.


Figure 4.15.6.10-2: Service Specific Authorization Update procedure
1.	The UDM may send a Service Specific Authorization Update information using Nudm_ServiceSpecificAuthorisation_UpdateNotify Request (GPSI, External Group Id, S-NSSAI, DNN, Result) message to the NEF to update a UE's or group of UEs' authorization.
2.	The NEF sends Nudm_ServiceSpecificAuthorisation_UpdateNotify Response (cause) message to the UDM to acknowledge the authorization update.
3.	If the authorization is revoked, the NEF removes the service specific parameters from the UDR.
4.	The NEF informs the AF that the service parameters authorisation status has changed by sending Nnef_ServiceParameter_Notify Request (GPSI, External Group Id, TLTRI, Result) message to the AF.
5.	The AF responds to the NEF with Nnef_ServiceParameter_Notify Response message.
NEXT CHANGE
[bookmark: _Toc106194037][bookmark: _Toc98865932]5.2.3.8.2	Nudm_ServiceSpecificAuthorisation_Create service operation
Service operation name: Nudm_ServiceSpecificAuthorisation_Create
Description: The consumer requests authorisation for a specific service configuration.
Inputs, Required: GPSI, or External Group Id, DNN, S-NSSAI, Service Type (e.g. AF guidance for URSP), Update Notification address.
Inputs, Optional: MTC Provider Information, Update Notification addressAF ID.
Outputs, Required: Authorisation result indication, SUPI or Internal Group Id, Service Specific Authorization Id.
Outputs, Optional: Validity time.
NEXT CHANGE
[bookmark: _Toc106194038]5.2.3.8.3	Nudm_ServiceSpecificAuthorisation_UpdateNotify service operation
Service operation name: Nudm_ServiceSpecificAuthorisation_UpdateNotify
Description: This service operation is used by the UDM to notify a Service Specific Authorisation Update to NF consumer.
Inputs, Required: GPSI, or External Group Id, Result SUPI or Internal Group Id, Status, Cause (e.g. subscription withdrawal, DNN associated to the authorization is removed from UE subscription).
Inputs, Optional: DNN, S-NSSAI, Service Type (e.g. AF guidance for URSP), MTC Provider Information, AF ID.
Outputs, Required: Cause (e.g. authorisation revoked)None.
NEXT CHANGE
5.2.3.8.X	Nudm_ServiceSpecificAuthorisation_Remove service operation
Service operation name: Nudm_ServiceSpecificAuthorisation_Remove
Description: The consumer requests the removal of the authorisation for a specific service configuration.
Inputs, Required: Service Specific Authorisation Id.
Outputs, Required: None.
NEXT CHANGE
[bookmark: _Toc106194149]5.2.6.11.6	Nnef_ServiceParameter_Notify operation
Service operation name: Nnef_ServiceParameter_Notify
Description: This service operation is used by the NEF to notify a Service Parameter Authorisation Update (e.g. to revoke an authorization) to AF. Forwards a notification event related to the invocation of Nnef_ServiceParameter service to the AF, e.g. the notification of outcome of UE Policies Delivery to AF.
Inputs, Required: Transaction Reference ID, GPSI, External Group Id, any UE, Event ID, Result.
The Transaction Reference ID identifies the AF request for service specific parameter provisioning that the event report is related to. The event ID may be the UE Policies delivery outcome defined in clause 4.15.6.7. The GPSI is the identifier of the UE for which the event report is related to.
Inputs, Optional: DNN, S-NSSAI, Event Information (defined on a per Event ID basis, for UE Policies delivery outcome it may include the result of the UE Policies delivery procedure and for unsuccessful results, an identifier of the reason), authorization update information (e.g. authorization revocation cause).
Outputs, Required: Operation execution result indicationNone.
Outputs, Optional: None.
END CHANGE
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1. Step 0 to step 2 of service specific information provisioning as specified in Figure 4.15.6.7-1
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3. Authorize the AF request (e.g. DNN/S-NSSAI/MTC Provider Id)







5. Step 3 to step 6 of service specific information provisioning as specified in Figure 4.15.6.7-1
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