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Abstract of the contribution: Solution proposal for UPF exposing UE IP address mapping information for a UE and group of UEs when a NAT in the UPF.
1 Discussion
The solution proposal presented here addresses the Key Issue #2, which reads:
-	How and what specific information the UPF can expose to NEF/Local NEF/trusted AF, e.g. the information which can be exposed in Rel‑18 SA WG2 studies such as FS_EDGE_Ph2 and FS_XRM, or information which has been justified for exposure.
[bookmark: _Hlk98750820]UPF may employ the NAT functionality. If the UPF employ the NAT functionality, a UE IP address (e.g., UE private IP address) used inside the 5GC core network functions and a UE IP address (e.g., Public IP address and port number) used outside of the 5GC core (e.g., N6 interface) functions is different. An AF may not aware the UE private IP address so the AF fail to communicate with the 5GC core (e.g., NEF, PCF) to request any required action (e.g., QoS change, Policy change) for the UE.
In Rel-17, AF specific UE ID retrieval has specified that AF requests corresponding GPSI for an IP address of a UE. However, an IP address that has been NATed is not supported. 
This paper proposes to support that the UPF exposes UE IP address mapping information (e.g., UE Private IP address vs Public IP address and port number) for a UE or group of UEs to AF via NEF or directly to AF. AF can use this information to distinguish UE(s) when the AF communicate with the 5GC core network functions.
2 Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk98842217][bookmark: _Hlk93055440]It is proposed to update TR 23.700-62 v0.3.0 as follows.

****************************First change****************************
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc96958835][bookmark: _Toc96964612][bookmark: _Toc97307766][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>

	#1: UPF event exposure service framework enhancements to support registration, deregistration and discovery via NRF
	X
	

	#2: UPF event exposure service for TSC management
	
	X

	#3: using the proper subscription mechanism depending on the event targeted by the UPF event consumer
	
	X

	#4: upgrading N4 to pass necessary event filtering information to the UPF
	
	X

	#5: registering UPF(s) serving a PDU session at UDM
	
	X

	#6: Determining the UPF(s) that serve a UE address
	
	X

	#7: Support to existing (Rel‑16-Rel‑17) data analytics with PDU Session Data Usage Events
	
	X

	#8: Support to existing (Rel‑16-Rel‑17) data analytics with QoS Flow level measurements
	
	X

	#9: NWDAF collects information from UPF by event exposure
	
	X

	#10: UPF event exposure service to NWDAF
	
	X

	#11: UPF event exposure service to NWDAF subscribed directly from UPF
	
	X

	#12: UPF registration and NWDAF collecting data from UPF
	X
	X

	#13: Subscription to UPF Event Exposure Services in the event of UP Path change
	
	X

	#14: Reduce the UPF performance impacts due to data reporting to NF consumer
	
	X

	#15: Subscription of UPF Event Exposure Service
	
	X

	#16: Direct/indirect subscription of the UPF event exposure service
	
	X

	#17: Update/Release subscription of the UPF event exposure service
	
	X

	#18: QoS parameters exposure by UPF
	
	X

	#19: QoS Monitoring results exposure by UPF
	
	X

	#XX: UE IP address mapping information exposure by UPF
	
	X




****************************Second change (all text is new) ****************************
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684]6.X	Solution #X: UE IP address mapping information exposure by UPF
[bookmark: _Toc100835697][bookmark: _Toc101415528][bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc96958846][bookmark: _Toc96964623][bookmark: _Toc97307777]6.X.1	Key Issue mapping
This is a solution for KI#2.
6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc96958847][bookmark: _Toc96964624][bookmark: _Toc97307778]If UPF(s) employs a NAT functionality, the packets behind of the UPF (N6 interface) will use a public IP address (possibly shared by multiple UE(s) when Network Address and Port Translation applies) and the AF may not know the UE private IP address of the UE. 
An AF, in the N6 interface, may detect abnormal events for those packets associated with a UE based on the public IP address and port number (public UE addressing information). The AF does not know the IP address of the UE (i.e. UE private IP address of the UE) which is internally used in 5GC. Accordingly, the AF may fail to request proper action for the UE (e.g., policy change for the UE) brought the abnormal events, since the AF are not aware of the UE private IP address for corresponding the UE public IP addressto the public UE addressing information.
In Rel-17, AF specific UE ID retrieval has specified that AF requests corresponding GPSI for an IP address of a UE. However, an IP address that has been NATed is not supported. 

For another scenario, AF may require to know the NATed mapping information of group of UEs (e.g., DNN, S-NSSAI, or an UPF). The AF may use this information immediately when the AF needs appropriate action (e.g., applying security plan for specific UEs). 
To get the mapped UE private IP address from UE public IP addressing information   
To get the mapped UE private IP address from UE public IP addressing information, the AF may request an UE IP address mapping information exposure to the UPF for a UE. This solution is applicable for a the case the UPF employs supports the NAT, i.e. the NAT function deployed outside the UPF is not supported. 

NOTE 1: The case where multiple UEs are allocated with the same private IP address can be addressed as follows
· when this same private IP address is allocated to different UE(s) for different DNN and S-NSSAI(s) by associating the AF with a DNN and S-NSSAI
· Otherwise and furthermore, the "ipDomain" attribute as defined in TS 29.514 clause 4.2.2.2 Note 3 may be leveraged 
Editor’s NOTE: whether these information can be exposed outside to 3rd AS is FFS.

6.X.3	Procedures
6.X.3.1	UPF registration in NRF with NATed IP pools 


Figure 6.X.3.1-1: UPF registration in NRF for NATed IP pools
As illustrated in 6.1.2.2, an UPF, supporting the NAT functionality, may register in NRF providing UPF Provision information. The UPF Provision information may include Public IP address pool information (i.e., Public IP address range, additionally ports number range)) for NAT. The Public IP address pool information may be on per DNN and S-NSSAI basis.

6.X.3.2	UE IP address mapping information exposure by UPF


Figure 6.X.3.2-1: UE IP address mapping information exposure by UPF
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc96958848][bookmark: _Toc96964625]1.	The AF issues Nnef_EventExposure_Subscribe (NATed addressing information, AF ID , S-NSSAI, DNN) service operation to request UE IP address mapping information for a UE, group of UEs or any UE. If the subscription is for a UE, tThe NATed addressing information comprise a Public IP address and a port number. If the subscription is for a group of UEs or any UE, the NATed addressing information comprise a Public IP address without port number or a combination of (DNN, S-NSSAI).
	The AF request may be for one-time or continuous notification. If the request is continuous report/notification, the UPF may notify any change of UE IP address mapping information for the previous notification.   
2.	The NEF finds the appropriate UPF (s) by using the UPF selection method targeting the NATed addressing information for a UE and the DNN=S-NSSAI associated with the AF ID, a group of UEs or any UE using the NATed addressing information, S-NSSAI or DNN. This may use NRF discovery (see clause 6.X.3.1). The NEF may also use the NATed addressing information to determine the "ipDomain" attribute as defined in TS 29.514 clause 4.2.2.2 Note 3.
3.	The NEF sends the Nupf_EventExposure_Subscribe request (public UE addressing information, DNN,S-NSSAI associated with the AF ID) to the UPF to request UE IP address mapping information. 
4.	The UPF responds with the 5GC UE IP address mapping information to NEF over the Nupf_EventExposure_Notify service operation. The 5GC UE IP address mapping information comprises a private IP address of the UE.
5.	The NEF responds the UE IP address mapping information to the AF over the Nnef_EventExposure_Notify service operation. The Nnef_EventExposure_Notify operation may provide 5GC UE IP addressing mapping information and may additionally include address assistance information which can help to uniquely identity the related IP address. 
[bookmark: _Toc100835700][bookmark: _Toc101415531]Editor’s NOTE: whether the DNN/S-NSSAI, ipdomain information is the address assistance information and can be exposed outside to 3rd AS is FFS.
Editor’s NOTE: It is FFS how long the binding information can be kept at the AF. 
6.X.4	Impacts on services, entities and interfaces
UPF:
-	Support newly introduced UPF exposure Service Operations for the UE IP address mapping information
-	NAT support in UPF (how to perform NATing is out of 3GPP scope)
-	Registration of NATed IP pools per IP Domain in UPF NFprofile

NEF:
-	Support newly introduced event exposure for the UE IP address mapping information by UPF
NRF:
-	Support UPF registration with UPF Provision information including the NAT information per IP Domain.
-	Support UPF discovery with a NATed UE IP address as input

**End of change**
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