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Abstract of the contribution: This contribution proposes some update of solution #12. 
1.
Discussion
Following issues were proposed and updated for Solution #12:

Q1: Whether UE subscription data for third party specific user ID is required?

Following issue was identified in KI #3:

-
Study and if needed, identify required enhancements to an IMS subscription to support trusted third parties.

Authorization for the usage of third party specific user ID, signing of the third party ID and caller information and verification in the terminating networks are provided by operators as part of MMTel services. The MNO may need to manage the services that can be provided to the UE via subscription data, in the same manner with supplementary services or value-added services. 
For the above reason, IMS subscription may need to be extended with the subscription for third party specific user ID i.e., providing third party specific user ID services may need specific subscription within IMS subscription. Only UEs that subscribes the specific service is allowed to use third party ID services.
Solution #5 and #6 have identified the need of IMS Data Channel subscription within IMS subscription. But the specified IMS DC subscription is not able to cover the aspects of third party specific user ID.
Proposal for Q1: it is proposed to extend IMS subscription with following third party specific user ID services:
· Allow of using third party specific user ID.

· Supporting signing of third party specific user ID for secure delivery.

· Supporting verification of third party ID in terminating IMS.

Q2: How to route an IMS call to Authorization Server?
Proposal for Q2: two options are proposed in the solution to identify an IMS call for the service of third party ID.
· Option A: third party may request IMS network to allocate designated IMPUs for the UEs. When UE makes IMS call with the designated IMPU, IMS may forward the third party authorization request to third party authorization server via NEF. 

· Option B: Delivery of token to UE from Authorization Server (existing mechanism in Sol #12).
Q3: Key components of caller information and related security protection mechanism.

Proposal for Q3: 

· The key components included in the enterprise name card may derived from the "display-name" in the From header and further "rich call data" (RCD) about the caller in Call-Info header as specified in draft-ietf-sipcore-callinfo-rcd-03.

· After inserting the Call-Info header field, the originating IMS or third party AS should sign the caller information via STIR mechanisms RFC8224[18] and through the draft-ietf-stir-passport-rcd-15 [16], which extends PASSporT to provide cryptographic protection for the "display-name" field of SIP requests as well as further "rich call data" (RCD) about the caller. The terminating IMS can verify the signature and forward the “display-name” and RCD to the callee UE for rendering.
2.
Text proposal
It is proposed to agree the following changes vs. TS 23.700-87:
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6.12
Solution #12: Solution of SHAKEN based third-party specific user identities

6.12.1
Description

6.12.1.1
Introduction

SHAKEN (Signature-based Handling of Asserted Information Using toKENs) is defined as a framework that utilizes protocols defined in the IETF STIR Working Group that work together in an end-to-end architecture for the authentication and assertion of a Caller ID by an originating service provider and the verification of this identity by a terminating service provider.

STIR/SHAKEN framework has been adopted in 3GPP and related procedures are defined in TS 24.229 [8].

This solution introduced an enhancement to existing STIR/SHAKEN framework and procedures to support the usage of third-party specific user identities. It is assumed that the SIP UA has been authorized by third party Authorization Server with designated IMPU or an application layer token.

6.12.1.2
Enhancement to SHAKEN framework

Figure 6.12.1.2-1 depicts the reference architecture of enhanced SHAKEN framework.
This is a logical view of the architecture and does not mandate any particular deployment and/or implementation. Secure Telephone Identity Authentication Service (STI-AS) together with Secure Key Store (SKS) performs as Signing Server, which creates PASSporT signatures. Secure Telephone Identity Verification Service (STI-VS) performs as Verification Server, which verifies the signature in the Identity header field.
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Figure 6.12.1.2- 1: Enhancement of SHAKEN framework to support third-party specific user identities
Third party Authorization Server interacts with IMS network via NEF to authorize the usage of third-party specific user identity by the originating SIP UA. If the third party specific user identity is authorized, the third party Authorization Server may issue an enterprise name card of the originating SIP UA to IMS network, which can be presented to the terminating SIP UA upon successful verification.
The key information included in the enterprise name card may derived from the "display-name" in the From header and further "rich call data" (RCD) about the caller in Call-Info header as specified in draft-ietf-sipcore-callinfo-rcd-03 [X].
After inserting the Call-Info header field, the originating IMS or third party AS should sign the caller information via STIR mechanisms RFC8224[18] and through the draft-ietf-stir-passport-rcd-15 [16], which extends PASSporT to provide cryptographic protection for the "display-name" field of SIP requests as well as further "rich call data" (RCD) about the caller. The terminating IMS can verify the signature and forward the “display-name” and RCD to the callee UE for rendering.
When the IMS call is originated from IP PBX, third-party specific user ID including the enterprise name card is generated by IP PBX in the SIP INVITE message in a P-Asserted-Identity header and Call-info header field. The S-CSCF or IBCF then initiates a trigger to the Signing Server for the SIP INVITE.
6.12.2
Procedures
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 Figure 4.2.3-1: Procedure of third party specific user identity authorization and verification
Following preconditions are fulfilled before a SIP UA with third party specific user identity initiating a call flow.
-
For the originating UE, subscription data for the usage of third party specific user identity and signing of third party specific user ID for secure delivery may be configured in the HSS. 
-
For the terminating UE, subscription data for the verification of third party specific user identity may be configured in the HSS.
-
Third party Authorization server is authorized by the serving IMS network to provide third party specific user identity for specific group of SIP UAs. A security association between third party Authorization Server and NEF has been established.

-
The originating SIP UA is authorized by third party Authorization Server to use designated third party specific user identity in following two methods:


-
Option A: The third party leverages the subscriber management capability exposed by HSS via NEF to allocate an designated Public User Identity and associated Service Profile for the SIP UA. 

-
Option B: The third party assigned a token to the SIP UA for the authorization of third party specific ID via application layer. How the third party Authorization Server distributes the token to the SIP UAs is out of the scope of this study report.

The enhancement to SHAKEN reference call flow specified in clause 4.3 of ATIS-1000074 [17] are as following:

1.
The originating SIP UA creates a SIP INVITE with:


-
the Public User Identity allocated by third party (for option A); or


-
 an Authorization Header which contains the third party specific user identity, realm of the third party Authorization Server and the token assigned by the third party Authorization Server (for option B).

NOTE:
SIP UA may interactive with third party Authorization Server via application layer to get the third party specific user identity and token, which is out of scope of this study.

2.
The S-CSCF resolves the address of the third party Authorization Server based on the Public User Identity (option A) or realm information in the authorization request (option B). The authorization request is forwarded to the NEF. The NEF discovers the selects the third party Authorization Server for the authorization of using third party specific user identity.

Note: If a secure connection between the S-CSCF and third party Authorization Server is available, the exchange of authorization information may not involve NEF. This communication method is similar like the secondary authorization/authentication procedures as described in clause 4.3.2.3 of TS 23.502 [3]
3.
The third party Authorization Server authorizes the request and creates an enterprise name card for the SIP UA, which is going to be delivered in the SIP header. If the authorization request is rejected, the IMS call can continue without presentation of third party specific user identity. 

Note: the key information of enterprise name card and integrity protection mechanism are specified in draft-ietf-stir-passport-rcd-15 [16].
4-5.
The Signing Server signs the SIP INVITE and adds Identity header field(s) per IETF RFC 8224 [18] using the third party specific user ID in the P-Asserted-Identity header field and enterprise name card information.
6
SIP INVITE with signature is sent to the terminating IMS networks.
7-8.
Upon receiving the SIP INVITE with third party specific user identity, the terminating IMS triggers the verification procedure with the Verification Server. 
9.
The third party specific user identity and enterprise name card is received and rendered in the terminating SIP UA.

6.12.3
Impacts on Existing Nodes and Functionality
NEF is enhanced to support following functionalities:

-
Authorization of third party Authorization Server and establishment of secure association with Authorization Server.

-
Supporting interaction between IMS network and third party Authorization Server for authentication and authorization of SIP UAs for using third party specific user identities. The existing NEF Services Nnef_Authentication specified in TS 23.256 [21] can be reused and extended for the authorization of third party user ID with third party Authorization Server.
-
Supporting exposure of subscription data management capability from HSS to allocate designated Public User Identities for authorized SIP UAs.
UE is enhanced to support:

· Initiating IMS call with third party allocated IMPU (for option A).

· Delivery of third party specific identity, realm and token in the SIP INVTE (for option B).
· Rendering caller information (e.g., enterprise name card) in terminating UE.
S-CSCF is enhanced to support following functionalities:

-
Upon receiving IMS calls from designed IMPUs, resolving the address of third party Authorization Server and trigger the Authorization Request via NEF (for option A).
-
Receiving the SIP INVITE with Authorization Header for the third-party user ID request, and generating authorization request to the NEF (for option B).

-
Triggering the signing of third-party specific user ID with the Signing Server for originating call.

-
Triggering the Verification Server for the verification of the signature in the Identity Header field for terminating call.

-
Interworking with third party Authorization server directly or via NEF for authorization request of third-party user ID.

IP PBX is enhanced to support inserting enterprise name card in the P-Asserted-Identity header field of SIP INVITE.

>>>>END OF CHANGES<<<<
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