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Discussion 
This paper proposes a solution for KI#6 on Update to solution 10 – Resolving EN(s) for PIN.
Proposal

Update TR 23.700-88 with the proposed changes below.
**** First Change ****

6.0
Mapping of Solutions to Key Issues
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**** Next Change ****
6.X
Solution #X: Policy and Parameter provisioning for PIN
6.X.1
Description

The solution describes the procedures to provision policy and parameter for the PIN such as how policies and parameters are sent communicated to the PIN and vice versa.

6.X.1.1 
Overall architecture

More than 500 billion IoT devices are expected to be on the internet by 2030, to organize and manage these Personal IoT Network (PIN) from the 5G core, we propose to add a new network function, which can push the operator and 3rd party policies such as add/remove PIN, add/delete PIN element from the PIN etc., For the network to control the PIN and the PIN elements, PEMC of the PIN should register itself with the 5GC and indicate that it is capable of organizing PIN networks. Based on the policies the new Network function on the 5GC will acknowledge the PEMC duly. We propose an architecture and protocol enhancement so that the operator and 3rd party can fine grain control the PINE and PIN management features. We also propose a way to address PIN elements of PIN from 5GC.   

6.X.1.2 
5GC architecture enhancements to Provision policy and parameters to PIN
The architecture for Provisioning policy and parameters to the PIN 
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Figure 6.X.1-2: 5GC architecture enhancements to support PIN
This solution addresses KI#6 and describes the procedure to provision policy and parameters to the PIN.
More than 500 billion IoT devices are expected to be IoT’ed by 2030, and to manage these PIN network and PIN elements by 5GC, we propose to add PIN control function- a new network function to 5GC. This NF will be able to accept operator’s policies statically or dynamically and be able to push them to the PIN and PIN elements. PEMC will register as PIN capable to the 5GC with a list of PIN elements and its capabilities to the new network function – PIN control function. Based on the operator or 3rd party policies such as add/delete PIN, add/remove a PINE for the PIN etc., the “PIN ctrl function” will acknowledge the PEMC accordingly. To push and query these policies we propose to add NPINCF Interface between PEMC of PIN to PINCF (Pin Control Function) as shown in Figure 6.X.1-2. 
To summarize we propose to add the following to provision policy and parameters for the PIN:

1) Add PIN Control Function to the 5GC (PIN Ctrl Func), which can push operators or 3rd party policies to the PIN. The policies will include create/delete a PIN, add/remove a PINE for the PIN etc.,
2) Add Interface NPINCF between PEMC of the PIN to the PIN control interface. 
3) We propose to add the following fields to the initial UE registration request message as defined in TS 24.501 -section 5.5.1 :
a.  “ PIN Capable” , which can be true or false
b. “PINE list”, which is a list of all the PIN elements with reachable address such as PINE1@SUCI_PIN, PINE2@SUCI_PIN etc., 
c. Each PINE in the PINE list will contain  
4) We propose to add the following fields to the initial UE registration accept message as defined in TS 24.501 -section 5.5.1 :

a. “PIN allowable”, which can be true or false

b. “PINE list”, which contains a list of PINE elements and its associated policies and parameters. For eg. A typical “PINE list” will be as follows:
i. PINE1, PEMC = FALSE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

ii. PINE2, PEMC = TRUE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

5)   We propose to use AMF paging mechanism as described in TS 24.501- section 5.31.7.2.2.3 to push after registration policy and parameters to the PIN. We propose to add the following fields or parameters to the AMF paging
a. Updated “PINE list”, which contains a list of PINE elements and its associated policies and parameters. For eg. A typical “PINE list” will be as follows:

i. PINE1, PEMC = FALSE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

ii. PINE2, PEMC = TRUE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

6.X.1.2 
Procedure


6.X.2.2
PEMC Triggered Service Request to Update PIN_List Procedure


[image: image2.emf]3. Authentication Security 

AUSF

7. PIN_List Update 

Resp +

Ack PIN_List

PEMC

RAN AMF

PCF

PINCTRF

1. Service Request 

with 

Updated PIN_LIST

2. N2 Message 

(Service Request with 

Updated PIN_LIST)

4. Update PIN_List

5. Update PIN_List

6. Acknowledged 

Update PIN_List

7. Acknowledged 

Update PIN_List

8. N2 Request (with 

Updated PIN_LIST)


Figure 6.X.2.2-1: PEMC Triggered Service Request to update PIN_List
1. When a new PINE joins the PIN, the PEMC will send a new Service Request with updated PIN_List to the RAN. A typical Service Request with PIN_List will include the following:
a. “PINE list”, which contains an updated  list of PINE elements and its associated policies and parameters. For eg. A typical “PINE list” will be as follows:

i. PINE1, PEMC = FALSE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

ii. PINE2, PEMC = TRUE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

2. RAN forwards the N2 message (Service Request with the updated PIN_List) to the AMF.

3. Conventional Authentication Security is performed as per TS 23.502 section 4.2.3.

4. AMF will send the Update PIN_List message to the PCF.

5. PCF will send the Update PIN_List to PINCTRL for its approval.

6. PINCTRL will decide based on the subscription and 3rd party/operators policy and send the Acknowledged update PIN_List to the PCF. A typical update PIN_List is as follows:
i. PINE1, PEMC = FALSE, PEGC=FALSE, 5G_Aceess=TRUE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

ii. PINE2, PEMC = TRUE, PEGC=FALSE, 5G_Aceess=FASLE, PINE_TO_PINE=TRUE, DURATION = UNLIMITED 

7. PCF will send the Acknowledged update PIN_List to AMF.

8. AMF will send N2 Request with Acknowledged PIN_List to RAN 

9. RAN will send the Update PIN_List response and the acknowledged PIN_List to the PEMC.

6.X.2.3
Network Triggered Service Request to Update PIN Policies Procedure
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Figure 6.X.2.3-1: Network Triggered Service Request to update PIN/PINE Policies
0. PINCTRL decides to update the PEMC PIN policies either due to operator or 3rd party policy update.

1. PINCTRL invokes Namf_communication_N1N2MessageTransfer service operation provided by the AMF. The message includes SUPI of PEMC, PEMC PIN Policy container.

2. If the PEMC is registered and reachable by AMF in either 3GPP access or non-3GPP access, AMF shall transfers transparently the PEMC PIN Policy container to the PEMC via the registered and reachable access.

If the PEMC is not reachable by AMF over both 3GPP and non-3GPP access, the AMF reports to the PCF that the PEMC PIN Policy container could not be delivered to the PEMC using Namf_communication_N1N2MessageTransfer as mentioned in TS 23.502 clause 4.2.3.3

3. If the PEMC is in CM-CONNECTED over 3GPP access or non-3GPP access, the AMF transfers transparently the PEMC PIN Policy container (PIN related policy information) received from the PINCTRL to the PEMC. The PEMC policy container includes the list of PIN policy as described in section 6.X.2.1 and 6.X.2.2.

4. The PEMC updates the PIN Policy provided by the PINCTRL and sends the result to the AMF 

5. If the AMF received the PEMC PIN Policy container and the PINCTRL subscribed to be notified of the reception of the PEMC PIN policy container then the AMF forwards the response of the PEMC to the PINCTRL using Namf_communication_N1N2MessageNotify. The PINTCTRL will further handle successful and failure Notification accordingly.

6.X.3
Impacts on services, entities and interfaces
The solution largely re-uses existing functionality

The solution has the following impacts:

Impact to the 5GCore:

· 
Add New Network Function – PIN control function (PINCTRL)- to the 5GCore

· Add New Interfaces P1 and NPINCTRL to the 5G system

· Add New PIN Policy container, which will contain PIN Policy related fields.

· Add PIN_Capable fields to the Registration message

· Add PIN_List field to the Registration message.

· Add PIN_List update to the Service request message.

· Add Namf_communication_N1N2MessageNotify message with PEMC PIN Policy container.

· Add PIN_Capable and PIN_List fields to registration accept message.

· Add Delivery of PIN Policies message and results of Delivery of PIN Policies 

Impact to the UE (PEMC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to maintain a list of all the PINE and its supported services

· Ability to respond to PINE and its service discovery queries from the PINE

Impact to the PINE:

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to request QoS using http request to the PEGC

Impact to the UE (PEGC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to register its gateway functionality to PEMC

· Ability to accept http QoS request from the PINE and setup multiple PDU session with the 5G System

· Ability to map PDU session ID to the IP address of the PINE and forward packets to/from the corresponding PDU session

**** End of Changes ****
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