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1. Discussion
[bookmark: _Toc97103581][bookmark: _Toc100745588][bookmark: _Toc101168845][bookmark: _Toc104869313][bookmark: _Hlk513714389]The following changes below discuss several aspects of Solution #2.1 (MP-DCCP-LL) and Solution #2.2 (MP-QUICMPQUIC) with the intention to determine which one should be the basis for further normative work in Rel-18, for supporting multipath transport for UDP flows.
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7	Evaluation
Editor's note: This clause provides the evaluation of different solutions. It may contain an evaluation for each Key Issue.
[bookmark: _Toc104869314]7.x	Evaluation of Key Issue #2: New steering functionalities for non-TCP traffic
7.x.1	General
For KI#2, three solutions have been proposed:
1) Solution #2.1 (aka MP-DCCP-LL);
2) Solution #2.2 (aka MPQUIC); and
3) Solution #2.3 (aka MPQUIC-IP).
Solutions #2.2 and #2.3 are both based on the QUIC protocol, its multipath extensions (draft-ietf-quic-multipath) and additional extensions defined in IETF for supporting "UDP proxying over HTTP" and "IP proxying over HTTP" respectively (see draft-ietf-masque-connect-udp and draft-ietf-masque-connect-ip). These solutions support the transport of UDP flows and IP flows respectively, over HTTP/3 and QUIC.
In contrast, Solution #2.1 is based on the DCCP protocol and its multipath extensions (draft-ietf-tsvwg-multipath-dccp). This solution supports the transport of UDP flows, IP flows and even Ethernet flows, over DCCP.
One key difference between Solution #2.1 and Solutions #2.2 and #2.3, is that the former is a tunneling solution, whereas the latter are UDP proxying and IP proxying solutions respectively.
As specified in section 5.1 (description of KI#2), the new steering functionality is required to support steering, switching and splitting of non-TCP traffic flows (e.g., UDP traffic flows and IP traffic flows). 
7.x.2	Evaluation for supporting UDP traffic flows
7.x.2.0	General
The main requirement of the steering functionality for Rel-18 is to support multipath transport for UDP traffic flows and complement the MPTCP steering functionality, which supports multipath transport for TCP traffic flows.
For supporting UDP traffic flows, two alternative solutions can be used: Solution #2.1 (MP-DCCP-LL) and Solution #2.2 (MPQUIC). The following sub-clauses discuss different aspects of these solutions with the intention to determine which one should be the basis for further normative work in Rel-18.
The solution #2.3 may also be used for UDP traffic flows but this solution is more suitable when IP traffic flows (other than UDP) should be supported, thus, it should be considered separately.
7.x.2.1	Allocation of UPF resources
As specified in clause 6.3.5, the MP-DCCP-LL solution requires the UPF to allocate: one IP address per access and one UDP port per MP-DCCP connection and per access, as shown in figure 1.2(a) below. The UPF allocates the IP addresses and ports for each MP-DCCP connection based on information received from SMF (MP-DCCP-LL Control Information), which indicates how many MP-DCCP connections are required. The SMF derives this information based on the PCC rules received from PCF. If additional MP-DCCP connections are required during the lifetime of the MA PDU Session, the SMF should ask UPF to allocate more resources for these additional connections and then send a PDU Session Modification message to UE including the allocated UPF resources.
[image: ]
Fig. 7.x.2.1-1 (a)
On the contrary, the MPQUIC solution requires the allocation of one IP address and one UDP port at the UPF, which are used for all MPQUIC connections of a UE. This is possible because the QUIC protocol can multiplex many connections on the same UDP port (using the “connection ID” parameter). The UE receives the IP address and UDP port at the UPF as part of the “proxy information” in the PDU Session Establishment Accept (exactly the same as in MP-TCP). When the UE needs to establish a new MPQUIC connection to UPF, the UE applies the received “proxy information” and does not require additional resources to be allocated at the UPF.
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Fig. 7.x.2.1-1 (b)
7.x.2.2	Connections between UE and UPF
The MPQUIC solution requires one MPQUIC connection per QoS flow (see clause 6.11.2). Each UDP flow transferred via an MPQUIC connection is associated with a unique QUIC stream on the connection (as per draft-ietf-masque-connect-udp) and each QUIC stream is configured to apply a steering mode. Thus, different steering modes can be applied per MPQUIC connection.
The MP-DCCP-LL requires one connection per QoS flow and per Steering Mode (see clause 6.3.2), so it needs much more connections than MPQUIC. More importantly, the MP-DCCP connection management (adding / removing connections) is cumbersome: Every time a new UDP flow should be transmitted using a steering mode for which no MP-DCCP connection supports, a new MP-DCCP connection should be established and the SMF should send a PDU Session Modification message with the parameters (UPF address/ports) for this MP-DCCP connection.
7.x.2.3	Application visibility
In many use cases, it is beneficial for an application to control whether the underlying steering functionality can enable multipath transport and to indicate its multipath preferences. Consider, for example, the following scenarios:
1)	Studies have shown that enabling multipath transport for short HTTP requests has no benefits or may even degrade the performance. Based on that, an HTTP application may request some content, parse the Content-Length header, and decide to enable multipath only when the content length is large enough.
2) 	An application may want to perform certain operations via a specific access type only. For instance, a UE application may prefer to retrieve firmware updates over WiFi only (as possibly instructed by the user). This application would need to indicate to the underlying steering functionality that a UDP flow should be steered to WiFi access only (or that 3GPP access is restricted).
3)	A video streaming application may start downloading chunks of video frames on WiFi access only. If the application determines that the download rate is not fast enough, it may indicate to the underlying steering functionality that the 3GPP access can also be used.
4)	An RTP application stores received RTP packets in a receive buffer and re-orders the packets before consuming them. If the application knows that the underlying steering functionality applies multipath transport, the application may reserve a bigger receive buffer to handle larger percentage of out-of-order packets.
5)	An application may implement itself the QUIC protocol and use it for reliable transport (using QUIC Streams). In this case, it could inform the underlying steering functionality that it should apply unreliable transport (e.g., using QUIC Datagrams) to avoid the known “TCP meltdown” effect. 
6)	An application may be able to perform packet reordering itself. In this case, it could inform the underlying steering functionality packet reordering is not necessary. 
Based on the above examples, it is considered important for the steering functionality to interact with multipath-aware apps and to take into account, not only the network operator preferences (which are defined with the ATSSS rules), but also the app preferences.
As shown in the following figure, the MP-DCCP-LL steering functionality is a low-layer functionality implemented deep down in the protocol stack and it is difficult to expose an API that can be directly consumed by the apps and express their multipath preferences. On the contrary, the MPQUIC steering functionality is a high-layer functionality implemented higher in the protocol stack and can support easier interactions with the apps. Note that enhancements to the sockets API for multipath TCP (which is also a high-layer steering functionality) have already been proposed and have been implemented (see e.g., [An enhanced socket API for Multipath TCP: https://inl.info.ucl.ac.be/system/files/main_8.pdf] and RFC 6897: “Multipath TCP (MPTCP) Application Interface Considerations”). Similar sockets API enhancements can be supported for multipath QUIC.
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7.x.2.4	User-plane overhead
As shown in the figure below, the MP-DCCP-LL steering functionality implements an IP-in-IP tunneling solution, whereas the MPQUIC steering functionality implements a UDP proxying solution, which inherently features less overhead. 
Both the MP-DCCP-LL and the MPQUIC send Ack packets to acknowledge successful reception. 
The DCCP header size is 12 or 16 bytes for DCCP-Data packets that carry no options and no acknowledgment number (plus 8 or 4 bytes when an acknowledgment number is included). The QUIC header size (for 1-RTT packets) depends on the variable-length of the optional Destination Connection ID and can be as small as 2 bytes when no Destination Connection ID is included.
As shown in figure below, when the app provides two payloads in succession, the MPQUIC steering functionality can multiplex these payloads in the same QUIC packet, thus, reducing the user-plane overhead significantly (this is a feature supported by QUIC). In case of MP-DCCP-LL, however, the two app payloads will be encapsulated into two IP (inner) packets and will be transmitted with two DCCP-Data packets resulting in much higher user-plane overhead. In addition, in case of MPQUIC, a single UDP datagram can multiplex multiple QUIC packets, which can further reduce the overhead.
To reduce user-plane overhead, the MP-DCCP-LL solution needs to support header compression, e.g., with a solution similar or identical with the solution #2.4. But the header compression will introduce more complexity and more demanding processing.
An overhead of the MPQUIC steering functionality, which is not evident from the figure below, is the HTTP CONNECT request plus the 200 OK response, sent at the beginning of every UDP flow. This introduces overhead but no delay since a DATAGRAM frame can be sent immediately after the CONNECT request without waiting for the 200 OK response.
[image: ]
7.x.2.5	Security
As specified in RFC9001 (Using TLS to Secure QUIC), each QUIC connection is established using TLS v1.3 handshake and all QUIC packets are encrypted, and integrity protected using the negotiated TLS keys and algorithms. However, in case of ATSSS_ph3, where QUIC is applied between the UE and UPF and where access-level security mechanisms are used to protect the user-plane traffic, the additional security mechanisms in the QUIC layer seem unnecessary. The MPQUIC solution contains the following EN, so this issue is expected to be addressed by SA3.
Editor's note: Whether and how encryption in the QUIC layer can be omitted is FFS and need to be verified by SA3. The impact due to encryption regarding overhead and performance is FFS.
The double-layer security is not an issue for MP-DCCP, which does not provide cryptographic security mechanisms and relies on other security methods (e.g., IPsec or 3GPP user-plane security) to protect the traffic. 
[image: ]
7.x.2.5	Packet reordering and duplication avoidance
To support packet reordering, the MP-DCCP-LL solution needs a mechanism for sequencing transmitted data in DCCP-Data packets and for reordering the received data. 
A similar mechanism may also be needed for MPQUIC, and it has been proposed for supporting the "Datagram mode 1" (see clause 6.11.3). However, the MPQUIC may also support packet reordering and deduplication by leveraging the existing QUIC stream mechanisms, which are applied in the "Stream mode". So, for MPQUIC, when the UDP traffic can be transferred in "Stream mode" without the meltdown effects, a new mechanism for sequencing and data reordering is not mandated. 
Although the packet reordering and duplication avoidance issues apply to both MP-DCCP-LL and MPQUIC solutions, they are more significant for MP-DCCP-LL, since the MPQUIC solution may be able to operate in "Stream mode".
7.x.2.6	IETF Support
The QUIC multipath draft is planned to be published as a Standards Track RFC, while the DCCP multipath draft is planned to be published as an Experimental RFC.
As specified in https://www.ietf.org/about/participate/tao/#6-5:
"Experimental RFCs are for specifications that may be interesting, but for which it is unclear if there will be much interest in implementing them, or whether they will work once deployed. That is, a specification might solve a problem, but if it is not clear that many people think that the problem is important, or think that they will bother fixing the problem with the specification, the specification might be labeled an Experimental RFC. If, later, the specification becomes popular (or proves that it works well), it can be re-issued as a standards-track RFC. Experimental RFCs are also used to get people to experiment with a technology that looks like it might be standards-track material, but for which there are still unanswered questions."
The 3GPP specifications cannot define normative solutions based on Experimental or Informational RFCs. Even if the status of the DCCP multipath draft changes later, this will be too late for 3GPP Rel-18.
7.x.2.7	Summary
Based on the above discussion, it is clear that:
-	For supporting multipath transport for UDP traffic flows, the MPQUIC solution defined in solution #2.2 that is based on (a) the multipath QUIC extension being developed in the QUIC WG and (b) the UDP proxying over HTTP solution being developed in the MASQUE WG (both with intended status "Standards Track"), has the best performance and the wider industry support.
-	It is expected that whether encryption in the QUIC layer can be avoided for ATSSS will be studied in SA3.
[bookmark: _Toc22214914][bookmark: _Toc23254047][bookmark: _Toc97103582][bookmark: _Toc100745589][bookmark: _Toc101168846][bookmark: _Toc104869315]8	Conclusions
Editor's note: This clause enlists the conclusions of the study, including agreements for work to be done in the normative phase.
8.x	Conclusions on Key Issue #2: New steering functionalities for non-TCP traffic
Based on the evaluation in clause 7.x, it is concluded that:
- 	For supporting multipath transport for UDP traffic flows, a new steering functionality will be specified during the normative phase, which will be based on Solution #2.2: "MPQUIC steering functionality using UDP proxying over HTTP".
Editor’s note: Whether there is need to also support a steering functionality for IP traffic flows is FFS.
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