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Abstract: This paper proposes the revision of solution #20 for the support of  5G-RG and FN-RG accessing wireline access network and clarification of support of UE connecting via trusted and untrusted network.
1. Introduction
This paper proposes the revision of solution #20 for the support of 5G-RG and FN-RG accessing wireline access network and clarification of support of UE connecting via trusted and untrusted network, since current solution description has some ambiguous text and potential different interpretation. The scope is to have a more clear and complete description.
1.1 Credential Holders for UE connecting via Trusted/Untrusted WLAN network
The current solution describes the support of UE connecting via Trusted and Untrusted network, and behind a 5G-RG and FN-RG, but in this second case the UE which is connecting via wireline network terminating with a 5G-RG or FN_RG, the wireline network represents the Trusted or Untrusted network. The solution has been not change, but only clarified.
1.2 Credential Holders for 5G-RG and FN-RG 
Current definition of SUPI in TS 23.501 states that 
-	an IMSI as defined in TS 23.003 [19], or
-	a network-specific identifier, used for private networks as defined in TS 22.261 [2].
-	a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [84].
-	a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [84].
The TS 23.316 defines the following:
· The 5G-RG shall support a SUPI based on IMSI
· The FN-BRG subscription shall, based on operator configuration, support a SUPI which either contain an IMSI or a GLI.  In case of  SUPI containing a GLI, it takes the form of a NAI whose user part is the GLI and whose realm part is an identifier of the operator owning the subscription
· The 5G-CRG and the FN-CRG subscription shall, based on operator configuration,  support a SUPI which either contain an IMSI or a GCI (Global Cable identifier defined in TS 23.316 clause 4.7.9)..  In case of  SUPI containing a GLI, it takes the form of a NAI whose user part is the GLI and whose realm part is an identifier of the operator owning the subscription
The NAI format of SUPI based on IMSI does not present any issue in term of selection of AAA server, since it is the same as for 3GPP UE.
The NAI format for FN-BRG defined in TS 23.003 has the username part containing the GLI and the realm part includes the operator owning the subscription; if the operator owns a PLMN ID, the realm part should be in the form "5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org". The GLI is a variable length opaque identifier, consisting of a string of up to 200 base64-encoded characters, representing the GLI value (up to 150 bytes) encoded as specified in BBF WT-470 [133].  
In case of Cablelabs system, the SUPI is in NAI format where the username part shall be the GCI,and the realm part includes the operator owning the subscription; if the operator owns a PLMN ID, the realm part should be in the form. GCI is a variable length opaque identifier, encoded as specified in CableLabs WR TR 5WWC ARCH [134] and CableLabs DOCSIS MULPI . In case of Cablelabs the example of SUPI in NAI format are:
EXAMPLE 1:	00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org
EXAMPLE 2:	00-00-5E-00-53-00@operator.com
And the SUCI in NAI format are:
EXAMPLE 1:	type3.rid0.schid0.userid00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org
EXAMPLE 2:	type3.rid0.schid0.userid00-00-5E-00-53-00@operator.com
In both case of BBF and Cablelabs the Realm part of NAI can refer to a PLMN ID or to operator domain, so for the AAA Server selection .
The discovery of AUSF, NSSAF and finally of AAA server is done considering the “The Home Network Identifier”, which in assumed to be based on PLMN ID. Since in case of FN-RG the realm can be based on “operator domain” (@operator.com) and not from PLMN ID (@5gc.mnc012.mcc345.3gppnetwork.org), the 
Current specification in TS 23.501 clause 5.30.2.9.2 refer to Home Network identifier to select the AAA server, as stated in annex. The Home Network identifier in TS 23.003 when refer to GCI and GLI can have a realm not based on PLMN ID, hence all element are already supported in Rel-17 and there is no need for extension in Rel-18.

In conclusion:
· Considering that Rel-17
· defines the realm of SUPI/SUCI when based on GLI and GCI can have a realm based on PLMN or in different format  (operator.com) as defined and configured by operator.
· Home Operator Identifier supports the GCI and GLI identifier as in previous bullet
· The support of Credential Holders is based on decision and selection of NSSAAF, AUSF, AAA sever on Home Operator Identifier
· The conclusion is
· Rel-17 already enable the support of AAA server in Credential Holders for 5G-RG and FN-RG without any modification required

1.3 Credential Holders for device connecting via 5G-RG and FN-RG 
The scenario of UE and N3GPP device connected to 5GC via 5G-RG/FN-RG where the wireline network does not represent neither a Trusted network (i.e. there is no TNGF  functionalities) the or Untrusted network (i.e the UE is not accessing via a N3IWF) is FFS, since this scenario shall take into account the conclusion of 5WWC SID on the support of the device behind an RG.
 .

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-08.

3. Annex 
This Annex includes the copy of relevant text from specification for helping the readers.
3.1 copy of TS 23.316

[bookmark: _Toc91145061]4.7.2	SUPI and SUCI for 5G-BRG support
The SUPI for an 5G-BRG shall contain an IMSI, as described in TS 23.501 [2], clause 5.9.2.
The SUCI provided by the 5G-BRG to the network contains the concealed SUPI, as described in TS 33.501 [11].
[bookmark: _Toc91145062]4.7.3	SUPI and SUCI for FN-BRG support
The SUPI for an FN-BRG subscription shall, based on operator configuration, either contain an IMSI or a GLI as defined in clause 4.7.8. A SUPI containing a GLI takes the form of a NAI whose user part is the GLI and whose realm part is an identifier of the operator owning the subscription.
The SUCI provided by the W-AGF to the 5GC for FN-BRG always corresponds to a SUPI containing a GLI. This SUCI acts as pseudonym of the SUPI and the UDM performs a mapping to the actual SUPI that, depending on operator configuration, contains either an IMSI or the same GLI that was provided in the SUCI.
As described in TS 23.003 [14], the SUCI also contains an identifier of the Home network, i.e. the identifier of the operator owning the subscription.
[bookmark: _Toc91145063]4.7.4	SUPI and SUCI for 5G-CRG and FN-CRG support
The SUPI for a FN-CRG subscription shall, based on operator configuration, contain either an IMSI, as described in clause 5.9.2 of TS 23.501 [2], or a GCI (Global Cable identifier defined in clause 4.7.9).
The SUPI for a 5G-CRG subscription shall, based on operator configuration, contain either an IMSI, as described in clause 5.9.2 of TS 23.501 [2], or a GCI (Global Cable identifier defined in clause 4.7.9).
Only 5G-CRG whose SUPI corresponds to an IMSI may use 3GPP access to connect to 5GC.
A SUPI containing a GCI takes the form of a NAI where the user part is the GCI and the realm part is an identifier of the operator managing the subscription.
The SUCI provided by the 5G-CRG to the network contains the concealed SUPI, as described in TS 33.501 [11].
The SUCI provided to the network for FN-CRG support always corresponds to a SUPI containing a GCI. This SUCI acts as pseudonym of the SUPI and the UDM performs a mapping to the SUPI that, depending on operator configuration, contains either an IMSI or the same GCI than in the SUCI.
As described in TS 23.003 [14], for both cases where the SUCI contains an IMSI or contains a GCI, the SUCI contains an identifier of the Home network i.e. an identifier of the operator managing the subscription.
NOTE:	If the SUCI contains an IMSI, the identifier of the operator managing the subscription is carried in the MCC/MNC part of the IMSI as defined in TS 23.003 [14].
[bookmark: _Toc91145064]4.7.5	Line ID
The Line ID is defined in BBF Specifications, see BBF TR-470 [38].
[bookmark: _Toc91145065]4.7.6	HFC identifier
The HFC_Identifier may contain a cable modem MAC address or an overall HFC account identifier, as defined by CableLabs in DOCSIS MULPI [8].
[bookmark: _Toc91145067]4.7.8	Global Line Identifier
For usage with 5GC, a Global Line Identifier (GLI) is specified in order to define a globally unique identifier of the line connecting the RG to the network. In this release an RG is associated with a unique GLI.
For FN BRG, the GLI is used to build a SUCI. For FN-BRG the GLI may be used to build a SUPI. See clause 4.7.3. For all types of RG, the GLI is used as User Location Information on wireline access.
The GLI contains an identifier of the Line ID source and the Line ID value. The identifier of the Line ID source ensures the unicity of the GLI while the Line ID may not be unique in some deployments. The identifier of the Line ID source and Line ID are administered by the W-AGF operator.
The Global Line Identifier is a variable length identifier encoded as defined in TS 23.003 [14] and in BBF TR‑470 [38].
[bookmark: _Toc91145068]4.7.9	Global Cable Identifier
For usage with 5GC, a Global Cable Identifier (GCI) is specified in order to define a globally unique identifier of the line connecting the CRG to the network. In this release an RG is associated with a unique GCI.
The GCI contains the HFC_Identifier which is defined in CableLabs WR-TR-5WWC-ARCH [27].
For FN CRG, the GCI is used to build a SUCI. For FN CRG the GCI may be used to build a SUPI. See clause 4.7.4. For all types of CRG the HFC Node ID is used to build User Location Information on Cable access.
The identifier of the HFC Node ID and the HFC_Identifier are administered by the W-AGF operator.
The Global Cable Identifier is a variable length identifier encoded as defined in TS 23.003 [14] and CableLabs WR‑TR‑5WWC‑ARCH [27].
3.2 copy from TS 23.003

2)	Home Network Identifier, identifying the home network of the subscriber.
[bookmark: _PERM_MCCTEMPBM_CRPT51510007___3]When the SUPI Type is an IMSI, the Home Network Identifier is composed of two parts:
-	Mobile Country Code (MCC), consisting of three decimal digits. The MCC identifies uniquely the country of domicile of the mobile subscription;
-	Mobile Network Code (MNC), consisting of two or three decimal digits. The MNC identifies the home PLMN or SNPN of the mobile subscription.
[bookmark: _PERM_MCCTEMPBM_CRPT51510008___3]When the SUPI type is a Network Specific Identifier (NSI), a GLI or a GCI, the Home Network Identifier consists of a string of characters with a variable length representing a domain name as specified in clause 2.2 of IETF RFC 7542 [126]. For a GLI or a GCI, the domain name shall correspond to the realm part specified in the NAI format for SUPI in clauses 28.15.2 and 28.16.2.

[bookmark: _Toc27225659][bookmark: _Toc36112518][bookmark: _Toc36112921][bookmark: _Toc44854481][bookmark: _Toc51839874][bookmark: _Toc57880466][bookmark: _Toc57880871][bookmark: _Toc57881277][bookmark: _Toc97543735]28.15.2	NAI format for SUPI containing a GCI
A SUPI containing a GCI shall take the form of a Network Access Identifier (NAI).
The NAI for SUPI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where:
-	the username part shall be the GCI, as defined in clause 28.15.4;
-	the realm part shall identify the operator owning the subscription; if the operator owns a PLMN ID, the realm part should be in the form:
"5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"
EXAMPLE 1:	00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org
EXAMPLE 2:	00-00-5E-00-53-00@operator.com

[bookmark: _Toc27225663][bookmark: _Toc36112524][bookmark: _Toc36112927][bookmark: _Toc44854487][bookmark: _Toc51839880][bookmark: _Toc57880472][bookmark: _Toc57880877][bookmark: _Toc57881283][bookmark: _Toc97543741]28.16.2	NAI format for SUPI containing a GLI
A SUPI containing a GLI shall take the form of a Network Access Identifier (NAI).
The NAI for SUPI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where:
-	the username part shall be the GLI, as defined in clause 28.16.4;
-	the realm part shall identify the operator owning the subscription; if the operator owns a PLMN ID, the realm part should be in the form:
"5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

3.3 copy from TS 23.501

[bookmark: _Toc98857217]5.30.2.9.2	Credentials Holder using AAA Server for primary authentication and authorization
The AUSF and the UDM in SNPN may support primary authentication and authorization of UEs using credentials from a AAA Server in a Credentials Holder (CH).
-	If the UDM decides that the primary authentication is performed by AAA Server in CH based on the UE's SUPI and subscription data. The Home Network Identifier , is derived by UDM from the SUCI received from AUSF. The UDM then instructs the AUSF that primary authentication by a AAA Server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA Server acts as the EAP Server for the purpose of primary authentication.
Editor's note:	It is FFS if only SUCI using null scheme with anonymised SUPI should be supported for this use case and will be decided by SA WG3.
NOTE:	The UDM in SNPN, based on SLA between Credentials Holder and SNPN, is pre-configured with information indicating whether the UE needs primary authentication from AAA Server.
-	The SUPI is used to identify the UE during primary authentication and authorization towards the AAA Server. SUPI privacy is achieved according to methods in clause I.5 of TS 33.501 [29].
-	The AMF discovers and selects the AUSF as described in clause 6.3.4 using the Home Network Identifier (realm part) and Routing Indicator present in the SUCI provided by a UE configured as described in clause 5.30.2.3.
-	The AMF and SMF shall retrieve the UE subscription data from UDM using SUPI.



[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *

[bookmark: _Toc104889584]6.20	Solution #20: Access SNPN via 3GPP and N3GPP AN using same credentials and credential holder
[bookmark: _Toc97274376][bookmark: _Toc104889585]6.20.1	Introduction
[bookmark: _Toc97274377]This solution addresses KI#2.
The solution defines how the same credentials from a credential holder external to the SNPN can be leveraged for devices accessing SNPN via 3GPP and non-3GPP access network (both connected to 5GC).
Many enterprise networks have existing deployments with non-3GPP network infrastructure (WLAN or Wireline access) using the AAA server to authenticate the end-devices. The addition of SNPN deployments could leverage the already provisioned identities and credentials to authenticate devices accessing SNPN via 3GPP and non-3GPP access networks both connecting to 5GC via a credential holder (AAA server) external to the SNPN.
[bookmark: _Toc104889586]6.20.2	Functional Description
[bookmark: _Toc97274379]-	The same AAA Server (external credential holder) is used for primary authentication of a UE accessing the SNPN via a 3GPP or non-3GPP access network (e.g. WLAN or Wireline access network) re-using the architecture defined for "Credentials Holder for primary authentication and authorization" as defined in clause 5.30.2.9.2 of TS 23.501 [3]. A N3GPP device accessing the SNPN via non-3GPP access network (e.g. WLAN or Wireline access network) can also leverage the same external credential holder for authentication.
-	The UE connecting via the 3GPP access or Trusted and Untrusted Non-3GPP access network, the 5G_RG and FN-RG connected via Wireline access to the SNPN uses the same permanent identity and credentials. The existing identity and credentials used for WLAN and Wireline access authentication can be re-used for SNPN access using a SUPI in NAI format as defined in clause 28.7.2 of TS 23.503 [5].
-	The SNPN access via NG-RAN and the non-3GPP network (e.g. WLAN or Wireline access network) provides access to the same Data Network e.g. internet or enterprise network.
-	Seamless mobility between the NG-RAN and the Trusted and Untrusted Non-3GPP access network, the 5G_RG and FN-RG connected via Wireline access for accessing the SNPN is supported by this architecture.
Editor's note:	The scenario of UE and N3GPP device connected to 5GC via 5G-RG/FN-RG, is FFS. This scenario shall take into account the conclusion of 5WWC SID on the support of the device behind an RG.


Figure 6.20.2.1: Access to SNPN via 3GPP and non-3GPP access networks (both connected to 5GC) using the same credentials from an external credential holder
[bookmark: _Toc104889587]6.20.3	Procedures
6.20.3.1 3GPP UE accessing Trusted and Untrusted access network
0)	If the SNPN supports the architecture as in Figure 6.20.2-1 and wants the UE to use the same credentials for accessing SNPN via 3GPP or Trusted and Untrusted Non-3GPP access network and wireline access network , then it is configured with the same permanent identity and credentials for primary authentication with the NG-RAN and the non-3GPP access network (Trusted and Untrusted Non-3GPP access network, and wireline access network).
1)	A connection is established between a UE towards 5GC via the untrusted non-3GPP access using the procedures as defined in clause 4.12 of TS 23.502 [4] or a connection is established between a 3GPP capable device towards 5GC via the trusted non-3GPP access using the procedures as defined in clause 4.12a of TS 23.502 [4] or a connection is established between the UE behind 5G_RG / FN-RG towards 5GC via the wireline access using the procedures as defined in clause 4.10 of TS 23.316 [8] where the wireline network represents the Trusted or Untrusted network.
2)	A connection is established between a UE and the SNPN network via NG-RAN and 5GC as defined in clause 5.30.2 of TS 23.501 [3].
	The same credentials are used for authentication by an external credential holder (AAA server) for primary authentication of a device accessing the SNPN via 3GPP or the non-3GPP access network (e.g. WLAN or Wireline access network), re-uses the architecture defined for "Credentials Holder for primary authentication and authorization" as defined in clause 5.30.2.9.2 of TS 23.501 [3].
	A UE may establish connection towards SNPN 5GC using either or both 3GPP and non-3GPP access network (Trusted and Untrusted Non-3GPP access network, and wireline access network) simultaneously.

6.20.3.2 5G-RG and FN-RG accessing wireline access network
1.a) A connection is established between a 5G-RG or FN-RG towards 5GC via the wireline access using the procedures as defined in clause 7.2.1.1 or in clause 7.2.1.3 of TS 23.316 [8] respectively for authentication by an external credential holder (AAA server) for primary authentication.
1.b) A connection is established between a 5G-RG or FN-RG and the SNPN network via NG-RAN and 5GC as defined in clause 5.30.2 of TS 23.501 [3] for authentication by an external credential holder (AAA server) for primary authentication.
The primary authentication of a 5G-RG and FN-RG accessing the SNPN via wireline access network performed by Credentials Holder as defined in clause 5.30.2.9.2 of TS 23.501 [3] is supported for a 5G-RG and for FN-RG without any modification required. In fact in case of 5G-RG the SUPI contains the IMSI, hence there is not difference with the case of a UE. In case of FN-RG, the SUPI/SUCI is in NAI format with the realm derived from PLMN ID or includes a operator domain name ( i.e. a FQDN) (as defined in TS 23.003 and TS 23.316). The current specification for Credential Holder in TS 23.501 define the selection of NF, including AAA server based on Home Operator Identifier which per TS 23.003 specification corresponds to the realm of the NAI in the same format in case of GLI and GCI (see TS ,
6.20.3.3 Device accessing via 5G-RG and FN-RG 
Editor's note: The scenario of UE and N3GPP device connected to 5GC via 5G-RG/FN-RG where the wireline network does not represent neither a Trusted network (i.e. there is no TNGF  functionalities) the or Untrusted network (i.e the UE is not accessing via a N3IWF) is FFS, since this scenario shall take into account the conclusion of 5WWC SID on the support of the device behind an RG.

[bookmark: _Toc104889588]6.20.4	Impacts on services, entities, and interfaces
UE:
-	Use the same permanent identity and credentials for primary authentication for accessing the SNPN via NG-RAN and the non-3GPP network (Trusted and Untrusted Non-3GPP access network, and wireline access network).
5G-RG and FN-RG
-	No impact

No other impacts in the UE, NG-RAN, 5G-RG, FN-RG, W-AGF and 5GC are identified.

* * * * End of changes * * * *
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