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Attachments: 


1. Overall Description:
SA2 has discussed PIN related procedures and discussed the need for authentication and authorization, based on EAP framework, for PINE, who connects with a gateway UE via non-3GPP to access the services provided by 5GS. 
SA2 agrees that the gateway UE will be provisioned with policy and parameters related to a PINE, e.g., QoS rules for mapping PINE’s traffic into QoS flows, allowed/disallowed PINE list for access control, PINE to PINE traffic routing rules, PINE to 5GS traffic routing rules, etc. SA2 also agrees that the UPF will be provisioned with parameters related to a PINE, e.g., PINE to external service traffic routing rules, PINE to PINE traffic routing rules, etc.
SA2 considers that, for some sensitive PINE1, if it is not authenticated, PINE2 is able to change device information, e.g., MAC address, to pretend as the PINE1, and the parameters for the PINE2 will be invalid or the parameters of the PINE1 will be misused. SA2 believes the security issues and solutions need to be studied in SA3, but SA2 needs to know who triggers the authentication and authorization for a PINE in order to design the procedures involving authentication and authorization for a PINE.
SA2 kindly ask SA3 following questions:
A. Is gateway UE, which can be a smartphone in wearable cases or smart gateway in smart home/office cases, a trust entity to 5GS for triggering the authentication and authorization?
B. If the answer to A is YES, then can the authentication and authorization be done via application layer without impact on UE?
C. If the answer to B is YES, then how 5GS assure the result of authentication and authorization.

2. Actions:
To SA3
ACTION: 	SA2 kindly asks SA3 to take the above information into account, and provides feedback on the questions.


3. Date of Next TSG SA WG2 Meetings:
TSG-SA WG2 Meeting #153-e 	10 – 14 Oct 2022    Electronic

