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Abstract: this paper proposes to modify the architecture alternative 0C. 
1. Introduction
The update includes following aspects:
1. Control plane and user plane of a PIN.
2. PIN functions deployment examples.
3. PIN functions implementation examples.
4. Description for network functions and entities.
[bookmark: _GoBack]2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-88.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc104539630][bookmark: _Toc104235281][bookmark: _Toc104301164]6.0C	Solution #0C: Architecture alternative C
[bookmark: _Toc104539631]6.0C.1	Description
This solution addresses Key Issue #1 "5GC architecture enhancements to support PIN".
[bookmark: _Toc104539632]6.0C.2	Procedures
[bookmark: _Toc104539633]6.0C.2.1	Overview of Aarchitecture reference model for application level
6.0C.2.1.1	General
The following figure 6.0C.2.1.1-1 depicts the overview of reference architecture for PIN only on the application level.




NOTE 1:	The PEMC can be a PINE when relayed by PEGC for visiting 5GS.
NOTE 2:	The PEMC can also be a PEGC.
NOTE 3:	The Pin1 interface can over direct connection, via PEGC, or via PEGC and 5GC. The Pin2 interface is over direct connection. The Pin5 interface can over direct connection, or via 5GC.

Figure 6.0C.2.1.1-1: Overview of Reference architecture on application level
[bookmark: _Toc104539634]6.0C.2.1.2	Signalling and traffic path of PIN
The figure 6.0C.2.1.2-1 depicts the signalling path of different interfaces of PIN, the figure 6.0C.2.1.2-2 depicts the traffic path within PIN or between PIN and outside services.

 
 Figure 6.0C.2.1.2-1: Signalling path of PIN


Figure 6.0C.2.1.2-2: Traffic path of PIN
From above figure, the 5G-LAN for PIN is needed only when traffic within PIN is required. 
6.0C.2.2	Deployment and use case example
The following figure 6.0C.2.2-1 depicts an example of current smart home environment.


Figure 6. 0C.2.21: Example of current smart home environment
The IoT device1 is initially discovered by a Smartphone using the 3rd party APP1 installed in the Smartphone, and then the Smartphone is able to connect with the IoT device1 assisted by the 3rd party APP1. The 3rd party APP1 is developed by the vendor of the IoT device1. The IoT device1 is able to visit the 3rd party Server1 over internet via the Smart Gateway, and the 3rd party APP1 also can visit the 3rd party Server1 over internet, so that the Smartphone is able to control the IoT device1 via internet assisted by the 3rd party Server1. The IoT device2 is manufactured by a different vendor from that of the IoT device1, and is not able to be controlled by a Smartphone via internet. 
The following figure 6.0C.2.2-2 depicts a deployment example of the PIN that the PINMF can be a NF, trust AF, or 3rd party AF. 


NOTE 1:	The PEMC Function instance can be a function in a 3rd party APP, a standalone APP, or middleware, the interface of the PEMC Function exposed to other APPs is determined by CT1 WG.

Figure 6. 0C.2.2-2: Deployment example of PIN Functions
For the case of NF/trust AF, one operator only has one PINMF, the PEMC can use pre-configured information for PIN service operations, e.g., FQDN of the operator’s PINMF. For the case of 3rd party AF, there may be multiple PINMFs, which one is used determines by the user, and the serving PINMF should register itself for the user to handle the PIN service operations. If both PINMF as NF/trust AF and PINMF as 3rd party AF are deployed, which one is used is determined by PEMC implementation.
In the deployment example, the 3rd party APP and 3rd party Function can assist the initial discovery and initial direct connection setup between PINE/PEGC and PEMC without user input information.
An example of the use case with the deployment example is as following:
1)	The PINE/PEGC establishes direct connection with the PEMC assisted by the 3rd party APP1/APP2 and 3rd party Function1/Function2, which is the same as currently widely used, or by user input. 
NOTE 1:	The interface exposed by PEMC Function to 3rd party APPs needs coordination with CT1 WG.
2)	If the PEMC Function instance obtains the device metadata via the direct connection, e.g., MAC address, vendor name, PINE Function Address, etc., from PINE Function (Pin1) over direct connection, or device metadata, e.g., MAC address, GPSI, vendor name, PEGC Function Address, etc., from PEGC Function (Pin5) over direct connection. The PEMC Function instance registers the device metadata to the PINMF (Pin3). The <vendor name> helps the PEMC to run the APP developed by the vendor to control the PINE, e.g., turn on/off a light, tune the temperature of an air conditioner, etc. The PINE/PEGC Function Address makes it possible for any PEMC Function instance (e.g., when user changes cell phone) to interact with the PINE/PEGC Function over direct connection (Pin1/Pin5), via PEGC (Pin1), via 5GS (Pin5), or via PEGC and 5GS (Pin1).
3)	Any PEMC Function instance requests the PINMF to create a PIN and obtains device information, which includes the address of PINE/PEGC Function, from PINMF (Pin3), the device may already be added into another PIN. The PEMC Function instance requests the PINMF to add any device into the PIN (Pin3). 
4)	When adding a UE into the PIN to act as PEGC, if the UE identified by the GPSI is pre-configured in the subscription data to be a PEGC, the PINMF configuring <allowed list>/<block list> to the PEGC (N1) for the PIN, if not, the PINMF returns <registration URI> to the PEMC Function instance (Pin3), and the PEMC Function instance sends the URI to the PEGC Function (Pin5), the PEGC Function sends registration request to the PINMF (Pin4) to request the PINMF configuring <allowed list>/<block list> to the PEGC (N1) for the PIN;
5)	The PEMC Function instance obtains the SSID/BT ID and password of PEGCs from PINMF for the PIN (Pin3) and sends them to the PINE (Pin1) for configuring the PINE for discovery (PINE is listener), or obtains the SSID/BT ID and password of PINEs from PINEs (Pin1) and sends them to the PINMF (Pin3) to request the PINMF configuring the PEGC (N1) for discovery (PINE is announcer);
6)	After a PINE has been configured by the PEMC Function instance (Pin1) to associated with PEGCs, the PINE connects to a PEGC to activate association with the PEGC in the PIN. If the PINE has active association in another PIN, the PINE will be automatically removed from that PIN.
7)	When the 3rd party APP on PEMC needs to communicate with PINEs, the PEMC Function sends the packet filters and necessary information to the PINMF (Pin3), the PINMF determines that the PINE has connected to a PEGC and instructs the 5GS to configure the PEGC for the relay, as well as instructs 5GS to establish a 5G-LAN that includes the PEMC and the PEGC, or add the PEMC and PEGC into the existed 5G-LAN, so that the communication does not need any Application Server for routing, which resolves the user concern related to privacy issues.
8)	When the PINE needs to communicates with other PINEs, the PINE Function sends the packet filters and necessary information to the PEMC Function instance (Pin1), if the PEMC Function instance allows the communication, it requests the PINMF (Pin3) to configure PEGC(s) for the relay, and if multiple PEGCs involved, the PINMF instructs 5GS to establish a 5G-LAN that includes the PEGCs, or add the PEGCs into the existed 5G-LAN, so that the communication does not need any AS for routing, which resolves the user concern related to privacy issues. 
6.0C.2.3	Implementation examples without impact on PEMC
6.0C.2.3.1	Example without PEGC OS impact
The following figure 6.0C.2.3.1-1 depicts an implementation example of the PEMC, PEGC, and PINE, where the PEGC Function is above OS layer.


NOTE:	Interface Pin2 is not shown.

Figure 6. 0C.2.3.1-1: Implementation example - PEGC Function above OS layer
In this implementation example, the PEGC Function (1) above OS layer is like a system APP in the UE, the UE does not need to customize OS to support PEGC, but the PEGC Function (1) above OS layer is not able to interact with the PEGC Function (2) in the Communication module when OS is not customized.
6.0C.2.3.2	Example with PEGC OS impact
The following figure 6.0C.2.3.2-1 depicts another implementation example of the PEMC, PEGC, and PINE, where the PEGC Function is in OS layer.


NOTE:	Interface Pin2 is not shown.

Figure 6. 0C.2.3.2-1: Implementation example - PEGC Function in OS layer
In this implementation example, the UE needs to customize OS to support PEGC, which may not be proper for wearable scenarios, where smartphone that uses common OS core acts as a PEGC, but this implementation example enables the PEGC Function (1) in OS layer to interact with the PEGC Function (2) in Communication module.
6.0C.2.4	Control plane of PIN
6.0C.2.4.1	PINE - PEMC (Pin1)
The following figure 6.0C.2.4.1-1 depicts the control plane between PINE and PEMC over direct connection.

  
Figure 6.0C.2.4.1-1: Control plane of PINE - PEMC (over direct connection)
The following figure 6.0C.2.4.1-2 depicts the control plane between PINE and PEMC, wherein PINMF is involved in the path of the control plane.


Figure 6.0C.2.4.1-2: Control plane of PINE - PEMC (with PINMF)
The following figure 6.0C.2.4.1-3 depicts the control plane between PINE and PEMC, wherein PINE and PEMC is in a LAN.


Figure 6.0C.2.4.1-3: Control plane of PINE - PEMC (within LAN option)
6.0C.2.4.2	PINE - PEGC (Pin2)
The following figure 6.0C.2.4.2-1 depicts the control plane between PINE and PEGC, which is over direct connection.

  
Figure 6.0C.2.4.2-1: Control plane of PINE - PEGC
6.0C.2.4.3	PEMC - PINMF (Pin3)
The following figure 6.0C.2.4.3-1 depicts the control plane between PEMC and PINMF without PEGC involved.


Figure 6.0C.2.4.3-1: Control plane of PEMC - PINMF (without PEGC)
The following figure 6.0C.2.4.3-2 depicts the control plane between PEMC and PINMF with PEGC involved.


Figure 6.0C.2.4.3-2: Control plane of PEMC - PINMF (with PEGC)
6.0C.2.4.4	PEGC - PINMF (Pin4)
The following figure 6.0C.2.4.4-1 depicts the control plane between PEGC and PINMF.


Figure 6.0C.2.4.4-1: Control plane of PEGC - PINMF
6.0C.2.4.5	PEMC - PEGC (Pin5)
The following figure 6.0C.2.4.5-1 depicts the control plane between PEGC and PEMC, wherein the PEMC and PEGC is connected over direct connection (non-3GPP access or PC5) or via 5GC. 

 
Figure 6.0C.2.4.5-1: Control plane of PEMC - PEGC (with LAN option and no additional PEGC)
The following figure 6.0C.2.4.5-2 depicts the control plane between PEGC and PEMC, wherein the PEMC and PEGC is connected via another PEGC and 5GC. 


Figure 6.0C.2.4.5-2: Control plane of PEMC - PEGC (with LAN option and additional PEGC)
The following figure 6.0C.2.4.5-3 depicts the control plane between PEMC and PEGC, wherein PINMF is involved in the path of the control plane.


Figure 6.0C.2.4.5-3: Control plane of PEGC - PEMC (with PINMF)
6.0C.2.5	User plane of PIN
6.0C.2.5.1	PINE - PINE
The following figure 6.0C.2.5.1-1 depicts the user plane between PINEs.


NOTE:	The PEGC may perform address transfer for source address of received PDU over non-3GPP access before forwarding it over 3GPP access, and/or for destination address of received PDU over 3GPP access before forwarding it over non-3GPP access.

Figure 6.0C.2.5.1-1: User plane between PINEs
6.0C.2.5.2	PINE - PEMC
The following figure 6.0C.2.5.2-1 depicts the user plane between PINE and PEMC.


NOTE:	The PEGC may perform address transfer for source address of received PDU over non-3GPP access before forwarding it over 3GPP access, and/or for destination address of received PDU over 3GPP access before forwarding it over non-3GPP access.

Figure 6.0C.2.5.2-1: User plane of PINE - PEMC
6.0C.2.5.3	PINE - external DN
The following figure 6.0C.2.5.3-1 depicts the user plane between PINE and external DN.

 
NOTE:	The PEGC may perform address transfer for source address of received PDU over non-3GPP access before forwarding it over 3GPP access, and/or for destination address of received PDU over 3GPP access before forwarding it over non-3GPP access.

Figure 6.0C.2.5.3-1: User plane of PINE - external DN
6.0C.2.62	Architecture reference model for 5GS level
The following figure 6.0C.2.62-1 depicts the reference architecture for PIN only on 5GS level.




NOTE 1:	The PINMF can be a NF, or trust AF, or 3rd party AF, and can be determined during conclusion phase.

Figure 6.0C.2.62-1: Reference architecture on 5GS level
[bookmark: _Toc104539635]6.0C.2.73	Reference points
The PIN System Architecture contains the following reference points on application level:
Pin1:	Reference point between the PEMC and the PINE or PEGC.
Pin2:	Reference point between the PINE and the PEGC.
Pin3:	Reference point between the PEMC and the PINMF, which is over user plane of 5GS.
Pin4:	Reference point between the PEGC and the PINMF, which is over user plane of 5GS.
[bookmark: _Toc104539636]Pin5:	Reference point between the PEMC and the PEGC, which is over non-3GPP access or PC5.
[bookmark: _Toc104235292][bookmark: _Toc104539642]6.0C.2.8	Network Functions and entities
The PINMF (PIN Management Function) is a 3rd party/trusted AF or optionally an NF that includes AF functionality. 
The PINMF supports the following functionalities:
-	Assignment of IDs, including PEMC ID, PEGC ID, PINE ID, and PIN ID.
-	Registration of PINE, PEGC, PEMC.
-	Authorization of PEMC and PEGC.
-	Management of PIN for communication and topology.
-	Interworking with 5G NFs (e.g., PCF, UDM) for parameters provisioning to PEGC for discovery and communication.
-	Storage of PINE, PEGC, and PEMC information and PINE-PEGC association information.
-	Configuration to PINE and PEMC for discovery.
-	QoS control for PEGC and specific PINE traffic flow.
The PEMC supports the following functionalities:
-	Creation/modification of PIN.
-	Communication configuration for PIN.
-	Triggering PEGC to register to PINMF.
-	Handling PINE relay request.
The PEGC supports the following functionalities:
-	Relaying traffic for PINE according to parameters provisioned by 5GS.
-	Discovery PINE.
-	Access control and traffic enforcement for PINEs according to parameters provisioned by 5GS.
The PINE supports the following functionalities:
-	Discovery and communication with PEGC.
-	Discovery and communication with other PINEs via PIN direct connection or via PEGC relay path or outside the PIN via a PEGC relay path.
-	Interaction with PEMC for configuration and relay handling.
6.0C.3	Impacts on Existing Nodes and Functionality
The impacts are described in solutions addresses to KIs other than KI#1, e.g., solution 8 and solution 12.
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
* * * * End of changes * * * *
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