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1. Introduction
There’re 4 architecture alternatives and 28 solutions address to KI#2-KI#7. The SA2#152E meeting is the first meeting for discussing TR conclusions. In order to archive concensus, we should first agree on some key point then we are able to disccuss further.
The potential architecture alternative is as following for better describing the questions, but not imply that it is an agreed alternative:
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2.
Key points for FS_PIN 
2.1
New function(s) in 5GC side for PIN
2.1.1
Description

All the 4 architecture alternatives propose new function(s) in 5GC side for PIN (e.g., PINMF, PINCTRL, P-NF+P-AF, PIN Application Server, etc.). Some solutions of call flows imply to use existing NF (e.g., AMF, UDM) for PIN.
2.1.2
Companies View
Question 1: Only one AF (trusted or 3rd party) for PIN?

Question 2: Only one NF for PIN?

Question 3: One AF (3rd party) and one NF for PIN?
Question 4: Using existing NF (e.g., UDM, AMF) for PIN? And if yes, which NF?
	Company Name 
	Company View
(Yes/No), [NF name]
	Notes

	vivo
	Question 1: Yes;
Question 2: No;

Question 3: No;
Question 4: No.
	There’s no need to have both NF and AF for PIN.
From the current study, depends on solutions, the PIN function in 5GC side does not need to provide any service to other NFs, so for release 18, AF is proper for PIN.

	InterDigital
	See response.
	We prefer not to answer “yes” or “no” to these questions because it largely depends on what the NF’s are doing.
In terms of where PIN information is stored (i.e. PINE IDs, Policies, etc), we prefer to reuse as much of the existing infrastructure as a possible and store this information in the UDR but would not be opposed to creating a new NF (e.g. a PINMF) that can logically be part of the UDR.

In terms of what NF sends information to the UE, we prefer to reuse existing procedures and allow the PCF or UDM to send the information.

In terms of SA2 work, we do not see a strong need for the AF to be so involved.  However, we would agree that it may make sense to allow the AF to provide the 5GC with information that might influence how traffic within a PIN is treated, what PINEs are allowed to join, etc.

	T-Mobile USA
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No
	AF is all that is needed, either trusted or via NEF and have it interact with other NFs (e.g., UDM, AMF) as needed.

	Qualcomm
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No.
	PINEs could be both 3GPP or non-3GPP capable device. In this case, the most feasible solution is to manage PIN and PIN Elements from application layer. AF could be the proper entity to manage and store all PIN related configuration information.

Existing 5GC architecture can be enhanced to support traffic differentiation and QoS control of PIN. No new NF is required.

	Nokia
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No;
	There is no need to have a NF as in our opinion the AF shall manage the PIN at the application level.

Some changes may be needed in the existing NFs e.g. UDM, UDR, AMF, SMF (depends on solution). But these changes would be to support things like e.g. subscription data handling, subscription authentication/ authorization, PDU session and QoS handling etc. 

	Apple
	See response
	There is no need for a dedicated NF for PIN within 5GC. 

Any required configuration and parameter provisioning would following the AF interaction with 5GC using existing interfaces ( via NEF or if trusted directly with NFs )  

Internally 5GC uses existing procedures as a base to provision policy and parameters to PEGC, PEMC. 

	Ericsson
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No.
	No dedicated NF 5GC is needed.

	OPPO
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No;
	We prefer to leverage AF to manage PIN and store PIN profile.  Existing 5GC architecture can be reuse to support the interactions between PIN AF and 5GC NFs.

	Futurewei
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No;
	Although we don’t see dedicated 5GC NF is needed for PIN and we should try to reuse existing architecture and procedure, some 5GC NF may need to be enhanced for PIN. 

Because NIP feature can be part be of user subscription, We agreed with InterDigital that “ In terms of what NF sends information to the UE, we prefer to reuse existing procedures and allow the PCF or UDM to send the information.” 

	Xiaomi
	See Notes
	For our view, generally we prefer to reuse/enhance existing NF(s) to support PIN architecture.

We also don’t see the strong need for AF in PIN architecture, .e.g., for PIN related management. It is increasing the cost for user to deploy/buy AF when they want to use the PIN service. 

When PINE accesses to the specific data service via 5GC. AF can influence the traffic/provision the parameters as what we do today 

We also think PIN feature is part of user subscription, some necessary PIN information may need to store in UDM/UDR

	Huawei
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No.
	The AF can manage the PIN (including PIN elements) at application level interacting with 5GC using the exposure capability of the NEF. Existing 5GC architecture and features to support traffic differentiation and QoS control using AF interactions with 5GC via the NEF (e.g. QoS profiles, traffic routing influence, etc) can be used for PIN scenario. For example the AF can request to apply specific QoS profile for traffic managed by the UE acting as PEGC

	Deutsche Telekom
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No;
	 

	Philips
	Question 1: No;

Question 2: No;

Question 3: Yes;

Question 4: Maybe;
	Personal IoT networks as concluded by SA1 is to be a feature of the 5GS, including many requirements on PIN management, PIN(E)identification, authorization, access to 5GC via PEGC, QoS, Charging, etc applicable to the 5GS. These features need to be offered by 5GS in order to make it easier to create third party applications making use of this functionality. Hence, to move all the burden out of the 5GS to e.g. an AF we think is not the right approach. And we are not even sure how something like charging could even work if PINs only exists on application layer. Of course an AF may influence some parameters of a particular PIN deployment. Hence, in our opinion we should aim for a solution with an NF in conjunction with AF. This could also be a compromise between the two architectural views. As for reusing existing NF or defining a new NF, defining a new NF for this seems most clean solution. During deployment such new NF could be combined with existing NFs, but we are not against reusing existing NFs of course.

	Intel
	Question 1: Yes;

Question 2: No;

Question 3: Yes;

Question 4: No;
	The anticipated traffic will explode eventually and it might have to evolve into an NF eventually. Since it can also be operated by the 3rd party it can serve as AF as well. We prefer to have the options of supporting both either AF or/and NF. Proposing both option is preferred.

	Samsung
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No
	AF can manage the PIN as described in SA6 PIN TR there is no real need for 5GC to get involved in management of the PIN.

	LGE
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No.
	We think that AF can manage PIN, so dedicated NF in 5GC is not needed.

	CATT
	Question 1: Yes;

Question 2: No;

Question 3: No;

Question 4: No.
	We prefer to use AF to manage PIN in Rel-18 to avoid much impacts to architecture, and no new entity is required.


2.1.3
Summary

For “Question 1: Only one AF (trusted or 3rd party) for PIN?”:

13 companies prefer to go with “Yes”;

1 company prefers to go with “No”;
3 companies do not indicate preference, but indicate “AF interaction with 5GC the traffic/provision the parameters” can be used.
For “Question 2: Only one NF for PIN?”:
0 company prefers to go with “Yes”;

14 companies prefer to go with “No”;

3 companies do not indicate preference, but indicate reusing existing NF.
For “Question 3: One AF (3rd party) and one NF for PIN?”:
2 companies prefer to go with “Yes”;

12 companies prefer to go with “No”;

3 companies do not indicate preference, but indicate reusing existing NF and “AF interaction with 5GC the traffic/provision the parameters” can be used.
For “Question 4: Using existing NF (e.g., UDM, AMF) for PIN? And if yes, which NF?”:

1 company indicates “Maybe”;

13 companies prefer to go with “No”;

3 companies do not indicate preference, but some companies indicate reusing existing NF, e.g., UDM/UDR.
2.1.4
Proposed Way Forward 
From next questions, SMF and PCF and/or UDM will be enhanced. Besides those NFs, given the majority of companies’ preference, it is proposed the following way forward:
A. There will be no new NF introduced for PIN;
B. New AF (trusted or 3rd party) is introduced for PIN;

C. Whether UDR stores PIN parameters needs further study.
2.2
Signalling between PEGC/PEMC and PIN function(s) in 5GC side (i.e., signalling on Pin3 and Pin4 interfaces)
2.2.1
Issue Description

The signalling between PEMC/PEGC and PIN function(s) in 5GC side (i.e., Pin3 and Pin4) can be over CP (i.e., over NAS) or over UP (i.e., via UPF). Even when the PIN function is an NF, the signalling also can be over UP depends on solutions.
2.2.2
Companies View

Question 1: Is the signaling over CP?

Question 2: Is the signaling over UP? If yes, should the study of the signaling be offloaded to SA6?
	Company Name 
	Company View
(Yes/No), [Yes/No]
	Notes

	vivo
	Question 1: No;
Question 2: Yes, Yes.
	Define PIN service over NAS is not a flexible way that only operator can provide the service.
The PIN service is able to be combined with curstomized service operation and UI that the vendor provided for users.
Considering the TU left for normative phase, offloading the signalling design to SA6 helps saving TU for SA2.

	InterDigital Inc.
	Question 1: Yes.
Question 2: No, No.
	The 5GS already has the ability to perform policy provisioning, authorization, etc.  We should reuse this existing infrastructure as much as possible rather than asking SA6 to re-create it.
Further, our view is that the SA2 enhancements should not rely on SA6 work.  Rather, SA6 enhancements for PIN should build on SA2’s architecture improvements.  The Rel-18 SA2 enhancements should allow PINEs to connect to the operator’s network independent of whether the PINEs, PEMCs, and PEGCs deploy SA6 based applications.

	T-Mobile USA
	Question 1: Yes

Question 2: No
	PIN should leverage the 5GC security available with UEs (PEGC/PEMC) and therefore use the CP for signalling. If the UP is used, we need to replicate solutions for security which is inefficient.

	Qualcomm
	Question 1: No;

Question 2: Yes, Yes.
	PIN management, PIN authentication and authorization (i.e., the info exchange between AF and PINE/PEGC/PEMC) can be realized in application layer over user plane. We didn’t see the requirement and benefit to involve NAS impact for this purpose.

We think SA6 is the better group than SA2 to study on the application layer capabilities of PIN. 

AF may use control plane signalling for the purpose of PINE traffic differentiation and QoS control in 5GC.

	Nokia
	Question 1: No
Question 2: Yes; other SDO

	 We do not see the need to have a control plane communication between PEGC/PEMC and the PIN AF. In our view this is application layer communication and shall happen over the user plane.

No strong opinion on whether SA6 shall study this. I believe at SA2 we cannot decide SA6 scope.

This may be defined by other SDO and outside the scope of 3GPP also? e.g. Thread Specification is an open standard for reliable, cost-effective, low-power, secure, wireless IPv6 communication. It is designed specifically for connected home and commercial applications where IP-based networking is desired and a variety of application layers can be used on the same network.

	Apple
	Question 1: See response

Question 2: Yes, No 
	PEGC and PEMC may be configured by the 5GC based on parameters provisioned by PIN AF (using enhancements to existing NAS signalling). But this does not require that PEGC and PEMC have a logical pin3, pin4 interface with PIN AF enabled by any 5GC NF.  Pin3 and pin4 interfaces can be carried over user plane and we don’t think there is a need to standardize pin3 and pin4 interfaces. They are application layer interactions.  

	Ericsson
	Question 1: No;

Question 2: see Notes
	Not clear what is meaning to move the study to SA6. Is it a new SID in SA6 in rel-18 or for further release.

	OPPO
	Question 1: No;
Question 2: Yes, see Notes
	There’s no need to involve NAS impact, the signalling between PEGC/PEMC and AF can be transmitted over the UP-based PIN specific application mechanism.

It’s up to SA6 to decide whether to study this.

	Futurewei
	Question 1: Yes.

Question 2: No, see notes
	PIN can be part of extension service provided by the operator’s, and PEGC & PEMC need to be configured, authorization and managed by operator via 5GC, so we can use and enhance existing NAS mechanisms without reinventing the wheel. 

Not clear how what SA6 SID is related to this. 

	Xiaomi 
	Q1: yes

Q2: no, no
	Agree with Futurewei. Minimized enhancement for NAS is a good option. No need to involve SA6. 

	Huawei
	Question 1: No

Question 2: Yes, No 
	The communication between PIN entities (PINE, PEGC, PEMC) can make use of UP transparently to 5GC. 

There is no need to create additional specifications for application interaction. Other SDO standard protocol and proprietary solution can be supported transparently to 5GC. 

Standardisation may be required for new types of AF/NEF interaction for exposure capability, 

	Deutsche Telekom
	Question 1: No
Question 2: Yes; see notes

	 We do not see the need to have a control plane communication between PEGC/PEMC and the PIN AF. In our view this is application layer communication and shall happen over the user plane.

Whether SA6 shall study this or other SDO is not is outside of SA2 scope.

	Philips
	Question 1: Yes.

Question 2: Maybe, No.
	Although we prefer control plane solution, we may also consider user plane signalling. This was also done for ProSe where even both architectures were defined, but that was mainly due to legacy issue and is of course less desirable. Better to select one.

	Intel 
	Question 1: Yes.

Question 2: Maybe, No.
	we support NF functionality, and we support CP for control signals. If it is operated by the AF then it can be in UP as well. So, we support CP mostly but can be extended to UP plane as well.

	Samsung
	Question 1: No;

Question 2: Yes, Yes.
	PIN management, (i.e., the message exchange between AF and PINE/PEGC/PEMC) can be realized in application layer over user plane. 

SA6 TR describer how to relize the communication between PINE/PEGC/PEMC without 5GC involvement. 

	LGE
	Question 1: No
Question 2: Yes; see Notes

	Application layer signalling over User Plane works between PEGC/PEMC and the PIN AF.

Whether to study this aspect by SA6 or other SDO is outside of SA2 scope.

	CATT
	Question 1: No
Question 2: Yes; see Notes

	Based on response to Q 1.1, NAS signalling is not the proper way to handle Pin3 and Pin4, and application layer signalling should be used.

We prefer other SDO responsible for defining such signalling, and whether SA6 involved should be discussed by SA6 instead tasked by SA2.


2.2.3
Summary

For “Question 1: Is the signaling over CP?”:

6 companies prefer to go with “Yes”, but considering summary of 1.1.3 (AF for PIN), 2 companies of them could go with “No”.
10 companies prefer to go with “No”;

1 company do not indicate preference, but indicate “over UP without standardization”.
For “Question 2: Is the signaling over UP? If yes, should the study of the signaling be offloaded to SA6?”:
10 companies prefer to go with “Yes”, among them, 8 companies prefer offloading.
4 companies prefer to go with “No”;

3 companies do not indicate preference, but indicate “over UP without standardization”.
2.2.4
Proposed Way Forward 

Considering the PEGCs, PEMCs, and PINEs may be made by different vendors/allays, the interaction with PIN AF shall be standardized. The SA6 has a SID FS_PINAPP to study the application level interactions among PINE, PEGC, PEMC, as well as between PEGC/PEMC and PIN Server.
One company selects “CP” solution due to security issue, but IKE+IPSec or (D)TLS are existing ways for using “UP” solution.
Considering the majority of companies’ preference, it is proposed the following way forward:

A. The interaction between PEGC/PEMC and PIN AF is out of SA2 scope, i.e., the SA2 normative work only focuses on interactions between PIN AF and 5GC (e.g., NEF, PCF, UDM), between 5GC and PEGC/PEMC for PIN related parameters provisioning, as well as interactions within 5GC.
B. Guidance for interactions between PEGC/PEMC and PIN AF could be considered.
2.3
Signalling among PEGC, PEMC, and PINE (i.e., Pin1, Pin2, and Pin5)
2.3.1
Issue Description

The interaction among PEGC, PEMC, and PINE is over non-3GPP access or sidelink, and do not impact the underlayer protocol. Upper layer is used for interaction among PEGC, PEMC, and PINE, which could use HTTP(S) protocol or others depends on solutions.
2.3.2
Companies View

Question 1: Should the study of the signaling be offloaded to SA6?
Question 2: If no for Question 1, which interface needs to be studied in SA2? Pin1, Pin2, and/or Pin5?
	Company Name 
	Company View
(Yes/No) 
	Notes

	vivo
	Question 1: Yes.
	The interaction among PEGC, PEMC, PINE shall be studied along with the interaction between PEGC/PEMC and PIN function(s).

Considering the TU limitation (2 for normative) of this study, offloading some part of the study to SA6 can save the TU in SA2.

	InterDigital Inc.
	Question 1: No
	It is too strong of a statement to say that all signalling is offloaded to SA6.
SA2 should define interactions that involve policy provisioning, authorization, etc.  We should follow an approach similar to ProSe in the sense that SA2 defines PC5 procedures but does not define applications that run on top of PC5.

SA6 should define the application layer interaction on top of what SA2 specifies. For example, SA6 has key issues on AS Discovery, service switch, etc.

	T-Mobile USA
	Yes
	On the n3GPP/sidelink side, the application layer signalling should be offloaded to SA6. They already have a study item for this.

	Qualcomm
	Question 1: Yes.
	The interaction among PEGC, PEMC, PINEs should be independent of transport layer. It’ more likely based on application layer communication over HTTP/IP. 

This study should be offloaded to SA6 or external SDOs.

	Nokia
	Question 1: Yes, other SDO?

	No strong opinion on whether SA6 shall study this. I believe at SA2 we cannot decide SA6 scope.

This may be defined by other SDO and outside the scope of 3GPP also? e.g. Thread Specification is an open standard for reliable, cost-effective, low-power, secure, wireless IPv6 communication. It is designed specifically for connected home and commercial applications where IP-based networking is desired and a variety of application layers can be used on the same network.

	Apple 
	Question 1: No (cannot say what SA6 should study)
	We are aligned with Nokia’s view. We think 3GPP SA2 PIN solution is independent of the interaction that PINE, PEGC and PEMC might have. Our view is that 3GPP PIN solution would be more acceptable if it does not make any restriction on what protocol is used between PINE, PEGC and PEMC. 

	Ericsson
	See Notes
	Not clear what is meaning to move the study to SA6. Is it a new SID for SA6 in rel-18 or future release. It can be questioned if it shall be part of the 3GPP scope.

	OPPO
	Question 1: See Notes
	Signalling among PEGC, PEMC, and PINE (i.e., Pin1, Pin2, and Pin5) is more likely transmitted over a dedicated PIN protocol layer or application layer.  There’s no need to enhance the existing 5GC architecture. 

This study should be offloaded to SA6 or external SDOs.

	Futurewei
	See notes
	Not clear what SA6 SID is related to this. 

Even if those interactions are carried on UP via non-3GPP access, SA2 can still provide some guideline from system perspective as part of complete PIN solution.

Also, for future compatibility which PC5 may be used for inter-PINE communication in future release, it’s good to consider this in this study.  

	Xiaomi 
	See notes
	We also aligned with several companies’ view, the signalling among PEGC/PEMC/PINE is out scope of SA2, may be defined by other SDOs, or implementation way, e.g., over HTTP.



	Huawei:
	Question 1: No 

Nothing is under SA2 responsibility regarding Pin1, Pin2 & Pin 5 
	Huawei agrees with Nokia and Apple.

It is not for SA2 to decide what SA6 should study. 

Generally SA2 is not concerned with application layer specification that make use of UP transparently, whether that is over PC5 or another transport layer.



	Deutsche Telekom
	See notes
	These questions cannot be answered by SA2. It could be SA6 or other SDO but the decision is up to them.

	Philips
	Question 1: No

Question 2: All
	We don’t think this should be defined by SA6. Also SA6 typically works on the northbound side of the 5GS, rather than defining direct device communication between PIN elements. 

We think all 3 interfaces PIN1, PIN2, and PIN5 are within the realm of SA2, which may include defining interfaces for discovery and PIN management, and especially if in future we may consider potential sidelink improvements for PIN. 

	Intel
	Question 1: No

Question 2: ALL
	We prefer it be designed in SA2 rather than SA6. It is well within the scope of the architecture of PIN. SA2 is the right forum to design the CP and if required as UP as well. It is part of system design/architecture.

	Samsung
	Question 1: Yes
	The message exchange between AF/PINE/PEGC/PEMC) can be realized in application layer over user plane. 

SA6 TR describer how to relize the communication between PINE/PEGC/PEMC/PIN server without 5GC involvement.

	LGE
	See Notes.
	Whether to study this aspect by SA6 or other SDO is outside of SA2 scope.

	CATT
	See Notes.
	We prefer other SDO responsible for defining such signalling, and whether SA6 involved should be discussed by SA6 instead tasked by SA2.


2.3.3
Summary

For “Question 1: Should the study of the signaling be offloaded to SA6?”:
5 companies prefer to go with “Yes”.
5 companies prefer to go with “No”, but 2 companies indicate “signalling is not studied in SA2”;

7 companies do not indicate preference, among them, 1 company indicates “study in SA2 is questionable”, 3 companies indicate “signalling is not studied in SA2”, 2 company indicates “depends on SA6/other SDO”, 1 company indicates “SA2 provides guidance”.
For “Question 2: If no for Question 1, which interface needs to be studied in SA2? Pin1, Pin2, and/or Pin5??”:
2 companies among those who prefer “No” to Q1 prefers to go with “ALL”.
2.3.4
Proposed Way Forward 

Considering the PEGCs, PEMCs, and PINEs may be made by different vendors/allays, the interaction among them shall be standardized. 

Considering the majority of companies’ preference, it is proposed the following way forward:

A. The interactions among PEGC, PEMC, and PINE are out of SA2 scope.

B. Guidance for interactions among PEGC, PEMC, and PINE could be considered.
2.4
Mechanism for policy and parameters provisioning to PEGC for PIN management
2.4.1
Issue Description

Different mechanism is proposed by different solutions for provisioning policy and parameters to PEGC for PIN management (KI#3), e.g., UCU described in 4.2.4.2 TS 23.502, UCU described in 4.2.4.3 TS 23.502, Service parameters provisioning described in 4.15.6.7 TS 23.502, etc. 

2.4.2
Companies View

Question 1: Is "UE Configuration Update procedure for transparent UE Policy delivery" procedure described in clause 4.2.4.3 of TS 23.502 the basis for provisioning policy and parameters to PEGC for PIN management? If not, what is the prefer procedure?
Question 2: Does the policy and parameters for PIN management need to be stored in UDR?

	Company Name 
	Company View
(Yes/No), [procedure description]
	Notes

	vivo
	Question 1: Yes;
Question 2: No.
	The policy and parameters for PIN management is a UE policy information and configuration provisioned to PEGC.
The PIN function in 5GC side is the place to store the information, and the PIN function will provision the parameters to PCF and PEGC/PEMC, there’s no need to store them in UDR.

	InterDigital Inc.
	Question 1: See response
Quesiton 2: Yes
	The UE Configuration Update or UE Parameters Update (i.e. Solution #9) are preferred.
Storage in the UDR makes the most sense to us. Existing procedures between the UDR and PCF or UDM/UDR and AMF can largely be reused. However, we would also be ok to standardize a PIN NF (i.e. PINMF) that can logically be part of the UDM/UDR.

	Qualcomm
	Question 1: No;

Question 2: No.
	PIN management should be handled in application layer, among AF, PEMC, PEGC, PINE. The parameters and policy for PIN management can be transferred in user plane.

UDR don’t need to store the policy and parameters for PIN management.

	Nokia
	Question 1: No, only URSP and other UE policies needed by PEGC may be delivered.
Question 2: No. But some information may be present in UE subscription e.g. PEGC subscription may have information like how many PIN or PINE it can support
	

	Apple
	Question 1: Yes

Question 2: Yes
	Parameters for PIN management is delivered as part of UE Policy 

There may be some PIN specific parameters that are part of UE subscription.   

	Ericsson
	Question 1: No;

Question 2: No.
	PIN management shall be handled inside the PIN network.

	OPPO
	Question 1: No

Question 2: No
	We prefer to send the policy and parameter provisioning messages via application layer.
PIN AF is the proper place to store policy and parameters for PIN management.  

	Futurewei 
	Question 1: Yes

Question 2: Yes
	PIN feature and the associated policies can be part of UE’s subscription. As SA1 define PINE creation can be initiated by the User, so PEGC can be part of UE function. 

	Xiaomi 
	Q1: no 

Q2: yes 
	Currently we think that UPU, UCU are both possible options for policy or parameters provisioning. 

As we think PIN service is part of UE subscription, so the PIN related information should be stored in UDR. And existing procedures for data notification can be reused. 

	Huawei
	Question 1: No;

Question 2: No
	Policy provisioning is transparent to PIN, however as per current mechanism the interaction between the PIN AF and the 5GC via NEF may trigger relevant existing procedure

	Deutsche Telekom
	Question 1: No;

Question 2: No.
	

	Philips
	Question 1: Yes (with comments)

Question 2: Yes
	Agree with Apple and Futurewei. Can also agree with Interdigital to consider solution #9.

	Intel
	Question 1: Yes;

Question 2: Yes.
	Yes, it will be efficient to use transparent UE policy parameter provisioning.

PIN related information should be in the UDR similar to UE subscription and PIN will be part of UE subscription. 

	Samsung
	Question 1: Yes

Question 1: Yes
	Some control by operator(i.e. by 5GC) on PEGC/PEMC(like policy information, can act as PEGC/PEMC) is desirable, existing mechanisms can be used to deliver this information to the UE(PEGC/PEMC)

	LGE
	Question 1: No;

Question 2: No.
	If needed, PIN AF can provision policy/parameters to PEGC for PIN management by using application layer signalling.

	CATT
	Question 1: No;

Question 2: No.
	We prefer to use PIN AF to provision policy/parameters as well as management of PIN in a holistic way.

Neither PCF nor UDR is required to be involved.


2.4.3
Summary

Editor’s Note: This clause should contain the brief summary of companies view e.g. n# of companies prefer to go with option A vs. m# of companies prefer to go with option B.

For “Question 1: Is "UE Configuration Update procedure for transparent UE Policy delivery" procedure described in clause 4.2.4.3 of TS 23.502 the basis for provisioning policy and parameters to PEGC for PIN management? If not, what is the prefer procedure?”:
6 companies prefer to go with “Yes”.
9 companies prefer to go with “No”, but among them, 1 company indicates “UPU could be possible”, 1 company indicates “existing AF influence procedure”.
1 company does not indicate preference, but indicates “UCU or UPU”.
For “Question 2: Does the policy and parameters for PIN management need to be stored in UDR?”:
7 companies prefer to go with “Yes”.
9 companies prefer to go with “No”.
2.4.4
Proposed Way Forward 

Whether the PIN related parameters provisioned to PEGC/PEMC is over NAS or not does not have consensus, 9 companies prefer NAS, 7 companies prefer application level. Whether UDR stores PIN parameters also does not have consensus.
Considering different implementation of PEGC, which may be a smart phone or a CPE, we should define a way that does not have OS impact for provisioning PIN parameters to PEGC.

The way forward for clause 1.5 indicates PIN parameters provisioning to PEGC is over NAS.
Considering above, the following way forward is proposed:

A. The PIN parameters provisioning shall not have OS impact. Whether it is over application layer (out of SA2 scope) or over NAS (in SA2 scope) depends on the parameter itself.

B. What PIN related parameters that are provisioned to PEGC/PEMC over NAS shall be identified first.
2.5
Mechanism for policy and parameters provisioning for PIN communication

2.5.1
Issue Description

Different mechanism is proposed by different solutions for provisioning policy and parameters to PEGC, NG-RAN, SMF, and UPF for PIN communication (KI#4). 

2.5.2
Companies View

Question 1: Is "PDU Session Modification" procedure the basis for provisioning policy and parameters to PEGC, NG-RAN, SMF, and UPF for PIN communication, e.g., for routing rule provisioning to UPF and PEGC, for QoS rule provisioning to NG-RAN? If not, what is the prefer procedure?
Question 2: Does the policy and parameters for PIN management need to be stored in UDR?

	Company Name 
	Company View
(Yes/No), [procedure description] 
	Notes

	vivo
	Question 1: Yes;

Question 2: No.
	The policy and parameters for PIN communication is policy information related to a PDU Session assocated with PIN for traffic relay.

The PIN function in 5GC side is the place to store the information, and the PIN function will provision the parameters to PCF and PEGC/PEMC, there’s no need to store them in UDR.

	InterDigital Inc.
	Question 1: Yes (or PDU Session Establishment)

Quesiton 2: Yes
	The UE Configuration Update or UE Parameters Update (i.e. Solution #9) are preferred.

For Q2, we understand the policies and parameters to relate to the PCC rules, QoS Profiles, and QoS Rules for the PDU Session.  We believe that, as happens today, the PCF should derive the PCC Rules and the SMF should derive the QoS Profiles and QoS Rules.  Some new information elements may be needed for PIN and the PCF may derive these new information elements based on information that is obtained from the UDR.

	Qualcomm
	Question 1: Partially agree;

Question 2: Yes.
	Varity of mechanism specified in TS 23.501 and 23.502 can be reused or extended for provisioning policy and parameters to PEGC.

•
UE Configuration Update

•
PDU Session Establishment/Modification

•
External Parameter Provisioning

Provisioning of UE policy is necessary. At the same time, provisioning policy to 5GC (e.g., PCF, UDR) should be taken into account as well

AF may provision related configuration to UDR for PINE traffic differentiation and policy control. This info can be stored in UDR as default policy for PINE traffic handling. 

PCF can retrieve the policy from UDR when the PINE request traffic route via 5GC.

	Nokia
	Question 1: For traffic routing and QoS differentiation different policies can be provided to the PEGC UE, RAN, UPF. So, it is not just PDU session modification procedure.
Question 2: Yes. Assumption here is we are talking about policies needed for traffic routing and QoS differentiation
	

	Apple
	 Question 1: Yes, (but not limited to this)

Question 2: Yes  
	SM signalling could also be used for provisioning PIN parameters for communication. 

There may be some PIN parameters linked to UE subscription. 

	Ericsson
	Question 1: Yes;

Question 2: Yes.
	The existing parameters delivery mechanisms (not limited to PDU session modification) in 5GC can be used if needed.

	OPPO
	Question 1: Yes, (but not limited to this)
Question 2: See notes
	Besides PDU session modification, many other existing parameter provision mechanisms (e.g., External Parameter Provisioning) can also be reused.

It depends on the details of the policy and parameters for PIN communication

	Futurewei 
	Question 1: Yes;

Question 2: Yes.
	Prefer to reuse existing policy provisioning and modification mechanism. Also PIN feature can be part of UE’s subscription. 

	Xiaomi 
	Q1, see notes

Q2: yes
	The policy and parameters provisioning can be performed during PDU session modification or before PIN communication, e.g., pre-configured via UCU/UPU. 

Agree with the view, PIN feature is part of UE subscription, so the necessary PIN related data can be stored in UDR.

	Huawei
	Q1: The question is not clear since it depends on which policy we are talking about.

Q2: Depending upon which policy we are talking about and in case of reusing existing the answer can be yes, but no extensions are required. 
	5GC has different policy for different scopes which use different procedures. The PDU session modification is related to some specific policy, e.g QoS. This question can be answered based on the decision of the other questions, e.g. if PIN interaction is over the top the policy to be updated can be the result of existing AF/NEF interaction ,so existing procedures can be reused for existing NEF interaction.

If the PIN feature is deeply embedded in 5GC, many more procedures may need to be modified. How and where depends upon the conclusions.

	Philips
	Question 1: Yes (with comments).

Question 2: Yes
	Agree with Apple, Interdigital, Xiaomi that we consider various options here.

	Intel
	Question 1: Yes, but not limited to PDU session modification;

Question 2: Yes.
	PIN policy provisiing can be for various other reasons as mentioned in our PIN policy procedures.

Yes, PIN policy related information has to be store in UDR since it is associated with the UE and its subscription.  

	Samsung
	Question 1: Yes;

Question 2: Yes.
	Same view as intel.

	LGE
	Question 1: Yes;

Question 2: Yes.
	We prefer to use the existing mechanisms as much as possible.

	CATT
	Question 1: Yes;

Question 2: No.
	Existing PDU session related procedures should be reused if necessary.


2.5.3
Summary

For “Question 1: Is "PDU Session Modification" procedure the basis for provisioning policy and parameters to PEGC, NG-RAN, SMF, and UPF for PIN communication, e.g., for routing rule provisioning to UPF and PEGC, for QoS rule provisioning to NG-RAN? If not, what is the prefer procedure?”:
11 companies prefer to go with “Yes”, but some of the companies indicate not limited to the PDU Session Modification procedure, other SM signalling or AM signalling could be used depends on the parameter itself.
0 company prefers to go with “No”.
4 companies do not indicate preference, but indicate other signalling over NAS.
For “Question 2: Does the policy and parameters for PIN management need to be stored in UDR?”:

11 companies prefer to go with “Yes”.
2 company prefers to go with “No”.
2 companies do not indicate preference, but indicate depends on parameter itself.
2.5.4
Proposed Way Forward 

Considering the majority of companies’ preference, it is proposed the following way forward:

A. The PIN parameters provisioning shall not have OS impact. Whether it is over application layer (out of SA2 scope) or over NAS (in SA2 scope) depends on the parameter itself.

B. What PIN related parameters that are provisioned to PEGC/PEMC over NAS shall be identified first.
C. UDR probably need to store PIN parameters, which depends on the parameter itself.
2.6
PEMC can be legacy or not

2.6.1
Issue Description

The PEGC and PEMC both are UE, and it is obvious that legacy UE is not able to act as PEGC, but legacy UE is able to act as PEMC depends on solutions.

2.6.2
Companies View

Question 1: Is legacy UE able to act as PEMC?

	Company Name 
	Company View
(Yes/No) 
	Notes

	vivo
	Yes
	If legacy UE is not able to act as PEMC, when user buys gateways and devices from shop and wants to use PIN service, the user shall change cell phone to enable remote control of the PIN, it is not convienent for user.  

If the PEMC function resides above OS layer, a legacy UE is able to be a PEMC, i.e., user can download software of PEMC function into a legacy UE.

	InterDigital
	No
	We do not believe that PEMC can be a legacy UE.  Such an assumption would already rule out many of the solutions in the TR and calls into question why SA2 is working on this topic at all.

	Qualcomm
	Yes
	PEMC is an application layer capability, which can be supported via downloading of corresponding software.

	Nokia
	Question 1: Yes
	In our view, PEMC is an application. It may run on a UE or any other device e.g. a laptop/pc, tab etc. There is no specific (0r new) 3GPP UE functionality needed for PEMC.

Only for PEGC UEs some additional capabilities may be needed for supporting traffic relay from PINE.

	Apple
	No
	PEMC is a Rel-18 capability for the UE. So we don’t see how a legacy UE can be a PEMC. There could UE policies applicable for a UE acting as a PEMC. A legacy UE may not interpret these policies. 

	Ericsson
	See Notes
	It’s “yes” in general. But it may depend on what is required on the PEMC and how information are delivered.

	OPPO
	Question 1: Yes
	As mentioned before, PIN management can be handled in application layer. A legacy UE can act as PEMC by downloading software of PEMC function.

	Xiaomi 
	No 
	Necessary enhancement for NAS to support the PEMC to manage the PIN. So legacy UE cannot act as PEMC. 

Support the legacy UE as PEMC is not in scope?

	Huawei
	Depends by decision on previous questions.
	If the PIN is application layer making use of 5GC UP or other transports, support in legacy UEs is a matter of being able to install the application to provide the capability to the UE.

If the PIN features is deeply embedded in 5GC, it is unlikely that legacy device can support it.

	Deutsche Telekom
	Yes
	

	Philips
	No
	Agree with Apple. Also not sure how an NF in the 5GC can delegate some of the PIN management to PEMC if the PEMC is a legacy UE.

	Intel 
	Maybe
	If it can support the Control signals for associated to PIN and PDU session relay/modifications as required for PIN.

	Samsung
	No
	At lease some control from 5GC on which UEs can act as PEMC/PEGC is desirable.

	LGE
	Yes
	Seems a legacy UE can act as PEMC by downloading software of PEMC function.

	CATT
	Yes
	If only application layer functions is required, see no reason why legacy UE can’t act as PEMC.


2.6.3
Summary

For “Question 1: Is legacy UE able to act as PEMC?”:

7 companies prefer to go with “Yes”.
5 company prefers to go with “No”.
3 companies do not indicate preference, among them, 1 company indicates “depends on solution”, 1 company indicates “depends on previous questions”.
2.6.4
Proposed Way Forward 

There’s no consensus, 9 companies prefer or slightly prefer PEMC is legacy UE, 5 companies prefer PEMC is enhanced UE.

Considering the majority of companies’ preference, it is proposed the following way forward:

A. The solution shall have less even no impact on PEMC.

B. What PIN related parameters that are provisioned to PEMC over NAS shall be identified first.
2.7
Who triggers the authentication procedure with PINE

2.7.1
Issue Description

The authentication with PINE is for the purpose that network is able to identify the PINE so that malicious PINE is not able to forge the PINE to use its policy for communication. Depends on solutions, PEMC, AMF, and SMF triggers the authentication procedure with PINE.
2.7.2
Companies View

Question 1: Who triggers the authentication procedure with PINE, SMF, AMF, PEMC, or others?
Question 2: The authentication is triggered during PIN management or PIN communication procedure?

	Company Name 
	Company View
(SMF/AMF/PEMC/…) / (PIN management / PIN communication)
	Notes

	vivo
	Question 1: SMF;
Question 2: PIN communication
	The authentication would be based on EAP framework, so the UDM/AAA needs to indicate authentication result to the one who triggers the authentication.
The SA1 requirement indicates that 5GS shall support credential downloading, whose User ID is linked to the subscription of the gateway UE, which means the authentication also needs to be able to make the network be able to link the PINE with the subscription of the gateway UE.
If PEMC triggers the authentication that involves 5GC to forward the EAP messages over NAS, the PEMC cannot be legacy, and the network is not able to know the authentication result during the authentication procedure, so not able to link the PINE with the subscription of the gateway UE. And there’s an alternative implementation method for PEGC/PEMC to trigger the authentication and forward the EAP messages over 5G UP. If PEGC/PEMC sends the result to 5GC, then it is doubt whether the 5GC can trust the result sendind from a UE.
The PIN management is only for provisioning policy and parameters to PEGC for allowing a PINE to connect to the PEGC, and PIN communication is for provisioning policy and parameters to PEGC for traffic relay. The authentication is not needed for PIN management considering there’s no traffic policy provisioned during PIN management procedure, so the authentication is only needed for PIN communication procedure, hence SMF is the proper NF to trigger the authentication, and SMF triggers EAP authentication already is supported for secondary authentication and authorization procedure with different trigger event.

	InterDigital
	Question 1: See response.
Question 2: Both
	Rather than what entity triggers authentication and authorization, we think that it would be helpful to first agree on when authentication and authorization is triggered. In other words, in what procedures is authentication and authorization triggered?
Our opinion is as follows:

When a PINE first attempts to join a PIN and first communicates with a PEMC, authentication and authorization should be triggered. This is needed in order to make sure that the PINE is authorized to join the PIN.
When a PINE first attempts to communicate with a PEGC, authentication and authorization should be triggered. This is needed so that the PEGC can be sure that the PINE is authorized to communicate within the PIN.

	Qualcomm
	Question 1: PEGC/PEMC.

Question 2: Both
	The full credential information of PINE should be managed and stored in the Application Server (or AAA server). When a PINE requests to join a PIN or initiate PIN communicate to 5GC, PEMC/PEGC can trigger the authentication and authorization procedures with the PIN AS. The information exchanged for AA can be delivered in user plane of PEGC/PEMC.

Authentication and Authorization may be required when PINE joining a PIN, or when PINE initiating communication via PEGC.

	Nokia
	Question 1: PEMC or PEGC may trigger authentication/authorization of the PINE
Question 2: Both
	While the authentication during PIN management is done at the application layer i.e. the PEMC, PIN AF performs the authentication/authorization of the PINE. This is transparent to 5GS.

When the PINE requests for a relay communication via PEGC, additional authentication/authorization may be initiated by the PEGC.



	Apple
	Question 1:  PEMC/PEGC

Question 2: Both
	Authentication during joining a PIN is managed by PEMC. 

For communication, there could be additional authentication by the PEGC.  

	Ericsson
	Question 1: PEMC.

Question 2: See Notes
	Authentication is on the device level. During the communication, some authorization mechanism probably is needed.

	OPPO
	Question 1: PEGC/PEMC.

Question 2: Both
	During PIN management, the authentication with PINE is triggered by PEMC.

During PIN communication, the authentication with PINE is triggered by PEGC or PEMC.

	Futurewei 
	Question 1: PEMC.

Question 2: PIN management
	Authentication is on the device level so authentication should only need during PIN management and authenticated by PEMC.

	Xiaomi 
	Q1, PEMC/PEGC

Q2, both 
	When PINE initiates connection request to PEGC, necessary authentication may be needed between PEGC and PINE. 

For PIN management, PEMC is the entity to trigger the authentication. 

	Huawei
	Q1: PEGC/PEMC.

Q2 both
	Agree with QC and Nokia



	Deutsche Telekom
	Q1: PEGC/PEMC.

Q2 both
	

	Philips
	Q1: PEGC/PEMC

Q2: both
	Agree with Interdigital, Nokia, Apple and several others.

	Intel 
	Q1: PEGC/PEMC

Q2: both
	Once a PEGC or PEMC are identified for their functionalities then they will trigger for authentication procedure and for any PINE joining the PIN network will request PEMC to initiate Authentication.

Authentication will happen both during management and PIN communication as well.

	LGE
	Q1: PEGC/PEMC
Q2: both
	Agree with QC and Nokia



	CATT
	Question 1: PEGC/PEMC.

Question 2: Both
	As PIN management and communication mostly happens at the application layer, PEGC/PEMC should be the entity for authentication/authorization.

Should SA3 be involved?


2.7.3
Summary

For “Question 1: Who triggers the authentication procedure with PINE, SMF, AMF, PEMC, or others?”:
11 companies prefer to go with “PEGC/PEMC”.
2 company prefers to go with “PEMC”.

1 company prefers to go with “SMF”.
1 company does not indicate preference.
For “Question 2: The authentication is triggered during PIN management or PIN communication procedure?”:

12 companies prefer to go with “Both”.
1 company prefers to go with “PIN Communication”.

1 company prefers to go with “PIN Management”.
1 company does not indicate preference, but indicates “PIN Communication”.
2.7.4
Proposed Way Forward 

Editor’s Note: This clause should contain propose a way forward. For e.g. Given that majority of companies prefer to go with option A, it is proposed that Option A is agreed as way forward.

Most companies prefer to go with “PEMC/PEGC” triggers AA (Authentication and Authorization), and prefer the AA is triggered both for PIN Management and PIN Communication. 
The authentication and authorization shall be done together, the authorization is done by the authentication trigger point according to the information received from the authentication server.
But considering PEMC and PEGC both are UE, who are not trust entities in 5GS, we should further discuss on this topic. The following questions shall be considered:

A. Does user trust the PEMC/PEGC to authorize PINE? Especially when the AA is done over application layer.
B. If PEMC/PEGC is not trustable, can 5GC fulfil the requirement from user to assure no PINE is able to cheat for using other PINE’s configuration?
3.
Summary and way forward proposal

Inputs from 17 companies were collected so far. 
Considering the PEGCs, PEMCs, and PINEs may be made by different vendors/allays, the interaction with PIN AF shall be standardized. The SA6 has a SID FS_PINAPP to study the application level interactions among PINE, PEGC, PEMC, as well as between PEGC/PEMC and PIN Server.

The IKE+IPSec or (D)TLS are existing ways for secure application layer interactions.
Considering different implementation of PEGC, which may be a smart phone or a CPE, we should define a way that does not have OS impact for provisioning PIN parameters to PEGC.

The following way forward is proposed:
A. There will be no new NF introduced for PIN;

B. New AF (trusted or 3rd party) is introduced for PIN;

C. Whether UDR stores PIN parameters needs further study.
D. The interaction between PEGC/PEMC and PIN AF is out of SA2 scope, i.e., the SA2 normative work only focuses on interactions between PIN AF and 5GC (e.g., NEF, PCF, UDM), between 5GC and PEGC/PEMC for PIN related parameters provisioning, as well as interactions within 5GC.

E. Guidance for interactions between PEGC/PEMC and PIN AF could be considered.
F. The interactions among PEGC, PEMC, and PINE are out of SA2 scope.

G. Guidance for interactions among PEGC, PEMC, and PINE could be considered.
H. The PIN parameters provisioning shall not have OS impact. Whether it is over application layer (out of SA2 scope) or over NAS (in SA2 scope) depends on the parameter itself.

I. What PIN related parameters that are provisioned to PEGC/PEMC over NAS shall be identified first.
J. UDR probably need to store PIN parameters, which depends on the parameter itself.
K. The solution shall have less even no impact on PEMC.

L. What PIN related parameters that are provisioned to PEMC over NAS shall be identified first.
The authentication and authorization shall be done together, the authorization is done by the authentication trigger point according to the information received from the authentication server.

But considering PEMC and PEGC both are UE, who are not trust entities in 5GS, we should further discuss on this topic. 
The following questions shall be further discussed:
A. Does user trust the PEMC/PEGC to authorize PINE? Especially when the AA is done over application layer.

B. If PEMC/PEGC is not trustable, can 5GC fulfil the requirement from user to assure no PINE is able to cheat for using other PINE’s configuration?
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