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Abstract:  This paper proposes an update to Solution 21 to clarify that the access network may apply access authorisation based on the device's Subscription Data.
1.	Introduction/Discussion
The solution 21 describes how the NSWO procedure (which was introduced in Rel-17 in 5GS) can be used for WLAN and Wireline access network authentication in case that the UE has SNPN identifier and credentials. One main use case for the use of the NSWO procedure in SNPN is when the WLAN/Wireline access network (AN) and the SNPN belong to the same enterprise. In such case, once the UE is authenticated in the WLAN/Wireline AN, the WLAN/Wireline AN can provide access to the same Data Network(s) (e.g. identified by the DNN), which can be accesses via NG-RAN and 5GC registration in the SNPN.
The "3GPP device" from Figure 6.21.2.1 may not support N1 functionality, and thus, may not be able to register in the 5GS. However, the "3GPP device" having SNPN credentials can access the same DNNs offered by the SNPN as the UEs accessing the SNPN via 5GS. The "3GPP device" subscription data stored in the UDM/UDR may store, in addition to the authentication credentials, also subscription to certain DNNs, S-NSSAIs or services as usual SNPN subscription would do. Therefore, it may be desirable that the WLAN/Wireline AN applies access authorisation (or access restrictions) to the DNNs or services subscribed by the device. 
This paper proposes enhancements to the solution 21 to allow the WLAN/Wireline AN to apply access authorisation to the DNNs or services, to which the device is subscribed. This would allow "3GPP devices" equipped with SNPN credentials to access the same DNNs as if the devices would register with the SNPN. 
2.	Text Proposal
It is proposed to capture the following changes to TR 23.700-08. 
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * 
[bookmark: _Toc104889589][bookmark: _Toc23254045][bookmark: _Toc97057180][bookmark: _Toc97266758][bookmark: _Toc104302605][bookmark: _Toc104359571][bookmark: _Toc104872764][bookmark: _Toc104302541][bookmark: _Toc104359507][bookmark: _Toc104872691]6.21	Solution #21: Support for NSWOF in SNPN
[bookmark: _Toc104889590]6.21.1	Introduction
This solution addresses KI#2.
The solution defines how the same credentials can be leveraged for devices accessing SNPN via NG-RAN and 5GC, and non-3GPP access network using Non-Seamless WLAN Offload Function (NSWOF). In case a device is connected via WLAN for the non-3GPP access network, NSWOF interfaces to the WLAN access network using the SWa interface as defined in TS 23.402 [9], and interfaces to the AUSF using the Nausf Service Based Interface (SBI) performing the protocol translation and the AUSF discovery.
If a device is connected via a residential gateway (e.g. FN-RG or 5G-RG), NSWOF support for wireline access that is being addressed in Rel-18 5WWC (e.g. Solution#22 in TR 23.700‑17 [16]) is assumed and conclusion of TS 23.700‑17 [16] will be taken into account and possible alignment will be considered. For example, NSWOF of wireline access interfaces to a 5G-RG using a SWa interface as referred in TR 23.700‑17 [16]. Based on this solution, the device connecting to 5G-RG is authenticated and authorized by the HPLMN of this device. The authentication procedure does not require 5GS registration because it is based on the NSWO authentication procedure specified in Annex S of TS 33.501 [10]".
After being successfully authenticated for NSWO, the WLAN or Wireline access network may apply access authorisation (i.e. access restrictions to one or more DNNs or services) according to the device's SNPN subscription. This would allow similar service experience as if the device would register with the SNPN. 
[bookmark: _Toc104889591]6.21.2	Functional Description
-	The architecture to support authentication via NSWOF will be as defined in clause 4.2.15 of TS 23.501 [3].
-	The procedures for AUSF discovery and selection by NSWOF will be as defined in clause 6.3.4 of TS 23.501 [3].
-	The functionality of NSWOF and the procedures applied for supporting WLAN connection or wireline connection using 5GS credentials for Non-seamless WLAN offload may be as defined in TS 33.501 [10] (e.g. in Annex S).
-	When the UE wishes to use 5G NSWO to connect to the non-3GPP network (e.g. WLAN or Wireline access network) using its 5GS credentials associated with the SNPN, the NAI format for 5G NSWO access used will be as defined in clauses 28.7.6 and 28.7.7 of TS 23.503 [5].
-	The SNPN and the non-3GPP network (e.g. WLAN or Wireline access network) provides access to the same Data Network e.g. internet or enterprise network.
-	Seamless mobility between the SNPN and the non-3GPP network (e.g. WLAN or Wireline access network) is not supported by this architecture.
-	In case that the SNPN supports multiple S-NSSAIs and/or DNNs and the UE is subscribed to a subset of the S-NSSAIs or DNNs, after successful NSWO authentication the NSWOF provides the WLAN or Wireline access network with the access authorisation for the UE to the DNN(s) according to the UE subscription. There may be different options how the access authorisation is determined:
-	The NSWOF determines the access authorisation (or access restrictions to destination IP addresses/prefixes or VPN tunnel attributes) for the UE based on the UE Subscription Data containing subscribed S-NSSAIs or DNNs. 
-	The UE Subscription Data may contain NSWO-specific service authorisation, e.g. access restrictions like allowed target IP addresses/prefixes or target DNNs; or VPN tunnel attributes. Such NSWO-specific service authorisation may be passed to the WLAN or Wireline access network.


Figure 6.21.2.1: Support for NSWOF for SNPN
[bookmark: _Toc104889592]6.21.3	Procedures
If the SNPN supports the architecture as in Figure 6.21.2-1, the UE can use the same permanent identity and credentials that are used for primary authentication with the SNPN to connect to the non-3GPP network (e.g. WLAN or Wireline access network) using the 5G NSWOF that interacts with AUSF within the 5GC of SNPN network to authenticate the UE.
1)	A connection is established between a UE and the SNPN network via NG-RAN and 5GC as defined in clause 5.30.2 of TS 23.501 [3].
2)	A connection is established between a UE and the non-3GPP network (e.g. WLAN or Wireline access network) that uses the same permanent identity and credentials that are used for primary authentication with the SNPN using the 5G NSWOF as defined in Annex S of TS 33.501 [10].
Editor's note:	A procedure of NSWO for wireline and handling of N3GPP devices behind the RG will be dependent on the conclusion of TR 23.700-17 [16] and possible alignment will be considered.
The UE may establish connection towards either or both the non-3GPP network (e.g. WLAN or Wireline access network) and SNPN via NG-RAN and 5GC simultaneously.
The NSWOF may access the UDM to request the NSWO service authorisation data for the UE. The NSWOF sends to the WLAN or Wireline access network the access authorisation (or access restrictions) for the UE via the SWa interface.
[bookmark: _Toc104889593]6.21.4	Impacts on services, entities, and interfaces
UE:
-	Shall be able to support NSWO authentication (as defined in Annex S of TS 33.501 [10]) using the same permanent identity and credentials for primary authentication in SNPN via NG-RAN and 5GC, and the non-3GPP network (e.g. WLAN or Wireline access network).
RG:
-	Shall be able to support NSWO authentication (e.g. leveraging the NSWO architectures defined for wireline access in Rel-18 5WWC) using the same permanent identity and credentials for primary authentication in SNPN via NG-RAN and 5GC, and the non-3GPP network (e.g. WLAN or Wireline access network).
NSWOF:
-	Shall be able to determine access authorisation (or access restrictions) for the UE based on the UE Subscription Data. The NSWOF provides the access authorisation to the WLAN or Wireline access network. 
No other impacts in the UE, NG-RAN, and 5GC are identified.

* * * * End of changes * * * *
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