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[bookmark: _Hlk526665839][bookmark: _Hlk102483642]Abstract of the contribution: This paper proposes clarification to TR 23.700-81 clause 6.9 Solution #9: NWDAF-assisted application detection.
[bookmark: _GoBack]Discussion
TR 23.700-81 Clause 6.9 includes Solution #12: NWDAF-assisted application detection, this proposal makes the following clarification.
1) This solution is to address the use case as follows:
  AF previously provided PFD information to NEF (PFDF), when the AF updates the PFD information, the AF:
- does not provision the updated PFD information to NEF (PFDF) in time or;
  - does not provision the updated PFD information to NEF (PFDF) anymore.
  So sol#9 only provides analytics including new PFDs for updated PFDs for known applications. The FFS related to unknown applications can be removed.
2) Current PFD information in use is kept in the UDR, which the NWDAF could collect. However, ADRF is not supposed to store historical PFD information, it seems not necessary or helpful to newly define the related procedures. So suggest no impact on ADRF.
3) Regarding the case that there is overlapping PFD information provided by NWDAF and provided by AF, this proposal intends to make the mechanism simpler, i.e., the AF subscribes to the NWDAF to request analytics for application detection carrying the application ID, based on the PFD analytics information notified by the NWDAF, it is only up to the AF to determine whether PFD information needs to further create/update/delete PFD information corresponding to the application ID, so the issue about overlapping PFD information provided by NWDAF and provided by AF doesn’t exist.
Proposal
It is proposed to apply the changes below to solution#9 in TR 23.700-81.

*** Start of changes***
[bookmark: _Toc101170939][bookmark: _Toc16874][bookmark: _Toc4999][bookmark: _Toc104433168][bookmark: _Toc104467337][bookmark: _Toc104467624][bookmark: _Toc104829014]6.9	Solution #9: NWDAF-assisted application detection
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This solution is proposed to address Key Issue #2: NWDAF-assisted application detection.
To differentiate an application traffic handling, the first step is to distinguish application traffic from other traffics. In 5G network, an application can be distinguished by a set of packet headers (SDFs) or application IDs. The most common approach to detect traffic is use a set of packet headers which usually contains source and destination address. The application ID can be used for referring to the UPF's specific application detection filter, and AF may provide PFDs according to clause 4.18 of TS 23.502 [3] to update application detection filter information associated with the application ID. A PFD contents could contain flow description (service-side 3-tuple), URL, and domain name/protocol information. When an AF delivers PFD to NEF (PFDF), it will be distributed to SMFs and UPFs to enable flow detection according to clause 5.8.2 of TS 23.501 [2].
However, as indicated by the KI description, the ASP may provide an initial PFD information but does not update it in time or does not update it anymore, then it is unknown how the UPF detect the application traffic.
The objective of this solution is to provide analytics on application traffic. The proposed solution provides analytics including new PFDs for unknown applications and updated PFDs for known applications by extracting network traffic signature and inferring application identity. To realize this solution, one of the main features is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload characteristics (such as domain name contained in the payload). The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is used by SMF and UPF to detect an application defined as TS 23.502 [3].
Editor's note:	How new PFDs for unknown applications can be used is FFS.
The NWDAF could collect the current and historical PFD information in use (including Application ID, historical IP 3-tuple, historical URL, historical Domain name information) from the UDR NRF via NEF (PFDF) and ADRF respectively.
Based on PFD information from ADRF and NRFNEF/UDR and traffic information from UPF, new PFD information (including Application ID, new IP 3-tuple, new URL, new Domain name information) for the existing Application ID could be derived by the NWDAF. The new PFD information provided by the NWDAF can be used by the NEF for provisioning SMF/UPF.
In case that there is overlapping PFD information provided by NWDAF and provided by AF, the latter will take precedence over the PFD information provided by NWDAF.
The below is the principles of the solution:
-	A consumer (e.g. NEFAF) requests to the NWDAF to provide PFDs for newly detected applications.
-	The NWDAF requests to provide information on SDF that does not match an installed PDR at the SMF/UPF.
-	The NWDAF analyses the collected data to generate unique traffic patterns, and provides it to the consumer (i.e. NEF).
-	The consumer i.e. NEFAF sends to the NEF(PFDF) to create/update/deletestores PFD associated with an application ID to enable the detection of application traffic in the future (out of scope).
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NWDAF collects QoS flow related data from SMF for a specific S-NSSAI, DNN, and UE. The detailed data are described in Table 6.9.2-1.
Table 6.9.2-1: Input data to detect new application from NFs
	Information
	Source
	Description

	SUPI
	SMF / UPF
	UE ID for the UE who uses the application.

	S-NSSAI
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Start/end time
	UPF
	Start and end time of traffic detection.

	Data volume
	UPF
	Measured data traffic volume (per UL/DL).

	Data duration
	UPF
	Measured average data traffic (packets) duration (per UL/DL).

	QoS flow Bit Rate
	UPF
	The observed bit rate (per UL/DL).

	Packet transmission
	UPF
	The observed average number of packet transmission (per UL/DL).

	IP 3-tuple
	UPF
	to Identify a service flow of the UE who uses the application.

	Packet's URL
	UPF
	URL is extracted from the inspected user plane packets.

	Packet's Domain Name
	SMF/UPF
	The domain name is extracted from the inspected user plane packets in a QoS flow.

	Size of packets
	SMF/UPF
	Average size of packets.

	PFD Information
	ADRF
	Historical PFD Information stored in ADRF

	> Application ID
	ADRF
	Identification of the application that refers to one or more application defection filters.

	> IP 3-tuple
	ADRF
	Including protocol, server side IP address and port number.

	> URL
	ADRF
	the significant parts of the URL to be matched, e.g. host name.

	> Domain Name
	ADRF
	a Domain name matching criteria and information about applicable protocol(s).

	PFD Information
	NEF
	PFD Information stored in the NRF and retrieved by NEF, as defined in clause 6.1.2.3.2 of TS 23.503 [4].

	> Application ID
	NEF
	Identification of the application that refers to one or more application defection filters.

	> IP 3-tuple
	NEF
	Including protocol, server side IP address and port number.

	> URL
	NEF
	the significant parts of the URL to be matched, e.g. host name.

	> Domain Name
	NEF
	a Domain name matching criteria and information about applicable protocol(s).
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The output analytics of NWDAF is defined in Table 6.9.3-1.
The output analysis can be used to provision new PFDs for known applications, or define new PFDs for new applications, not known to NEF yet. Upon receiving the analytics including new PFDs information from the NWDAF, the NEF can assign a PFD ID for the unknown application. And, the assigned PFD ID can be used to identify/audit/report the unknown application.
Table 6.9.3-1: Output for new application detection
	Information
	Description

	Application ID
	Application ID of the application that refers to the application detection filter (Flow descriptor, URL or Domain name information) stored in the UDR. In the case of detection of unknown application, this parameter has a null value.

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).

	URL
	the significant parts of the URL to be matched, e.g. host name defined in.

	Domain name information
	a Domain name matching criteria and information about applicable protocol(s).



[bookmark: _Toc13642][bookmark: _Toc101170943][bookmark: _Toc24473][bookmark: _Toc104433172][bookmark: _Toc104467341][bookmark: _Toc104467628][bookmark: _Toc104829018]6.9.4	Procedures
The procedure depicted in 6.9.4-1 shows new application detection analytics.

AF
NEF (PFDF)
NWDAF
UPF
1. Nnwdaf_AnalyticsExposure_Subscribe
(Analytics ID=Observed PFD Info, Analytics Filter=Application ID)
2. Nnef_EventExposure_Subscribe 
(Event ID=PFD in use, Event Filter=Application ID)
5. Nnef_EventExposure_Notify (PFD information in use)
8. Nnwdaf_AnalyticsSubscription_Notify (Observed PFD Info)
UDR
3. Nudr_DM_Query (Application ID)
4. Nudr_DM_Query (PFD Information in use for the Application ID)
6. Data collection from UPF
7. Derives the Observed PFD Analytics
9. Step 1-5 defined in clause 4.18.2 in TS 23.502 are executed


Figure 6.9.4-1: A procedure to extract application characteristics
1.	The consumer NF (i.e. AF) subscribes to the NWDAF to request analytics for application detection (or via the NEF in untrusted domain). This subscription maybe is triggered by local configuration or OAM. The Analytics Filter Information may optionally include the UE ID, S-NSSAI and/or DNN, Application ID.
2-5. 		The NWDAF fetches currently stored PFD information in use from UDR via NEF(PFDF) and historical data from ADRF (not shown in the figure).
36.	The NWDAF collects session related information from the UPF about URL, Domain name part, and IP 3-tuples of packets corresponding to Application ID from the SDF not matching installed PDRs.
47.	The NWDAF derives PFD analytics.
58.	The NWDAF notifies the analytics consumer NF (i.e. AF) with observed PFD Infooutputs.
[bookmark: _Toc20204284][bookmark: _Toc27894976][bookmark: _Toc36192057][bookmark: _Toc45193147][bookmark: _Toc47592779][bookmark: _Toc51834866][bookmark: _Toc106193787]9.	Based on the observed PFD info provided by the NWDAF, the AF determines to create/update/delete the PFD information and send request to the NEF(PFDF) by invoking the Nnef_PFDManagement_Create/Update/Delete service containing Application Identifier and one or more sets of PFDs, and step 1-5 defined in clause 4.18.2 in TS 23.502 are executed.
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NWDAF:
-	Needs to provide a new analytic for application detection information.
-	Needs to process user plane data for extracting traffic characteristics.
UPF:
-	Needs to report URL, Domain name part, and IP 3-tuples of packets from unknown application to NWDAF.
-	Needs to provide requested sessions statistics including data volume, data duration, QoS flow bit rate and packet transmission.
NEF (PFDF)AF:
-	Supports to consume new PFD information from NWDAF.
Editor's note:	ADRF impacts are FFS.
*** End of changes ***
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