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Conversely, in some cases the AF may want to make sure that 5GS will activate user plane security on the radio interface. This would be useful for the cases where the User Plane Security Enforcement information (currently determined based on subscription and the DNN/S-NSSAI) is defaulted to “Preferred” or “Not Needed”. In this case the AF request would guarantee the activation of UP security for the related radio bearer, while the remaining traffic on the PDU Session remains without UP security on the radio. 
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Clause 5.2.5.3.2: addition of User Plane Security Indication in the Npcf_PolicyAuthorization_Create service.

Clause 5.2.6.9.2: addition of User Plane Security Indication in the Nnef_AFsessionWithQoS_Create service.
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Figure 4.15.6.6-1: Setting up an AF session with required QoS procedure
1.	The AF sends a request to reserve resources for an AF session using Nnef_AFsessionWithQoS_Create request message (UE address, AF Identifier, Flow description(s) or External Application Identifier, QoS reference, QoS parameters, Alternative Service Requirements (as described in clause 6.1.3.22 of TS 23.503 [20]), DNN, S-NSSAI) to the NEF. Optionally, a period of time or a traffic volume for the requested QoS can be included in the AF request. When the Flow description(s) is included, the AF may also include a User Plane Security Indication, (see TS 23.501 [2] clause 5.10.3). The AF may, instead of a QoS Reference, provide the following individual QoS parameters: Requested 5GS Delay (optional), Requested Priority (optional), Requested Guaranteed Bitrate, Requested Maximum Bitrate. Regardless, whether the AF request is formulated using a QoS Reference or Individual QoS paramaters, the AF may also provide the following optional QoS parameters: flow direction, Burst Size, Burst Arrival Time at UE (uplink) or UPF (downlink), Periodicity, Time domain, Survival Time. When optional Alternative Service Requirements are provided by the AF request that is formulated with the help of Individual QoS parameters, Requested Alternative QoS Parameter Set(s) as in clause 6.1.3.22 of TS 23.503 [20] may be provided instead of a QoS Reference.
2.	The NEF assigns a Transaction Reference ID to the Nnef_AFsessionWithQoS_Create request. The NEF authorizes the AF request and may apply policies to control the overall amount of QoS authorized for the AF. If the authorisation is not granted, all steps (except step 5) are skipped and the NEF replies to the AF with a Result value indicating that the authorisation failed.
3.	The NEF determines whether to invoke the TSCTSF or to directly contact the PCF. This determination may use the set of individual QoS parameters or Requested Alternative QoS Parameter Set(s) from the AF. The determination may also use the AF identifier.
	If the NEF determines not to invoke the TSCTSF, then steps 3, 4, 5, 6, 7, 8 are executed, otherwise, steps 3a, 3b, 4a, 4b, 5, 6a, 7a, 7b, 8 are executed.
	If the NEF determines to contact the PCF directly without invoking the TSCTSF, the NEF uses the UE address to discover the PCF from the BSF. The NEF interacts with the PCF by triggering a Npcf_PolicyAuthorization_Create request and provides UE address, AF Identifier, Flow description(s), the individual QoS parameters, QoS Reference and the, Alternative Service Requirements and User Plane Security Indication (if it was provided in step 1). Any optionally received period of time or traffic volume is also included and mapped to sponsored data connectivity information (as defined in TS 23.503 [20]).
	If the AF is considered to be trusted by the operator, the AF uses the Npcf_PolicyAuthorization_Create request message to interact directly with PCF to request reserving resources for an AF session.
3a.	If the NEF determines to invoke the TSCTSF, the NEF forwards received individual QoS parameters, QoS references and Requested Alternative QoS Parameter Set(s) in the Ntsctsf_QoSandTSCAssistance_Create request message to the TSCTSF.
	If the AF is considered to be trusted by the operator, the AF uses the Ntsctsf_QoSandTSCAssistance_Create request message to interact directly with TSCTSF to request reserving resources for an AF session.
	A TSCTSF address may be locally configured (a single TSCTSF per DNN/S-NSSAI) in the NEF, PCF and trusted AF. Alternatively, the NEF uses the AF Identifier to determine the DNN/S-NSSAI and uses the DNN/S-NSSAI to discover the TSCTSF from the NRF.
3b.	The TSCTSF determines whether it has an AF-session with a PCF for the given UE address. In this case the TSCTSF interacts with the PCF by triggering a Npcf_PolicyAuthorization_Update request and provides UE address, AF Identifier, Flow description(s), the QoS Reference, Individual QoS Parameters and the Alternative Service Requirements. Any optionally received period of time or traffic volume is also included and mapped to sponsored data connectivity information (as defined in TS 23.203 [24]).
	If the TSCTSF does not have an AF-session for a given UE address, the TSCTSF discovers the PCF and TSCTSF sends the Requested PDB, the TSC Assistance Container and other received individual QoS parameters and Requested Alternative QoS Parameter Set(s) to the PCF in Npcf_PolicyAuthorization_Create request message.
	If the TSCTSF receives a Requested 5GS Delay and if the TSCTSF does not have the 5GS Bridge information for the AF-session, the TSCTSF can subscribe for the 5GS Bridge information from the PCF by triggering a Npcf_PolicyAuthorization_Subscribe request. The TSCTSF calculates a Requested PDB by subtracting the UE-DS-TT Residence Time (either provided by the PCF or pre-configured at TSCTSF) from the Requested 5GS Delay. If the TSCTSF receives any of the following individual QoS parameters: flow direction, Burst Arrival Time, Periodicity, Time domain, Survival Time from the NEF, the TSCTSF determines the TSC Assistance Container and sends it together with the Requested PDB, the TSC Assistance Container and other received individual QoS parameters in the Npcf_PolicyAuthorization_Create/Update request to the PCF.
4.	For requests received from the NEF in step 3, the PCF determines whether the request is authorized and notifies the NEF if the request is not authorized.
	If the request is authorized, the PCF derives the required QoS parameters based on the information provided by the NEF and determines whether this QoS is allowed (according to the PCF configuration) and notifies the result to the NEF. In addition, if the Alternative Service Requirements are provided, the PCF derives the Alternative QoS parameter set(s) from the one or more QoS reference parameters or the Requested Alternative QoS Parameter Set(s) contained in the Alternative Service Requirements in the same prioritized order (as defined in clause 6.1.3.22 of TS 23.503 [20]).
	If the AF is considered to be trusted by the operator, the PCF sends the Npcf_PolicyAuthorization_Create response message directly to AF.
NOTE 1:	The PCF derived Alternative QoS parameter set(s) for the PCC rule are subsequently used to establish Alternative QoS Profile(s). The Alternative QoS Profile parameters provided to the NG-RAN are specified in clause 5.7.1.2a of TS 23.501 [2].
	If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information about the PDU Session as described in the PCF initiated SM Policy Association Modification procedure in clause 4.16.5.2.
	If the AF is considered to be trusted by the operator, the PCF sends the Npcf_PolicyAuthorization_Update response message directly to AF.
	If the request is not authorized, or the required QoS is not allowed, NEF responds to the AF in step 5 with a Result value indicating the failure cause.
4a.	For requests received from the TSCTSF in step 3b, the PCF determines whether the request is authorized and notifies the TSCTSF if the request is not authorized.
	If the request is authorized, the PCF derives the required QoS parameters based on the information provided by the TSCTSF and determines whether this QoS is allowed (according to the PCF configuration) and notifies the result to the TSCTSF. In addition, if the Alternative Service Requirements are provided, the PCF derives the Alternative QoS parameter set(s) from the one or more QoS reference parameters, or Requested Alternative QoS Parameter Set(s) (if provided) contained in the Alternative Service Requirements and Requested PDBs corresponding to the Requested Alternative QoS Parameter Set(s) in the same prioritized order (as defined in clause 6.1.3.22 of TS 23.503 [20]).
	If the PCF receives the individual QoS parameters instead of QoS Reference, the PCF sets the PDB and MDBV according to the received Requested PDB and Burst Size received from the TSCTSF. If the Requested PDB is not provided, the PCF determines the PDB that matches the QoS Reference. It also sets the GBR and MBR for the PCC rule according to requested values sent by the TSCTSF. The PCF may use the Requested Priority from the AF to determine Priority Level as defined in clause 5.7.3.3 of TS 23.501 [2]. TSCTSF specified Individual QoS Parameter values supersede default values for the 5QI.
	If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information about the PDU Session as described in the PCF initiated SM Policy Association Modification procedure in clause 4.16.5.2. If the PCF receives a subscription for the 5GS Bridge information from the TSCTSF, if the PCF does not have the 5GS Bridge information for the PDU Session, the PCF uses the PCF initiated SM Policy Association Modification procedure as described in clause 4.16.5.2 to subscribe for 5GS Bridge information event from the SMF. Once the PCF has the 5GS Bridge information, the PCF notifies the TSCTSF for the 5GS Bridge information (including the UE-DS-TT Residence Time).
	If the request is not authorized, or the required QoS is not allowed, TSCTSF responds to the NEF in step 4b with a Result value indicating the failure cause.
4b.	The TSCTSF sends a Ntsctsf_QoSandTSCAssistance_Create response message (Transaction Reference ID, Result) to the NEF. Result indicates whether the request is granted or not.
	If the AF is considered to be trusted by the operator, the TSCTSF sends the Ntsctsf_QoSandTSCAssistance_Create response message directly to AF.
5.	The NEF sends a Nnef_AFsessionWithQoS_Create response message (Transaction Reference ID, Result) to the AF. Result indicates whether the request is granted or not.
6.	The NEF shall send a Npcf_PolicyAuthorization_Subscribe message to the PCF to subscribe to notifications of Resource allocation status and may subscribe to other events described in clause 6.1.3.18 of TS 23.503 [20].
6a.	The TSCTSF shall send a Npcf_PolicyAuthorization_Subscribe message to the PCF to subscribe to notifications of Resource allocation status and may subscribe to other events described in clause 6.1.3.18 of TS 23.503 [20].
7.	When the event condition is met, e.g. that the establishment of the transmission resources corresponding to the QoS update succeeded or failed, the PCF sends Npcf_PolicyAuthorization_Notify message to the NEF notifying about the event.
	If the AF is considered to be trusted by the operator, the PCF sends the Npcf_PolicyAuthorization_Notify message directly to AF.
7a.	When the event condition is met, e.g. that the establishment of the transmission resources corresponding to the QoS update succeeded or failed, the PCF sends Npcf_PolicyAuthorization_Notify message to the TSCTSF notifying about the event.
7b.	The TSCTSF sends Ntsctsf_QoSandTSCAssistance_Notify message with the event reported by the PCF to the NEF.
	If the AF is considered to be trusted by the operator, the TSCTSF sends the Ntsctsf_QoSandTSCAssistance_Notify message directly to AF.
8.	The NEF sends Nnef_AFsessionWithQoS_Notify message with the event reported by the PCF to the AF.
The AF may send Nnef_AFsessionWithQoS_Revoke request to NEF in order to revoke the AF request. The NEF authorizes the revoke request and triggers the Ntsctsf_QoSandTSCAssistance_Delete/Unsubscribe and/or Npcf_PolicyAuthorization_Delete and the Npcf_PolicyAuthorization_Unsubscribe operations for the AF request.
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Service operation name: Npcf_PolicyAuthorization_Create
Description: Authorize the request and optionally determines and installs SM Policy Control Data according to the information provided by the NF Consumer or provides Port Management Information Container for ports on DS-TT or NW-TT, or User plane node Management Information Container.
Inputs, Required: UE (IP or MAC) address, identification of the application session context.
Inputs, Optional: GPSI or SUPI if available, Internal Group Identifier, DNN if available, S-NSSAI if available, Media type, Media format, bandwidth requirements, sponsored data connectivity information if applicable, flow description, AF Application Identifier, AF Communication Service Identifier, AF Record Identifier, Flow status, Priority indicator, emergency indicator, ASP Identifier, resource allocation outcome, AF Application Event Identifier, a list of DNAI(s) and corresponding routing profile ID(s) or N6 traffic routing information, AF Transaction Id, Early and/or late notifications about UP path management events, temporal validity condition, spatial validity condition, Information for EAS IP Replacement in 5GC, Indication for EAS Relocation, AF indication for simultaneous connectivity over source and target PSA at edge relocation as described in clause 5.6.7 in 23.501 [2], Background Data Transfer Reference ID, priority sharing indicator as described in clause 6.1.3.15 in TS 23.503 [20], pre-emption control information as described in clause 6.1.3.15 in TS 23.503 [20], Port Management Information Container and related port number, User plane node Management Information Container, TSN AF parameters provided by the TSN AF to the PCF as described in clause 6.1.3.23 of TS 23.503 [20], Requested Alternative QoS Parameter Set(s), QoS parameter(s) to be measured, Reporting frequency, Target of reporting and optional an indication of local event notification as described in clause 6.1.3.21 of TS 23.503 [20], individual QoS parameters as described in clause 6.1.3.22 of TS 23.503 [20], Alternative Service Requirements (containing one or more QoS reference parameters in a prioritized order), MPS for Data Transport Service indicator as described in clause 6.1.3.11 of TS 23.503 [20], User Plane Security Indicator (see TS 23.501 [2] clause 5.10.3).
NOTE:	When only one DNAI and corresponding routing profile ID(s) and the Indication for EAS Relocation are available, the presented DNAI is the target DNAI as defined in clause 6.3.7 of TS 23.548 [74].
Outputs, Required: Success or Failure (reason for failure, e.g. as defined in clauses 6.1.3.16 and clause 6.1.3.10 of TS 23.503 [20]).
Outputs, Optional: The service information that can be accepted by the PCF.
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5.2.6.9.2	Nnef_AFsessionWithQoS_Create service operation
Service operation name: Nnef_AFsessionWithQoS Create
Description: The consumer requests the network to provide a specific QoS for an AF session.
Inputs, Required: AF Identifier, UE address (i.e. IP address or MAC address), Flow description(s) or External Application Identifier, QoS Reference.
Inputs, Optional: time period, traffic volume, Alternative Service Requirements (containing one or more QoS reference parameters in a prioritized order), QoS parameter(s) to be measured, Reporting frequency, Target of reporting and optional an indication of local event notification as described in clause 6.1.3.21 of TS 23.503 [20], individual QoS parameters as described in clause 6.1.3.22 of TS 23.503 [20], DNN if available, S-NSSAI if available, Alternative QoS Related parameter sets, User Plane Security Indication (see TS 23.501 [2] clause 5.10.3).
Outputs, Required: Transaction Reference ID, result.
Output (optional): None.

* * * * End of changes * * * *
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