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[bookmark: _Hlk526665839][bookmark: _Hlk513714389]Abstract of the contribution: This paper proposes to update solution#9 to include “remove PINE” and “delete PIN delete” for PINE/PIN management. This paper has merged S2-2206907, and S2-2206162   

*** Start of changes ***
[bookmark: _Toc96728023][bookmark: _Toc100925373][bookmark: _Toc100925743][bookmark: _Toc104235350][bookmark: _Toc104235739][bookmark: _Toc16839376][bookmark: _Toc19722242]6.9	Solution #9: PIN management and PINE management
[bookmark: _Toc96728024][bookmark: _Toc100925374][bookmark: _Toc100925744][bookmark: _Toc104235351][bookmark: _Toc104235740]6.9.1	Description
This solution is to address the KI#3 "Management of PIN and PIN Elements", how an authorized UE to create a PIN. And how to add a device (PINE) into a PIN, when a PIN is created and PEMC is available. In this solution, it assumed that UDM is used to create/update/remove PIN profile that includes PIN information and PINEs information, and allocate/manage the PIN ID. And may allocate/manage PINE ID for the PIN. This solution also partly addresses the KI#2 "PIN and PIN Element discovery and selection", KI#5 "Authorization for PIN", KI#6 "Policy and parameters provisioning for PIN", and KI#7 "Identification of PIN and PIN Elements".
In this solution both PINE Info and PIN Info are defined as following:
PINE Info:
-	PINE ID, unique ID within a PIN that could be allocated by PEMC/PEGC locally, or network.
-	PINE type, indicating whether it is PEMC, or PEGC, normal PINE.
-	PINE name, human readable information, e.g. printer in bedroom, or lamp in living room.
-	Service, what the PINE can provide, e.g. printer, or lamp, or camera, etc.
-	PINE Valid time, how long for the PINE to be as member in the PIN.
-	Capability, indicating the communication capability, e.g. WiFi, BT, etc.
PIN Info:
-	PIN ID, unique ID within a PLMN and allocated by network.
-	PIN name, is readable information for user.
-	PIN Services, the list of the services that the PINE(s) can provide, e.g. printer, lamp, camera, etc.
-	PIN valid time, to define how long the PIN can work, e.g. 30 minutes.
-	List of PINE Info, including all the information of PINEs in this PIN.
Editor's note:	It is FFS how to authorize the UE to create PIN.
[bookmark: _Toc96728025][bookmark: _Toc100925375][bookmark: _Toc100925745][bookmark: _Toc104235352][bookmark: _Toc104235741]6.9.2 PIN architecture
[bookmark: _Toc104235290][bookmark: _Toc104235679]6.9.2.1	Architecture of Personal IoT Networks in 5GS
Figure 6.9.2-1 depicts the reference PIN architecture without AF/AS involved.


Figure 6.9.2-1: PIN Architecture without AF involved
NOTE: PIN architecture without AF involved means that AF is not responsible for PIN management. But PINE can access to the application server and also the AF can influence the traffic as existing mechanism.
[bookmark: _Toc104235291][bookmark: _Toc104235680]6.9.2.2	Reference points
P1:	Reference point between the PINE and the PEMC. This reference point is based on non-3GPP access (e.g., WIFI, Bluetooth).
P2:	Reference point between the PINE and the PEGC. This reference point can be based on the direct user plane path to 5GS, relay path via the PEGC, or other communication path via Internet.
P3:	Reference point between the PEMC and the PEGC. This reference point is based on non-3GPP access (e.g., WIFI, Bluetooth) or 5G ProSe Direct Communication.
[bookmark: _Toc104235292][bookmark: _Toc104235681]6.9.2.3	Network Functions and entities
The main functions in PIN architecture above are following: 
PEMC:
· PIN management (e.g., create/modify/delete a PIN)
· PINE management (e.g., add/remove PINE/PEGC)
· Allocate PINE identifier for the PINE
· Storage of PIN profile data (e.g., PIN ID, PIN name, valid time, etc.)
· Storage of PINE profile data (e.g., PINE ID, PINE type, PINE capability, valid time, etc.)
· Supporting the PINE/PIN discovery.
PEGC
· Supporting the relay traffic between PINE and 5GC.
· Supporting the traffic relaying between PINEs.
· Supporting the PIN discovery.
· Access control and traffic enforcement for PINEs.
PINE
· Discovery and communication with PEGC.
· Communication with other PINE directly, or via 5GC, or via PEGC
UDM
Allocate PIN ID associating with PEMC ID
6.9.23	Procedures
[bookmark: _Toc100925376][bookmark: _Toc100925746][bookmark: _Toc104235353][bookmark: _Toc104235742]6.9.23.1	PIN management
6.9.3.1.1 An authorized UE (PEMC) to create a PIN



Figure 6.9.23-1: authorized UE creates a PIN
Here the authorized UE is allowed by the PIN owner to initiate to create a PIN. When an authorized UE triggers a request to network for creating a PIN, it may bring the candidates PIN Info, e.g. the PIN name, etc. optionally candidates PINE Info, which some of the PIN/PINE Info may be designed by user before creating the PIN, e.g. PINE name, capability, etc.
1.	UE sends the request to AMF via gNB for creating a PIN, which including candidate PIN name, candidate PIN Service(s), candidate PIN valid time, optional if available, a list of candidates PINE information containing (candidates PINE ID, candidate PINE name, candidate PINE type, candidate PINE service, candidate PINE capability, candidate PINE valid time).
	When PINE ID is allocated by network, the candidates PINE ID is not included.
NOTE:	Create PIN request message can be carried by Registration Request.
Editor's note:	Whether Service Request or others possible is FFS.
2.	AMF requests to UDM for creating the PIN, with information carried in step 1. AMF may check with UDM whether the UE is authorized to create PIN. If no, the AMF rejects the UE with proper cause.
3.	AMF sends the Create PIN response to UE/PEMC if the request is rejected by AMF.
4.	UDM allocates the PIN ID based on UE request, and may allocates PINE ID for each candidate PINE if PINE info included in the request, and create PIN profile in the UE's subscription data, including e.g.
	PIN Info:
-	PIN ID
-	PIN name, e.g. Jian's smart home
-	PIN Services, e.g. printer service, lamp service, camera service.
-	PIN valid time, e.g. 1 year
-	List of PINE Info, including all the information of PINEs in this PIN
	PINE1 Info:
-	PINE ID, e.g. J001
-	PINE type, e.g. PINE
-	PINE name, e.g. printer in bedroom.
-	Service, e.g. printer service.
-	Valid time, e.g. 10:00-18:00 each day
-	Capability, e.g. WiFi, BT.
	PINE 2 Info……
	PINE 3 Info……
5.	UDM response to AMF with result of creating PIN, including the results, full PIN Info {PIN ID, PIN name, PIN Service, PIN valid time, optional list of PINE Info}
6.	AMF sends the service accept to UE via gNB, including results, and full PIN Info.
6.9.3.1.2 PIN creation from 3rd party


Figure 6.9.3-2: PIN creation from 3rd party
Procedure: 
1.	AF requests to create a new PIN network to UDM via NEF, including: PIN Info and PINE Info as defined in 6.9.1.  
	PIN info: PIN ID, PIN name, PIN Service(s), PIN valid time, list of PINE info;
	PINE info: PINE ID, PINE name, PINE type, capability, Service(s) and valid time. 
At least includes one PEMC, and may include multiple PINEs information
2.	UDM creates PIN network based on the request from AF, by establishing PIN profile to the UE’s subscription data to include PIN info received from AF, as well as the new PIN parameters generated by UDM, including PIN ID.
3.	When PIN is successfully established, UDM sends the PIN create response to AF via NEF, including result (accepted, or rejected), may include PIN info, e.g., PIN ID, other PIN parameters generated by UDM. 
	The result can be delivered to the 3rd party after step 9
4.	UDM determines to trigger UPU procedure to provision the PIN info to the PEMC  
5-6, UDM sends the PIN info to the PEMC via AMF and gNB
7,	PEMC updates the PIN info locally based on the parameters received from UDM.

6.9.3.1.3 PIN deleting triggered by UDM 


Figure 6.9.3 -3 PIN deleting triggered by UDM
0, UDM determines to delete the PIN, due to e.g., PIN valid time expired. 
1, UDM sends the PIN delete notification to AMF(s), including PIN ID, PEMC ID(s)
2, AMF sends the PIN delete notification to PEMC(s) via gNB, including PIN ID, PEMC ID(s)
3, PEMC(s) sends the PIN delete notification to all the PINE(s) in this PIN
4, PINE(s) may send the PIN delete ACK to PEMC 
5, PEMC(s) deletes all the PIN information. This step can be performed after step 2
6, optional PEMC(s) sends the PIN delete ACK to UDM via gNB and AMF.

[bookmark: _Toc100925377][bookmark: _Toc100925747][bookmark: _Toc104235354][bookmark: _Toc104235743]6.9.23.2 PINE management
6.9.3.2.1	A device joins a PIN


Figure 6.9.23-24: a device to join a PIN
In this solution, it assumed that PEMC broadcasts PIN network information, e.g. PIN ID, PIN name, etc. so that the device discovers and selects the target PEMC, and connection between device and PEMC is established via non-3GPP RATs, e.g. WiFi, BT, etc.
1.	A device sends the Join PIN Request to PEMC via the established connection between the device and PEMC, including PIN ID, Device ID, PINE type (optional), capability, Service, name, etc. If PINE type is PEGC, the Join PIN Request should also contain PEGC’s PLMN ID.
2.	PEMC determines to accept the request. How to determine to accept the request is up to implementation. PEMC allocates the PINE ID for the device. And PEMC determines the PINE type, e.g. act as PEMC, or PEGC, or PINE. If the PINE type is PEGC, the PEMC shall determine whether to accept the request based on the PLMN ID of both PEGC and PEMC. If the PLMN ID of PEGC is the same as the one of PEMC, the request is accepted. Otherwise, the request should be denied.
3.	PEMC sends the Join PIN response to the device, including result (accept, or reject), PIN Info and PINE Info as defined in clause 6.9.1.
	PIN info: PIN ID, PIN name, PIN Service(s), PIN valid time, list of PINE info;
	PINE info: PINE ID, PINE name, PINE type, capability, Service(s) and valid time.
4.	PEMC sends the PIN update request to AMF via gNB, including UE ID, PIN Info container [PIN ID, new PINE info {PINE ID, PINE type, PINE name, capability, service, valid time}].
NOTE 1:	The PIN update request can be carried by Registration Request.
Editor's note; Whether Service Request or others possible is FFS.
5.	AMF sends the Nudm_UECM_Registration Request to UDM for updating the UE's PIN Info, including message received in step 4.
	Before updating the PIN Info, UDM may determine whether to accept the updating, e.g. accept new PINE.
6.	UDM updates the received PIN info to the UE's subscription data.
	When a PIN is created, the PIN related information is established as well in the requested UE's subscription data.
7.	UDM sends the response to AMF, including the results, and updated PIN Info.
8.	AMF sends the PIN update response to PEMC with result (accept, or reject), and updated PIN Info.
9.	For another option instead of step 3, PEMC sends the join PIN Response to device with result, and PIN/PINE info same as in step 3 after PEMC updating the PIN info to UDM.
NOTE 2:	In steps 1, 3 and 9, both application layer and new adapted layer are possible options for delivering the messages.
6.9.3.2.2	UE joins a PIN via 5GC



Figure 6.9.3-5 UE joins a PIN via 5GC
1, UE sends the PINE join request to AMF via gNB, including PIN ID, PINE ID, PINE type, valid time, capability, etc.
2, AMF sends the PINE join request to UDM, including PIN ID, PINE ID, PINE type, valid time, capability. AMF checks whether this UE is authorized to use PIN service. if no, the request is rejected.
3, UDM triggers the PIN authenticate/authorization towards to the PEMC  
4, after successfully PIN authentication/authorization, UDM updates the PIN profile with the new PINE information (PINE ID, PINE type, valid time, final valid time, or optional allocate PINE ID for the UE if it is not included in the request). UDM may determine the final valid time for the requested PINE
5, UDM sends the PINE join response to AMF, including PINE ID, final valid time, PIN info [PIN ID, PIN service, valid time, etc.
6, AMF sends the PINE Join response to the UE (PINE) via gNB, including the PIN related information in step 5.
[bookmark: _Toc96728026][bookmark: _Toc100925378][bookmark: _Toc100925748]6.9.2.3 PIN creation from 3rd party


Figure 6.9.2-3: PIN creation from 3rd party
Procedure: 
1.	AF requests to create a new PIN network to UDM via NEF, including: PIN Info and PINE Info as defined in 6.9.1.  
	PIN info: PIN ID, PIN name, PIN Service(s), PIN valid time, list of PINE info;
	PINE info: PINE ID, PINE name, PINE type, capability, Service(s) and valid time. 
At least includes one PEMC, and may include multiple PINEs information
2.	UDM creates PIN network based on the request from AF, by establishing PIN profile to the UE’s subscription data to include PIN info received from AF, as well as the new PIN parameters generated by UDM, including PIN ID.
3.	When PIN is successfully established, UDM sends the PIN create response to AF via NEF, including result (accepted, or rejected), may include PIN info, e.g., PIN ID, other PIN parameters generated by UDM. 
	The result can be delivered to the 3rd party after step 9
4.	UDM determines to trigger UPU procedure to provision the PIN info to the PEMC  
5-6, UDM sends the PIN info to the PEMC via AMF and gNB
7,	PEMC updates the PIN info locally based on the parameters received from UDM. 

[bookmark: _Toc104235355][bookmark: _Toc104235744]6.9.34	Impacts on Existing Nodes and Functionality
Network impacts:
-	UDM allocates PIN ID for each create PIN request.
-	UDM may allocates PINE ID for each requested PINE.
-	UDM may manages the PIN info and PINE Info.
-	AMF requests management of PIN/PINE to UDM based on the PIN related request.
-	UE(PEMC) determines whether PEGC can join PIN based on PLMN ID



*** End of changes ***
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