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Abstract: This solution update addresses the privacy check issue between LCS and NWDAF to improve the feasibility of Solution#13. 
1. Discussion
This solution update aims to resolve the ENs and provide a feasible way to address the privacy check issue between LCS and NWDAF.
There are the Editor’s Notes in sol#13:

Editor's note:
Whether the interface between NWDAF and GMLC can be supported is FFS.

For the first EN, the scheme between NWDAF and GMLC proposed in sol#10 along with this scheme becomes the potential solution. Which scheme is used for the interaction between NWDAF and LCS architecture or whether both of them can be applied for different analytics IDs or not will be discussed and determined in the conclusion work. So, the first EN is removed.
Editor's note:
How to perform privacy check based on this architecture is FFS.

Editors' note:
How the user consent in NWDAF procedures and the privacy check in LCS procedures cooperate or work in this architecture is FFS.
As to the privacy check in LCS architecture, the GMLC retrieves the privacy setting by invoking a Nudm_SDM_Get service operation including data type " LCS privacy" using the SUPI of the UE. Significantly, the NWDAF retrieves the user consent information by invoking a Nudm_SDM_Get service including data type "User consent" using the SUPI of the UE. What is different is the data type. Besides, note the Nudm_SDM_Get or Nudm_SDM_Subscribe service operation requires the input including NF ID, Subscription data type(s), and Key for each Subscription data type(s). With different data type, the data key of LCS privacy is the same as User consent, that is SUPI (user consent also need to additionally provide ‘purpose’ data sub key). 
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Figure-1. User consent and Privacy check
For the signalling reduction purpose, all mechanisms mentioned give the possibility to enable NWDAF to complete two operations (i.e., privacy check and user consent check) on one side solely. The NWDAF subscribes to UDM to notifications of changes on subscription data type "User consent" for the user using Nudm_SDM_Subscribe based on the Rel-17 specification. If the NWDAF is enabled to subscribe to the change on subscription data type "LCS privacy", the NWDAF can take an action during the finer location collection, statistic, and prediction. On the one hand, if user consent was revoked for a UE, the NWDAF stops data collection for that UE. On the other hand, the UE also modifies its privacy check profile at any time to let NWDAF know.
For a SUPI, a list of SUPIs, or an internal group identifier, the NWDAF can retrieve the privacy profile of each SUPI in the list. For any UE, the following statement in TS 23.288 enables NWDAF to obtain the SUPI list information. So, a list of SUPI used for privacy profile retrieval on the NWDAF side is not the problem.
“If a request for analytics is for "any UE", meaning that the consumer requests analytics for all UEs registered in an area, such as a S-NSSAI or DNN or AoI, then the NWDAF resolves "any UE" into a list of SUPIs using the Namf_EventExposure service with EventId "Number of UEs served by the AMF and located in an area of interest" and retrieves user consent for each SUPI. If a request for analytics is for an Internal or External Group Id, NWDAF resolves it into a list of SUPIs and retrieves user consent for each SUPI.”
Based on the above analysis, this solution is updated to support performing privacy check on the NWDAF side in some scenarios with the signalling reduction purpose. 
2. Proposal

It is proposed the following changes to TR 23.700-71.
* * * * First change * * * *
6.13
Solution #13: Architecture enhancement for the interaction between LCS and NWDAF
6.13.1
Introduction

The solution is intended to address and resolve Key Issue 4: Interaction between Location Service and NWDAF.

Here are three schemes that can be a potential basis to support the finer granularity location information interaction between LCS and NWDAF, i.e. AMF interacts with NWDAF, GMLC interacts with NWDAF, and LMF interacts with NWDAF. This solution aims to enhance the interfaces between AMF and NWDAF with the consideration of the reduction of the time latency and the signalling flows.

The interaction between AMF and NWDAF is enhanced to support the delivery of the finer granularity location information, including the finer geographical location, velocity, accuracy, and other necessary information. When the location information request is received in AMF from NWDAF, the AMF has a responsibility to distinct the requested granularity to determine whether it is necessary to initiate a request to LMF. If the granularity is TA/cell level, the AMF returns the TA/cell level location to the NWDAF as specified in TS 23.288 [9]. If the granularity is finer than the TA/cell level and other requirements are received in the requested message, the AMF initiates a location request to LMF.

To solve the aforementioned issue, this solution proposes a scheme to support location information delivery between LCS architecture and NWDAF.

6.13.2
Architecture
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Figure 6.13.2-1: Interaction between LCS and NWDAF architecture
Figure 6.13.2-1 is similar to Figure 4.2.1-1 in TS 23.273 [5] and additionally supports the enhancement of the service-based interface between AMF and NWDAF.


Enhanced Service Based Interfaces proposed in this solution comprise:

Nnwdaf:
Service-based interface exhibited by NWDAF.

Namf:
Service-based interface exhibited by AMF.

In addition, this solution utilizes the existing service operations defined in TS 23.502 [3] and TS 23.273 [5] for the Nlmf and Nudm service based interfaces.


As for privacy check for location service, this solution supports performing privacy check on the NWDAF side in some scenarios with the signalling reduction purpose. The NWDAF sends location requests for the SUPI with an indication to exempt the privacy check in LCS only when the user consent and the privacy check of this SUPI are all passed on the NWDAF side. The LCS architecture skips the privacy check accordingly. Otherwise, the NWDAF will not initiate the location request for the SUPI.

NOTE:
Performing the privacy check on the NWDAF side needs coordination work with eNA_Ph3.
In detail, if the result of the privacy check for call/session unrelated class is "Location allowed without notification" then the NWDAF acquires the UE location as normal without notifying the UE. If the indicator of privacy check indicates the UE must either be notified or notified with privacy verification, then the NWDAF request to the AMF with an indication of a privacy related action and the AMF sends a notification invoke message to the target UE.
6.13.3
Procedures

6.13.3.1
One-time Collection Procedure

Figure 6.13.3.1-1 illustrates the one-time data collection from NWDAF to LCS architecture. In this scenario, it is assumed that the target UE(s) is identified using a SUPI or GPSI. This procedure is applicable to a request from NWDAF for immediately location collection.
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Figure 6.13.3.1-1: AMF provides UE location information to NWDAF (One-time Collection)

1.
The NWDAF invokes a Nudm_UECM_Get service operation towards the home UDM of the target UE to be located with the GPSI or SUPI of the UE. If the NWDAF needs to have a trajectory or the location of the target UE and the user consent has been checked to allow the NWDAF to collect and use the location information, then the NWDAF process this procedure.

2.
The UDM returns the address of the current serving AMF for the target UE.

3.
The NWDAF invokes the location information request towards the AMF to request the location of the UE. The service operation includes the SUPI, the required location granularity, and may include the collection type, an indication of velocity information and the required QoS, which includes accuracy, latency, and QoS class.

4.
The AMF determines whether the required location granularity can be provided by AMF itself. If the finer granularity location is required, the AMF selects an LMF based on NRF query or configuration in AMF.

5.
The AMF invokes the Nlmf_Location_DetermineLocation service operation towards the LMF to request the location information of the UE. The service operation includes an LCS Correlation identifier, the access type and may include the required QoS, which includes accuracy, latency, and QoS class.

6.
The LMF initiates the positioning procedure toward UE.

7.
The LMF returns the Nlmf_Location_DetermineLocation Response towards the AMF to return the location information of the UE. The service operation includes the location estimate and may include velocity estimate, the age of location information, the timestamp, achieved QoS, which includes accuracy, latency and QoS class.

8.
The AMF returns the Namf_Location_ProvideLocation Response towards the NWDAF to return the location information of the UE.

6.13.3.2
Continuous Collection Procedure

Figure 6.13.3.2-1 illustrates the continuous data collection from NWDAF to LCS architecture using event reporting. In this architecture, it is assumed that the target UE(s) is identified using a SUPI or GPSI. This procedure is applicable for the request from NWDAF for the deferred location reporting.
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Figure 6.13.3.2-1: AMF provides UE location information to NWDAF (Continuous Collection)

1.
The NWDAF invokes a Nudm_UECM_Get service operation towards the home UDM of the target UE to be located with the GPSI or SUPI of the UE. If the NWDAF needs to collect the trajectory or the location of the target UE and the user consent has been checked to allow the NWDAF to collect and use the location information, then the NWDAF process this procedure.

2.
The UDM returns the address of the current serving AMF of the target UE.

3.
The NWDAF invokes the location information request towards the AMF to request the location of the UE. The service operation includes the SUPI, the required location granularity and may include the collection type, the event type, an indication of velocity information and the required QoS, which includes accuracy, latency, and QoS class.


The NWDAF includes trigger or periodic event types in the location information request message. The AMF delivers event types to LMF and then LMF sends to the UE are specified as the current deferred MT-LR procedure.

4.
The AMF determines whether the required location granularity can be provided by AMF itself. If the finer granularity location is requiredthe AMF selects an LMF based on NRF query or configuration in AMF.

5.
The AMF invokes the Nlmf_Location_DetermineLocation service operation towards the LMF to request the location information of the UE. The service operation includes an LCS Correlation identifier, the access type and may include the event type, the required QoS, which includes accuracy, latency, and QoS class.

6.
The LMF initiates the positioning procedure towards UE.

7-8.
The AMF includes in the notification to the UE the type of deferred location request in the case of periodic or triggered location. The UE returns a result to the LMF.

9-10.
The LMF may report the current location information, including the age of location information, the timestamp, event type, location estimate, velocity estimate, achieved QoS accuracy and QoS class, to the AMF and then to the NWDAF according to the periodic location reporting rule.

11.
The UE monitors for the occurrence of the trigger or periodic event requested in step 7. When a trigger or periodic event is detected, the UE needs to connect to LMF and report its location information.

12-13.
The UE sends an event reporting to the LMF. This event report may include the event type, location estimate, velocity estimate.

14.
One or more UE positioning may be needed in this scenario.

15-16.
The LMF reports the current location information, which may include the age of location information, the timestamp, event type, location estimate, velocity estimate, achieved QoS accuracy and QoS class.

6.13.4
Impacts on existing entities and interfaces

6.13.4.1
Impacts on AMF
-
Provides to NWDAF with finer granularity location data than TA/cell level and other information, e.g. location estimate, velocity estimate, timestamp, achieved QoS information.

6.13.4.2
Impacts on NWDAF

-
Enhanced interface with AMF to request finer granularity location data than TA/cell level.
-
Enable NWDAF to perform user consent and privacy check when requiring the finer granularity location data than TA/cell level.

* * * * End of change * * * * 
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