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Abstract: This contribution proposes a way to optimize the privacy check between LCS and NWDAF. 
1. Discussion
This solution update aims to optimize the privacy check between LCS and NWDAF when NWDAF requires the finer granularity location by optionally exempting privacy check in LCS when the privacy check is successfully performed on the NWDAF side.

As to the privacy check in LCS architecture, the GMLC retrieves the privacy setting by invoking a Nudm_SDM_Get service operation including data type " LCS privacy" using the SUPI of the UE. Significantly, the NWDAF retrieves the user consent information by invoking a Nudm_SDM_Get service including data type "User consent" using the SUPI of the UE. What is different is the data type. Besides, note the Nudm_SDM_Get or Nudm_SDM_Subscribe service operation requires the input including NF ID, Subscription data type(s), and Key for each Subscription data type(s). With different data type, the data key of LCS privacy is the same as User consent, that is SUPI (user consent also need to additionally provide ‘purpose’ data sub key). 
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Figure-1. User consent and Privacy check
For the signalling reduction purpose, all mechanisms mentioned give the possibility to enable NWDAF to complete two operations (i.e., privacy check and user consent check) on one side solely. The NWDAF subscribes to UDM to notifications of changes on subscription data type "User consent" for the user using Nudm_SDM_Subscribe based on Rel-17 specification. If the NWDAF is enabled to subscribe to the change on subscription data type "LCS privacy", the NWDAF can take an action during the finer location collection, statistic, and prediction. 

For a SUPI, a list of SUPIs, or an internal group identifier, the NWDAF can retrieve the privacy profile of each SUPI in the list. For any UE, the following statement in TS 23.288 enables NWDAF to obtain the SUPI list information. So, a list of SUPI used for privacy profile retrieval on the NWDAF side is not the problem.

“If a request for analytics is for "any UE", meaning that the consumer requests analytics for all UEs registered in an area, such as a S-NSSAI or DNN or AoI, then the NWDAF resolves "any UE" into a list of SUPIs using the Namf_EventExposure service with EventId "Number of UEs served by the AMF and located in an area of interest" and retrieves user consent for each SUPI. If a request for analytics is for an Internal or External Group Id, NWDAF resolves it into a list of SUPIs and retrieves user consent for each SUPI.”
Based on the above analysis, this solution is updated to support performing privacy check on the NWDAF side in some scenarios with the signalling reduction purpose. If the user consent and the privacy check is performed successfully on the NWDAF side (e.g., Location allowed without notification), the NWDAF will send location requests with an indication to exempt the privacy check in LCS. Obviously, the NWDAF cannot complete privacy check solely if the indicator of privacy check indicates the verification based on current location is needed, the notification steps shall not be skipped. In other cases (e.g., NWDAF is not supported to perform privacy check), the NWDAF acts as a general LCS client/NF interacting with LCS architecture.
NOTE:
Performing the privacy check on the NWDAF side needs coordination work with eNA_Ph3.
2. Proposal

It is proposed the following changes to TR 23.700-71.
* * * * First change * * * *
6.10
Solution #10: Support interaction between location service and NWDAF
6.10.1
Introduction

This solution addresses KI#4: Interaction between Location Service and NWDAF.

6.10.2
Functional Description

This solution reuses the existing architecture and interfaces to support interaction between location service and NWDAF:
-
Based on description in clause 4.3.2 of TS 23.273 [5], the LCS service supports NFs to access LCS services from a GMLC. So the Ngmlc interface is re-used when NWDAF obtains UE location by invoking LCS services.

-
Based on description in clause 4.2.0 of TS 23.288 [9], any 5GC NF can request network analytics information from NWDAF. So the Nnwdaf interface is re-used when LMF obtains data analytics from the NWDAF. In this solution, the LMF selects positioning method based on WLAN performance analytics from the NWDAF.
-
The existing privacy check mechanism is re-used with enhancements of introducing the following new LCS Client Type and Service Type which are used by NWDAF to request UE location:
-
new LCS Client Types for PLMN Operator Class:
-
NWDAF client in the HPLMN (when the UE is currently being served by the HPLMN);

-
NWDAF client in the VPLMN;
-
exempted NWDAF client in the HPLMN (when the UE is currently being served by the HPLMN);

-
exempted NWDAF client in the VPLMN.
NOTE:
For the exempted NWDAF client in the HPLMN and the exempted NWDAF client in the VPLMN, which may indicate the privacy check is performed on the NWDAF side, then the privacy check procedure in LCS will be skipped in some scenarios with the signalling reduction purpose. Performing the privacy check on the NWDAF side needs coordination work with eNA_Ph3.
-
new standardized Service Type for Tracking Services:
-
Analytics;

-
Model training.
-
The NWDAF may invoke LCS services for a SUPI, a list of SUPI or an internal group identifier. The NWDAF determines the identifier as described in TS 23.288 [9].
6.10.3
Procedures
6.10.3.1
NWDAF accesses location service
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Figure 6.10.3.1-1: NWDAF accesses location service based on existing mechanism
1.
NWDAF invokes Ngmlc_Location_ProvideLocation Request to GMLC.


The NWDAF includes the LCS Client Type, Service Type, LCS QoS and UE identifier in the Request.


The LCS Client Type is NWDAF client in the HPLMN (when the UE is currently being served by the HPLMN) or NWDAF client in the VPLMN. The Service Type is analytics or model training. The UE identifier is SUPI, SUPI list or an internal group identifier.


If the NWDAF requests location of any UE within an Area of Interest, it provides the Area of Interest instead of UE identifier.

2.
The GMLC performs steps 2-23 in clause 6.1.2, or steps 2-29 in clause 6.3.1, or triggers the procedure in clause 6.8 of TS 23.273 [5].


If the UE identifier is SUPI, the GMLCS performs steps 2-23 in clause 6.1.2, or steps 2-29 in clause 6.3.1 of TS 23.273 [5]. If the UE identifier is SUPI list, the GMLC performs the procedure above for each SUPI in the list. If the UE identifier is an internal group identifier, the GMLC performs the procedure in clause 6.8 of TS 23.273 [5].


If the NWDAF provides an Area of Interest in step 1, the GMLC obtains from AMF a list of UEs located within the Area of Interest and then performs step 2.

3.
The GMLC sends Ngmlc_Location_ProvideLocation Response to NWDAF.

6.10.3.2
LMF obtains data analytics from NWDAF
The procedure in clause 6.11.4 of TS 23.288 [9] can be re-used.
6.10.4
Impacts on services, entities, and interfaces

LMF:
-
Selects positioning method based on data analytics from NWDAF.
GMLC:
-
If the UE identifier is SUPI list in the Ngmlc_Location_ProvideLocation Request, the GMLC triggers the existing positioning procedure for each SUPI in the list.
* * * * End of change * * * * 
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