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1. Discussion of the main DetNet outstanding questions
The solutions in the DetNet study TR 23.700-46 have a lot of overlap between them, but there are also differences and open issues. We consider the main open questions and propose a resolution for them. 
Which protocol is used between 5GS and DetNet controller?
The main purpose of the 3GPP work on 5GS DetNet support should be to allow the 5GS to be integrated within a standard DetNet network deployment. This means 5GS should support the protocols and data models supported by DetNet controllers as defined by the IETF. In general, it can be said that protocols such as NETCONF and RESTCONF with YANG data models should be supported, with PCEP as another possibility.
It should be however noted that the details of the DetNet controller and node interface data models do not seem to be very explicitly standardized in the IETF, as compared to TSN CNC to Bridge data models in IEEE. Thus, 3GPP may not in this release be able to define all the details needed for a working system.
Conclusion 1: Protocols and data models as defined in the IETF will be used, meaning in general Netconf or Restconf protocols with YANG data models. When sufficient data models are not available, it is better for 3GPP to wait for potential IETF work on them, possibly doing minor 3GPP specific extensions for cases which are truly 5GS specific. 	Comment by LTHBM0: May need to track this in actual conclusion

Is an optional NEF supported between TSCTSF and DetNet controller?
The use of NEF does not seem to fit very well with the use of YANG data models over secured NETCONF or RESTCONF protocol communication. The Controller should not be expected to support 3GPP specific mechanisms unless they are absolutely necessary or provide clear added value. The value add of NEF seems not high enough for this case.
Conclusion 2: NEF support will not be standardized in 3GPP for use between DetNet controller and TSCTSF.

How do we map e2e DetNet requirements to per 5GS requirements?
DetNet YANG data model’s QoS requirements are for the end-to-end DetNet flow, while 5GS will need to know 5GS DetNet node specific QoS requirements. The IETF does not seem to have any work in progress to address node specific configurations that could be utilized in Release 18 timeframe.  
There are two specific QoS parameters that would require special treatment wrt. end-to-end vs. per node. These are:
· End-to-end Max-latency which requires mapping to 5GS DetNet Node maximum delay. Such mapping requires  knowledge of the maximum latency along the DetNet traffic flow path external to the 5GS.
· End-to-End Max-loss which requires mapping to 5GS DetNet Node maximum Packet Error Rate (PER). Such mapping requires knowledge of maximum loss rate along the DetNet traffic flow path external to the 5GS.
In any case in Release 18 this will require special local arrangement between the DetNet controller and the 5GS. It seems this can be left for local configuration where either side, the DetNet controller or the TSCTSF can perform the mapping. 
It seems also good to provide IETF with an explanation of this scenario and get their views if this is a very 5GS specific issue in which case 3GPP could do, e.g., YANG data model extensions, or if this is something more general in which case IETF should rather do the standards work (which is in this case our preference as the issue of transforming end to end QoS requirements into node level requirements seems generic). 
Conclusion 3: In Release 18 the mapping from end-to-end max-latency to 5GS maximum delay and end-to-end max-loss to 5GS PER can be left for local configuration performed either by the DetNet Controller or the TSCTSF. This can be done even utilizing the current IETF DetNet YANG data model and “local knowledge”. For possible 3GPP or IETF work on extended and new data models to address the issue more formally, it is proposed to create an LS to IETF to explain the situation and ask their view if the issue is very 3GPP specific in which case 3GPP should work on the data model extensions or whether the IETF sees it as a more general issue in which case the IETF would be a more proper venue for the work. 

What is role of routing protocol/routing information?
In centrally configured DetNet networks it is in general enough that the Controller just learns the network topology, not necessarily the current routing state of the network. This is because the Controller is assumed to be able to enforce the path for the DetNet traffic flows by installing explicit routes for them. 
However, in 3GPP Rel-18 it is assumed the Controller cannot install explicit routes on the 5GS DetNet Node, but also all DetNet traffic flows will be forwarded according to the “normal” routing state in the 5GS. The Controller is still required to know and provide the ingress (source) and egress (destination) interfaces of the traffic flows to the 5GS DetNet Node. 
This can only work under special circumstances: First, there could not any be alternative paths via alternative egress interfaces from the 5GS DetNet Node to any IP destination prefix, as the DetNet controller would not be able to know or influence which interface is used. This would mean the 5GS DetNet Node could practically only have a single UPF N6-side interface. Also, it would not be possible to support topologies where the 5GS DetNet Node forwards any IP prefixes other than the one allocated to the UE itself via the UE side interfaces, as the Controller would not know via which UE side interfaces packets to (or even from) them are forwarded.
These limitations should be resolved by these methods:
· Allowing multiple UPF N6-side interfaces: If 5GS DetNet Node exposes its UPF N6-interface specific IP forwarding/routing tables, the Controller can see which N6-side egress interface is used for which destination prefix. The information would be sent from UPF/NW-TT to TSCTSF with PMIC or UMIC.
· Allowing additional IP prefixes behind the UE-side interfaces: If 5GS DetNet Node exposes the UE-interface specific Framed Route and IPv6 prefix delegation information, the Controller can see which UE-side egress interface is used for which destination prefix. This information would be exposed to TSCTSF by SMF or UDM.
Note that the UPF N6-side interface routing would not really be impacted by this as such. Its state would just be exposed to the TSCTSF and from there to the DetNet controller. Note also that without the Controller being able to install explicit routes, it seems only static routes would be feasible for DetNet traffic flow related IP prefixes in order to prevent the traffic path suddenly changing. Framed routing and IPv6 prefix delegation are already supported by the 5GS and it would be just required to expose this information to the TSCTSF.
TSCTSF would expose the information to the Controller using (e.g.) IETF RFC 8345 YANG data model.
In the longer term 5GS DetNet Node should support Controller provided explicit routes but this is out of scope of Release 18 according to the Study Item Description.
[bookmark: _Hlk106272802]Conclusion 4: It should be possible for UPF/NW-TT to provide UPF N6-interface specific IP routing/forwarding table entries to TSCTSF, and SMF/UDM to provide UE-interface specific IP framed route and IPv6 prefix delegation information to TSCTSF. This would allow TSCTSF to expose this information to the DetNet Controller using (e.g.) RFC 8345 YANG data model, and the Controller to use this information in all cases to determine the correct ingress and egress interfaces for the DetNet traffic flows.

Should there be an NW-TT?
Regardless of whether only interface and topology (neighbor) or also routing/forwarding related information is provided from the UPF N6-side interfaces to the Controller, the information has to be first provided from the UPF to the TSCTSF. In many solutions this is assumed to be provided using similar PMIC or UMIC containers as in Release 16 TSN and Release 17 TSC support. In some solutions it is proposed that the entity providing the information logically separate from UPF and called NW-TT as in Release 16 and 17, while in other solutions it is proposed that no NW-TT is necessary for Release 18 DetNet support and the UPF can provide information directly.
It is true that Release 18 DetNet will not require any similar User Plane packet processing or manipulation as done in Release 16 TSN for the Time Aware Shaper or in Release 16 and 17 for (g)PTP. Only exposure of information is required, there is no configuration either. It seems however most consistent with the TSC work done in earlier releases that also in DetNet the entity providing the information and thus interfacing with UPF’s N6 IP and Layer 2 interface information and generating the Management Information Containers is still kept logically separate from the UPF and called NW-TT.
Conclusion 5: It is proposed that the entity exposing 5GS DetNet Node and its N6 interface related information via PMIC or UMIC is still kept logically separate from the UPF and called NW-TT in a consistent manner with the Release 16 TSN and Release 17 TSC related definitions.  

What type of network topologies should be supported behind the UE-side interfaces and what information 5GS should expose to the Controller about the UE-side interfaces?
Solution #1 states the following:
	The interfaces of the 5GS acting as a DetNet node can be reported based on the YANG model in RFC 8344 [6]. That model is in turn based on RFC 8343 [7]. The model includes for each interface
-	if-Index and name to identify the interface (see below for more details);
-	type of the interface, which can identify whether it is a 3GPP interface on the device side or a fixed interface on the network side;
-	IP address and subnet;
-	when available in the case of network side interfaces, list of neighbour IP address and link layer address (which could be based on ARP or IPv6 neighbour discovery). In the case of device side interfaces the solution does not assume neighbours; only the hosts that are reachable with the assigned IP address(es) on the given PDU Session are reachable.
It seems to be a major limitation if 5GS DetNet integration can only support network topologies where the Application Endpoint runs in the same device as the UE and it is not possible to support topologies where the UE is integrated with a Router and has additional IP subnets/prefixes connected to it via Ethernet or other non-3GPP interfaces. 
Release 16 5GS Bridge type of solution where the UE and DS-TT together form an Ethernet-based port for the 5GS Bridge is not feasible to follow as UE (and DS-TT) impacts are out of scope for Release 18.
Exposing framed route and IPv6 prefix delegation information about the UE-side interface to the TSCTSF and from TSCTSF to the Controller via RFC 8345 YANG data model as proposed in Conclusion 5 seems to address this issue partially. The Controller can with that information e.g. map DetNet DL traffic flow destination IP addresses to correct 5GS DetNet Node UE-side egress interfaces,  even if the IP addresses are from IP prefixes located behind the UE in the network topology (for example corresponding to Framed Routes). 
It would however be also useful to support topology discovery for the case where 5G UE device implements IP router functionality and exposes its interface and topology information to the DetNet controller separately from the 5GS DetNet Node. There special care should be paid to how each node reports its 3GPP interface information so that the Controller can link them as neighbours. It should be noted that in that model the UE logically belongs to the 5GS DetNet Node and the link between the 5GS DetNet Node and the separate 5GS UE Device Router Node resides logically inside the physical device as depicted below.


 While it is out of scope of 3GPP Release 18 what the “5G Mobile Device Logical DetNet Node” will report about its 3GPP interface, the goal should be that both sides report consistently using RFC 8343 and 8344 YANG data models.
On the IP layer each side basically only has the UE IP address or UE IPv6 prefix as known identifiers for the interface. There are many approaches to use and interpret them. For instance:
5GS DetNet Node reports: 
· Interface-type=”3GPP”, Role=”Network”, IP-address=”[UE IP address]”, Prefix=”[UE Prefix]”
The Mobile Device Router reports:
· Interface-type=”3GPP”, Role=”UE”, IP-address=”[UE IP address]”, Prefix=”[UE Prefix]”
where Role would be new 3GPP-defined YANG model extension for “3GPP” interface type. The controller would be able to explicitly link the interfaces with this information. 
NOTE: This mechanism does not require UE updates.
There are also other approaches how to use or extend the RFC 8343 and/or 8344 data models for this purpose. It seems also in this case it might be best to explain the issue to IETF and ask if there is already a best practice solution for it or whether 3GPP should work on an extension related to the “3GPP” interface type.
Conclusion 6: It should be possible to support DetNet network topologies where there are external IP hosts or IP routers connected to the 5GS DetNet Node UE-side interfaces, and where 5GS forwards multiple IP prefixes to the UE side interface, not just the IP address/prefix allocated to the UE. One step to address this is already included in Conclusion 5, namely exposing the UE-related framed route and IPv6 prefix delegation information to the TSCTSF and the DetNet controller. The other step needed is to agree how best using RFC 8343 and 8344 YANG data models 5GS DetNet Node and a 5G Mobile Router should report their “3GPP” interface information so that the Controller can link the interfaces in its topology view. It is proposed to ask guidance on this from the IETF and based on that potentially define a 3GPP-specific YANG data model for the “3GPP” interface type according to RFC 8343.   

Which information is exposed from 5GS to the DetNet controller?
The 5GS DetNet Node exposes its information as a router on a per UPF granularity by the TSCTSF to the DetNet controller. The 5GS DetNode has both UPF N6 side interfaces and UE side interfaces. 
The following information may be reported from TSCTSF to DetNet controller for each UPF N6 side interface:
· Type of interface 
· MAC address 
· IP address
· IP Prefix
· Neighbor MAC and IP addresses
· MTU size
· IP forwarding table entries where this interface or one of its directly connected neighbors is the next hop. 
The information is exposed to the Controller using RFC 8343, 8344 and 8345 YANG data models.
 The following information may be reported from TSCTSF to DetNet controller for each UE side interface:
· Type of interface = “3GPP” (or any new type identifier allocated for this purpose)
· Information specific to “3GPP” interface type, i.e., Role=”Network”
· For IPv4: UE IPv4 address
· For IPv6: UE interface id and IPv6 Prefix
· MTU size
· IP forwarding table entries where this interface is the next hop based on framed route and IPv6 prefix delegation information. 
The information is exposed to the Controller using RFC 8343, 8344 and 8345 YANG data models with possible 3GPP defined extensions for the new “3GPP” interface type.



2. Proposal
We propose to add conclusions in 23.700-46 as follows. 
***** START CHANGE ******
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[bookmark: _Toc16839391][bookmark: _Toc22192659][bookmark: _Toc23402397][bookmark: _Toc23402427][bookmark: _Toc96953232][bookmark: _Toc96953305]7.1	General
The following bullet points summarize the principles for the way forward:
1. YANG models over Netconf or Restconf are used between the TSCTSF and the DetNet controller. 
2. 3GPP does not standardize any signalling mechanism to include the NEF into the signalling path between the TSCTSF and the DetNet controller. If NEF functionality is desired, the relevant functions such as the authentication, authorization and potential throttling of signalling can be achieved by including such functionality in the TSCTSF depending on the needs of the given deployment.
3. The TSCTSF terminates the interface towards the DetNet controller. The TSCTSF collects and provides exposure information to the DetNet controller. 
4. YANG extensions that allow the DetNet controller to explicitly provide (5GS) DetNet Node traffic requirements may be used if IETF endorses this mechanisms early enough (if IETF answers in Q4 2022 to a LS discussing the topic). Otherwise, The TSCTSF may use the e2e traffic requirements in the YANG configuration, and based on a pre-configured mapping, derive 5GS DetNet Node requirements from them. Alternatively, the Controller may provide the TSCTSF with 5GS DetNet Node specific requirements using the existing IETF YANG model and a local deployment specific interpretation..
5. It should be possible for the 5GS DetNet Node to have multiple UPF N6 side interfaces connected to a DetNet network. With such topology the same IP address or IP prefix is potentially reachable via multiple 5GS DetNet Node interfaces. To facilitate this, the UPF N6 side interfaces’ IP routing/forwarding tables are exposed from UPF (NW-TT) to the TSCTSF and from the TSCTSF to the DetNet controller.
6. It should be possible for the 5GS DetNet Node to have UE side interfaces that are not only connected to an UE device acting as an IP host or DetNet end system, but also connected to an UE device acting as a IP Router or DetNet node that connects to further IP hosts or routers. This means that 5GS DetNet Node will have to be able to forward via its UE side interface IP packets destined not only to the UE’s IP address or prefix but also to other IP prefixes according to 3GPP framed routes or prefixes delegated to the UE by IPv6 prefix delegation. To facilitate this, the framed route and IPv6 prefix delegation information is exposed by the SMF to the TSCTSF and by TSCTSF to the DetNet controller. The 5GS DetNet Node has also to report its UE side interface information in such a manner that when the UE device acting as an IP router reports about its 3GPP interface, the DetNet controller can link the two interfaces as interconnected. For this IETF should be contacted to check if the issue is 3GPP specific and there would be no similar work done in IETF for the general purpose.
7. As the DetNet controller learns the 5GS DetNet Node IP routing/forwarding state, it is always able to determine the 5GS DetNet Node ingress and egress interfaces for any DetNet traffic flow. In addition, as the TSCTSF has the same information, it is also possible for it to verify whether the explicit routing information provided by the DetNet controller is in line with the 5GS routing. Apart from the verification, the 5GS routing is not modified by the DetNet controller , in line with the agreed scope of the work. 
8. The following figure illustrates the DetNet architecture including the 5GS DetNet Node. 
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7.2	Key Issue #1: 5GS DetNet node reporting
The 5GS is exposed by the TSCTSF to the DetNet controller as a router on a per UPF granularity. The node may be identified by a Node ID. The interfaces correspond to the PDU Sessions and to the network side interfaces. Each interface is identified by an interface identifier. 
The following information may be reported from TSCTSF to DetNet controller for each UPF N6 side interface:
· Type of interface 
· MAC address 
· IP address
· IP Prefix
· Neighbor MAC and IP addresses
· MTU size
· IP forwarding table entries where this interface or one of its directly connected neighbors is the next hop. 
The information is exposed to the Controller using RFC 8343, 8344 and 8345 YANG data models.
 
The following information may be reported from TSCTSF to DetNet controller for each UE side interface:
· Type of interface = “3GPP” (or any new type identifier allocated for this purpose)
· Information specific to “3GPP” interface type, i.e., Role=”Network”
· For IPv4: UE IPv4 address
· For IPv6: UE interface id and IPv6 Prefix
· MTU size
· IP forwarding table entries where this interface is the next hop based on framed route and IPv6 prefix delegation information. 
The information is exposed to the Controller using RFC 8343, 8344 and 8345 YANG data models with possible 3GPP defined extensions for the new “3GPP” interface type.
The TSCTSF collects the information from the UPF/NW-TT and the SMF re-using the existing procedures in Rel-17 TSC, with the addition of new parameters as needed. 

7.3	Key Issue #2: Provisioning DetNet configuration from the DetNet controller to 5GS
The parameters are mapped in the TSCTSF as follows. 
· Max-latency to Required delay
· Min-bandwidth to GFBR
· Max-loss to Required PER (new in Rel-18)
· Max-consecutive-loss-tolerance to Survival time – when such mapping is possible, such as when there is only a single packet per interval. 
· Interval to Periodicity (in TSC info)
· max-pkts-per-interval * max-payload-size to Max burst size
· max-pkts-per-interval * max-payload-size / Interval to MFBR
· DetNet flow specification to 3GPP flow description (also including the DSCP value and optionally IPv6 flow label and IPsec SPI)
The TSCTSF uses the identity of the incoming and outgoing interfaces to determine the affected PDU Session(s) and whether the flow is uplink or downlink. The TSCTSF also determines if the flow is UE to UE in which case two PDU Sessions will be affected for the flow; in that case the TSCTSF breaks up the requirements to individual requirements for the PDU Sessions. The TSCTSF provides the parameters to the PCF re-using the existing procedures in Rel-17 TSC, with the addition of new parameters as needed.



[bookmark: _Toc97294707][bookmark: _Toc104894934]8.X	Key Issue #<X>: <Key Issue Title>
Editor's note:	This clause will capture conclusions for Key Issue #<X>.
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