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	Reason for change:
	#1 Clause 5.1.4.3.2 states “The 5G ProSe UE-to-Network Relay can be configured to use a set of slices supporting Control Plane based security procedure”, however it is not clear how the Relay is configured. It is our assumption that the S-NSSAI(s) that support CP-based security procedure need to be configured as part of ProSe policy.  
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When RSCs w/wo CPSI are supported, the Relay UE can select the RSC based on network preference (if provided). 
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· relay UE needs to support NAS over NAS;
· remote UE and relay UE need to support new PC5-S signaling to exchange EAP messages. 
It does not make sense for the Core Network to provision RSC with CP security indicator to a UE that does not support the corresponding functionality. 
It is proposed that UE provide the support of CP-based security to the AMF which is then forwarded to the PCF.
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	Consequences if not approved:
	Function not working as intended, risk of no Relay service

	
	

	Clauses affected:
	5.1.4.1, 5.1.4.3.1, 5.1.4.3.2, 6.6.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ...

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ...

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc20203939][bookmark: _Toc27894624][bookmark: _Toc36191691][bookmark: _Toc45192777][bookmark: _Toc47592409][bookmark: _Toc51834490][bookmark: _Toc83303923]* * * Start of Changes * * * 
[bookmark: _Toc66701831][bookmark: _Toc69883489][bookmark: _Toc73625499][bookmark: _Toc106169786][bookmark: _Toc66692654][bookmark: _Toc66701833][bookmark: _Toc69883491][bookmark: _Toc73625503][bookmark: _Toc106169790]5.1.4.1	Policy/Parameter provisioning for 5G ProSe UE-to-Network Relay
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for acting as a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay when "served by NG-RAN":
-	PLMNs in which the UE is authorized to relay traffic for 5G ProSe Layer-3 and/or Layer-2 Remote UEs.
	The authorisation for a UE to act as a 5G ProSe UE-to-Network Relay also authorizes the use of 5G ProSe UE-to-Network Relay Discovery with Model A and Model B.
NOTE 1:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relay:
-	Includes the parameters that enable the UE to perform 5G ProSe UE-to-Network Relay Discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer Indicator(s), Control Plane Security Indicator, Preference of security procedure, S-NSSAI(s) supporting Control Plane based security procedure); 
tThe UE-to-Network Relay Layer Indicator indicates whether a particular RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. 
If the Control Plane Security Indicator is provided for a particular RSC, it indicates that security procedure may beis performed over control plane as described in clause 5.1.4.3.2. If the Control Plane Security Indicator is not provided for a particular RSC, it indicates that security procedure is performed over user plane as described in clause 5.1.4.3.3.
S-NSSAI(s) supporting Control Plane based security procedure is used in network slice selection (see clause 5.1.4.3.2). 
Preference of security procedure indicates which is preferred, Control Plane security procedure or User Plane security procedure (see clause 5.1.4.3.2).
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Announcement and Relay Discovery Additional Information messages and receiving Relay Discovery Solicitation messages;
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
NOTE 2:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe UE-to-Network Relay, except for the Security parameters in bullet 2).
3)	For 5G ProSe Layer-3 UE-to-Network Relay, QoS mapping(s):
-	Each QoS mapping entry includes:
-	a mapping between a 5QI value and a PQI value;
-	a PQI PDB adjustment factor, for the PC5 communication for the 5G ProSe Layer-3 UE-to-Network Relay operation;
-	optional the Relay Service Code(s) associates with the QoS mapping entry.
4)	For 5G ProSe Layer-3 UE-to-Network Relay to relay Ethernet or Unstructured traffic from 5G ProSe Layer-3 Remote UE by using IP type PDU Session:
-	Mapping of ProSe Service(s) to ProSe Application Server address information (consisting of IP address/FQDN and transport layer port number).
5)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for using a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay:
-	For 5G ProSe Layer-3 Remote UE, indicates whether the UE is authorised to use a 5G ProSe Layer-3 UE-to-Network Relay.
-	For 5G ProSe Layer-2 Remote UE, indicates the PLMNs in which the UE is authorized to use a 5G ProSe Layer-2 UE-to-Network Relay.
	The authorisation for a UE to act as a 5G ProSe Remote UE also authorizes the use of 5G ProSe UE-to-Network Relay discovery with Model A and Model B.
NOTE 3:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	Policy/parameters for 5G ProSe UE-to-Network Relay Discovery:
-	Includes the parameters for 5G ProSe Relay Discovery and for enabling the UE to connect to the 5G ProSe UE-to-Network Relay after discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer indicator(s), Control Plane Security Indicator); the UE-to-Network Relay Layer Indicator indicates whether a particular RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. If the Control Plane Security Indicator is provided for a particular RSC, it indicates that security procedure is performed over control plane as described in clause 5.1.4.3.2. If the Control Plane Security Indicator is not provided for a particular RSC, it indicates that security procedure is performed over user plane as described in clause 5.1.4.3.3.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Solicitation messages and receiving Relay Discovery Announcement and Relay Discovery Additional Information messages;
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic without using N3IWF access, or an indication of N3IWF access, for each ProSe Relay Service Code;
-	For 5G ProSe Layer-3 UE-to-Network Relay, optionally the ProSe application Traffic Descriptor(s) (as defined in TS 23.503 [9]) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
3)	Policy/parameters for N3IWF selection for 5G ProSe Layer-3 Remote UE:
-	N3IWF identifier configuration for 5G ProSe Layer-3 Remote UE (either FQDN or IP address) in the HPLMN.
-	5G ProSe Layer-3 UE-to-Network Relay access node selection information - a prioritized list of PLMNs for N3IWF selection. It also indicates if selection of an N3IWF in a PLMN should be based on Tracking Area Identity FQDN or on Operator Identifier FQDN.
NOTE 4:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe Remote UE, except for the Security parameters in bullet 2).
4)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay as well as in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Radio parameters for 5G ProSe UE-to-Network Relay Discovery when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Discovery over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
-	Default PC5 DRX configuration (see TS 38.331 [16]).
2)	Radio parameters for 5G ProSe UE-to-Network Relay communication when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Communication over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
NOTE 5:	The validity time of these radio parameters is the same as the validity time of the Policy/Parameter listed above for 5G ProSe UE-to-Network Relay or 5G ProSe Remote UE.
3)	Policy/parameters related to privacy:
-	A privacy timer value indicating the duration after which the UE shall change each source Layer-2 ID self-assigned by the UE when privacy is required.
* * * Next Changes * * * 
5.1.4.3	Network controlled security procedures for 5G ProSe UE-to-Network Relay
[bookmark: _Toc106169791]5.1.4.3.1	General
Security procedures over Control Plane and User Plane are specified for 5G ProSe UE-to-Network relaying in TS 33.503 [29].
When security procedures are supported over both the Control Plane and the User Plane, the network may provide a preference (as specified in clause 5.1.4.1) which security procedure is preferred.  If there is no network preference, the decision is up to UE implementation.
[bookmark: _Toc106169792]5.1.4.3.2	Control Plane based security procedures for 5G ProSe UE-to-Network Relay
Control Plane-based security procedures for 5G ProSe UE-to-Network Relay call flow and procedure is defined in TS 33.503 [29]. It is characterised by the following principles:
-	5G ProSe UE-to-Network Relay's NAS signalling is used for the control plane based security procedure to authentice and authorize a 5G ProSe Remote UE.
-	The 5G ProSe UE-to-Network Relay can be configured to use a set of slices supporting Control Plane based security procedure. An AMF supporting Control Plane based security procedure for 5G ProSe UE-to-Network Relay is selected as part of the slice. The 5G ProSe UE-to-Network Relay enabled UE shall only include in discovery messages the RSCs with the Control Plane Security Indicator set, as specified in clause 5.1.4.1, in addition to the RSC(s) without Control Plane Security Indicator when the requested slice(s) corresponds to Control Plane based security procedure is(are) accepted. The Remote Relay UE shall use the control Plane security when if these RSCs with Control Plane Security Indicator set is were used by the Remote UE to establish the connection. Otherwise, if RSC without Control Plane Security Indicator is used by the Remote UE to establish the connection, the Remote Relay UE shall use the user Plane security procedure.
-	The AMF serving the 5G ProSe UE-to-Network Relay selects AUSF as specified in clause 6.3.4 of TS 23.501 [4] using the identification information the 5G ProSe Remote UE provided as specified in clause 6.3.3.3.2 of TS 33.503 [29].
-	If the 5G ProSe Remote UE is configured by HPLMN to use control plane security procedure, the 5G ProSe Remote UE's HPLMN AUSF shall support control plane based security procedure.
-	If a network intends to use control plane security procedures, then all the AMFs or the all AMFs within the network slices that the 5G ProSe UE-to-Network Relay uses shall support the control plane based security procedures.
NOTE:	If the control plane security procedure is not supported or fails, then the 5G ProSe Remote UE can select another 5G ProSe UE-to-Network Relay or user plane based security can be used.
[bookmark: _Toc106169793]5.1.4.3.3	User Plane based security procedures
User Plane-based security procedures for 5G ProSe UE-to-Network Relay are defined in TS 33.503 [29].


* * * Next Changes * * * 
[bookmark: _Toc66692740][bookmark: _Toc66701922][bookmark: _Toc69883601][bookmark: _Toc73625628][bookmark: _Toc106169932]6.6.2	Registration procedure
The Registration procedure for UE is performed as defined in TS 23.502 [5] clause 4.2.2.2 with the following additions:
-	The UE includes the 5G ProSe Capability as part of the "5GMM capability" in the Registration Request message. The AMF stores the 5G ProSe Capability for 5G ProSe operation.
-	The 5G ProSe Capability indicates whether the UE supports one or more of the following ProSe capabilities:
-	5G ProSe Direct Discovery;
-	5G ProSe Direct Communication;
-	5G ProSe Layer-2 UE-to-Network Relay;
-	5G ProSe Layer-3 UE-to-Network Relay;
-	5G ProSe Layer-2 Remote UE; and
-	5G ProSe Layer-3 Remote UE; and.
-	5G ProSe UE supporting Control Plane security procedure.
-	The AMF obtains the 5G ProSe subscription data as part of the user subscription data from UDM during UE Registration procedure using Nudm_SDM service as defined in clause 4.2.2.2.2 of TS 23.502 [5].
-	The AMF determines whether the UE is authorised to use 5G ProSe services based on UE's 5G ProSe Capability and the ProSe Service Authorisation included in the subscription data received from UDM as specified in clause 5.7. ProSe NR UE-PC5-AMBR is also provided to the AMF as part of the subscription data for 5G ProSe services. The AMF stores the authorized 5G ProSe Capability.
-	The AMF sends the authorized 5G ProSe Capability for 5G ProSe operation to PCF. Based on the received 5G ProSe Capability from the AMF, the PCF provides the PC5 QoS parameters for 5G ProSe to AMF. The AMF stores such information as part of the UE context.
-	If the UE is authorised to use 5G ProSe services, then the AMF shall include in a NGAP message sent to NG-RAN:
-	"5G ProSe authorised" information, including one or more of the following:
-	whether the UE is authorized to use 5G ProSe Direct Discovery;
-	whether the UE is authorized to use 5G ProSe Direct Communication;
-	whether the UE is authorized to act as a 5G ProSe Layer-2 UE-to-Network Relay;
-	whether the UE is authorized to act as a 5G ProSe Layer-3 UE-to-Network Relay;
-	whether the UE is authorized to act as a 5G ProSe Layer-2 Remote UE.
-	ProSe NR UE-PC5-AMBR, used by NG-RAN for the resource management of UE's PC5 transmission for 5G ProSe services in network scheduled mode.
-	the PC5 QoS parameters for 5G ProSe used by the NG-RAN for the resource management of UE's PC5 transmission for ProSe services in network scheduled mode.
-	If the UE is authorised to use 5G ProSe services, then the AMF should not initiate the release of the signalling connection after the completion of the Registration procedure. The release of the signalling connection relies on the decision of NG-RAN, as specified in TS 23.502 [5].

* * * End of Changes * * * 

