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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Per-QoS Flow User Plane Security Control
Acronym: TEI18_QUPSEC
Unique identifier: 
Potential target Release:
Rel-18
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)
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Classification of the Work Item and linked work items
2.1
Primary classification
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	N/A
	


Dependency on non-3GPP (draft) specification: 
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Justification
According to TS 23.501 clause 5.10.3, the use of User Plane (UP) integrity protection and UP confidentiality protection on the radio interface is controlled by 5GC with the use of the User Plane Security Enforcement (UPSE) information that 5GC provides to NG-RAN: 
The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on the PDU Session.

-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.

-
Not Needed: UP confidentiality shall not apply on the PDU Session.

The granularity for application of the UPSE information today is on per-PDU Session basis.
In many cases the user plane traffic is encrypted in end-to-end manner between the application client in the UE and the application server in the data network. In such cases the use of the UP integrity protection and UP confidentiality protection does not bring much value, while it requires the UE and the gNB to unnecessarily waste processing resources for ciphering and deciphering, as well as for calculation of the message authentication codes on per packet basis. With the ever-increasing data rates of service data flows it is expected that the avoidance of unnecessary processing for user plane security will be beneficial for both the UEs and the gNBs.
Conversely, in some cases the AF may want to make sure that 5GS will activate user plane security on the radio interface. This would be useful for the cases where the User Plane Security Enforcement information (currently determined based on subscription and the DNN/S-NSSAI) is defaulted to “Preferred” or “Not Needed”. In this case the AF request would guarantee the activation of UP security for the related radio bearer, while the remaining traffic on the PDU Session remains without UP security on the radio. 
This work item proposes to add a finer granularity control for the UP security on per-QoS Flow basis.
According to TS 38.300 clause 13.1, the ciphering and integrity protection can already today be configured per DRB:
NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Ciphering and integrity protection can be configured per DRB but all DRBs belonging to a PDU session for which the User Plane Security Enforcement information indicates that UP integrity protection is required (see TS 23.502 [22]), are configured with integrity protection.
The added restriction that all DRBs belonging to the same PDU Session need to have a common setting for integrity protection stems from the fact that the UPSE information provided by 5GC to NG-RAN is on per-PDU Session basis, rather than being constrained by the RRC signalling.

In the understanding of the proponents the change of granularity for the UPSE information on per-QoS Flow basis does not have impact on the UE.
4
Objective

The objective of this work item is to enhance the 5G core network and NG-RAN for support of User Plane security control on per-QoS Flow basis.
Specific objectives for this work item consist of making the following changes to TS 23.501, TS 23.502 and TS 23.503:

-
An indication on N33 whereby the AF indicates that:

-
specific traffic flows associated with a traffic descriptor do not need activation of user plane security on the radio interface e.g. because they are encrypted end-to-end.

-
specific traffic flows associated with a traffic descriptor require mandatory activation of user plane security on the radio interface. 

-
Conveyance of this indication to the PCF and the SMF.
-
Descriptive text that the SMF may, based on this indication, request a new QoS Flow, to segregate the SDFs with different UP security requirements on the radio from other SDFs with the same QoS requirements.
-
SMF forwards an indication related to the User Plane Security on per-QoS Flow basis to NG-RAN inside the N2 SM information.  

-
Clarification of the interaction between the existing UPSE information on per-PDU Session basis and the indication related to UP security on per-QoS Flow basis.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 23.501
	Introduction of per-QoS Flow User Plane security control
	TSG#99 (Mar 2023)
	

	TS 23.502
	Introduction of per-QoS Flow User Plane security control
	TSG#99 (Mar 2023)
	

	TS 23.503
	Introduction of per-QoS Flow User Plane security control
	TSG#99 (Mar 2023)
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Work item Rapporteur(s)
Sašo Stojanovski (saso.stojanovski@intel.com)
7
Work item leadership

SA2
8
Aspects that involve other WGs
The security aspects need to be checked by SA3.
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Supporting Individual Members
	Supporting IM name

	Intel

	

	

	

	

	

	

	


