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Abstract of the contribution: This paper proposes a partial conclusion for key issue 2 focusing on how to select an N3IWF that supports the S-NSSAI(s) needed by the UE.
1.
Discussion
1.1
Solution overview: selection of an N3IWF that supports the S-NSSAI(s) needed by the UE

Solutions submitted for key issue 2 that deal with selecting an N3IWF that supports the S-NSSAI(s) needed by the UE can be categorized as follows:

-
UE configuration-based

-
Query based

-
Redirection based

The following sections analyze the solutions that have been proposed for each of these categories. Based on this, section 1.5 proposes a way forward.

1.2
UE-configuration-based solutions
This section focuses on Solution 15 (with the changes proposed by S2-2200xx [1], i.e., with some principles of Solution 16 merged into Solution 15). Note that the redirection aspects of Solution 15 are discussed in Section 1.4.
The key idea of Solution 15 is to extend ANDSP with information to enable the UE to directly select an N3IWF that supports the S-NSSAIs that the UE intends to access, i.e., the S-NSSAIs that the UE will include in the Requested NSSAI in the subsequent Registration Request message.

If a UE does not yet have slice-specific N3IWF selection information for the selected PLMN, the UE will use the existing Pre-Rel-18 N3IWF selection procedures as described in Rel-17 TS 24.502 clauses 7.2.4.3 and 7.2.4.4.

If as part of this the UE selects an N3IWF that does not support at least one of the S-NSSAIs requested by the UE, then the AMF establishes the UE AM Policy Association Establishment procedure to provide the UE with updated N3IWF selection information before rejecting the UE’s Registration request. Based on the updated N3IWF selection information, the UE will then perform N3IWF selection again to select an N3IWF that supports the slices needed by the UE.
The key benefit of this solution is that the UE can directly select an N3IWF that supports the required slices once the UE has been provided with slice-specific N3IWF selection information for the selected PLMN, i.e., without any additional signalling after the UE has been provided once with slice-specific N3IWF selection information for a PLMN.

In addition, it is worth mentioning that the solution has only minor network impact as it reuses the existing URSP delivery mechanism by which the (V-)PCF can already provide ANDSP to the UE and that it requires only minor modifications to the N3IWF selection procedure.
Observation 1: The key benefit of Solution 15 is that the UE can directly select an N3IWF that supports the required slices once the UE has been provided with slice-specific N3IWF selection information for the selected PLMN (no additional signaling after the UE has been provided once with slice-specific N3IWF selection information for a PLMN). In addition, Solution 15 has only minor network impacts as it reuses the existing URSP delivery mechanism by which the (V-)PCF can already provide ANDSP to the UE and it requires only minor modifications to the N3IWF selection procedure.
1.3
Query-based solutions

The key idea of the query-based solutions is to have the UE query the network before-hand, i.e., before selecting an N3IWF, to determine which slices are supported by which N3IWF. Based on this, the UE then selects an N3IWF that supports the slices needed by the UE.
Different options for querying the network have been proposed: 
-
Solution 13 proposes that UEs first determine all candidate N3IWFs using the Pre-Rel-18 N3IWF discovery mechanisms and then query those N3IWFs for the slices supported by each N3IWF.
-
Solution 14 proposes that UEs query a new Access Network (AN) NRF for the slices supported by the N3IWFs in the selected PLMN.
The query-based solutions have the following issue:
N3IWF and AN NRF (as proposed by Solution 13 and 14, respectively) do not have access to subscription information as they do not have access to the UDM. As a result, N3IWF and AN NRF cannot determine which slices a given UE is allowed to access. This implies that the Need-to-know principle cannot be enforced: neither N3IWF nor AN NRF can limit the information about slices supported by the different N3IWFs to the slices that the UE is allowed to access.

As a result, a UE can query the network about all slices deployed in the network, not just the slices that the UE is allowed to access.
In other words, the query-based solutions enable UEs to build a complete network map consisting of all deployed N3IWFs and the slices supported by each of those. This is not acceptable from a security perspective.
Observation 2: The query-based solution 13 and 14 violate the Need-to-know principle as they enable UEs to build a complete network map consisting of all deployed N3IWFs and the slices supported by each of those. This is not acceptable from a security perspective.
1.4
Redirection-based solutions

The key idea of the redirection-based solutions is that the AMF determines if the N3IWF selected by the UE supports the slices needed by the UE. If not, then the AMF redirects the UE to a target N3IWF that supports the slices needed by the UE.
For redirection two options have been proposed:

- 
Solution 11 proposes to use extended IKE signaling, i.e., to include the IP address of the target N3IWF and the identity of the selected AMF in an IKE message to the UE. Based on this, the UE then restarts the IKE procedure towards the target N3IWF and provides the previously received AMF identity to the N3IWF. Based on the included AMF identity the target N3IWF selects the same AMF as was selected during the previous attempt. The registration procedure is interrupted and paused until the UE connects to the target N3IWF, i.e., the UE does not send a Registration Request message again on the target N3IWF.
-
Solution 15 proposes to use extended NAS signaling, i.e., to include the IP address of the target N3IWF in the Registration Reject message. Based on this, the UE then restarts the IKE procedure and the registration procedure using the target N3IWF.
The drawback of solution 11 is that the Registration procedure continues while the UE is being redirected to the target N3IWF as it implies that

-
the AMF needs to interrupt and pause the registration procedure while the UE is being redirected and needs to support finding the UE context of the paused procedure based on a new N3IWF Relocation Notify message (Step 14b in Solution 11) in order to then complete the paused registration procedure;
-
the UE needs to support pausing the NAS procedure while the underlying IKE/IPSec connection is being re-established.
The only benefit of nesting the IKE-based redirection into the Registration procedure, i.e., to pause the Registration procedure instead of re-starting the Registration procedure is that it saves one NAS message: The UE does not need to send the Registration Request message again on the target N3IWF.
From the author’s perspective, this benefit is too minor to justify the AMF, N3IWF and UE impacts that Solution 11 implies.
Observation 3: The only benefit of Solution 11 (compared to Solution 15) is that it saves one NAS message (the Registration Request message on the target N3IWF), which is not significant enough to justify the AMF, N3IWF and UE impacts that Solution 11 implies.
From UE and AMF perspective the most straight-forward and least impacting solution would be to restart both the IKE and the Registration procedure from scratch on the target N3IWF. 

This principle is followed by Solution 15, which proposes to restart the IKE procedure and the registration procedure using the target N3IWF address indicated to the UE using NAS signaling. Therefore, NAS-based redirection as proposed by Solution 15 is preferable compared to the redirection approach suggested by Solution 11.
Observation 4: The NAS-based redirection proposed by Solution 15 is the most straight-forward and least impacting solution as it is based on the principle to restart both the IKE and the Registration procedure from scratch on the target N3IWF. Therefore, NAS-based redirection as proposed by Solution 15 is preferable compared to the redirection approach suggested by Solution 11.
1.5
Conclusion

This paper has made the following observations:

-
Observation 1: The key benefit of Solution 15 is that the UE can directly select an N3IWF that supports the required slices once the UE has been provided with slice-specific N3IWF selection information for the selected PLMN (no additional signaling after the UE has been provided once with slice-specific N3IWF selection information for a PLMN). In addition, Solution 15 has only minor network impacts as it reuses the existing URSP delivery mechanism by which the (V-)PCF can already provide ANDSP to the UE and it requires only minor modifications to the N3IWF selection procedure.

-
Observation 2: The query-based solution 13 and 14 violate the Need-to-know principle as they enable UEs to build a complete network map consisting of all deployed N3IWFs and the slices supported by each of those. This is not acceptable from a security perspective.

-
Observation 3: The only benefit of Solution 11 (compared to Solution 15) is that it saves one NAS message (the Registration Request message on the target N3IWF), which is not significant enough to justify the AMF, N3IWF and UE impacts that Solution 11 implies.

-
Observation 4: The NAS-based redirection proposed by Solution 15 is the most straight-forward and least impacting solution as it is based on the principle to restart both the IKE and the Registration procedure from scratch on the target N3IWF. Therefore, NAS-based redirection as proposed by Solution 15 is preferable compared to the redirection approach suggested by Solution 11.

In summary, the UE-configuration-based approach is advantageous as it ensures the Need-to-know principle (in contrast to the query-based approach) and avoids additional signaling once the UE has been provided with slice-specific N3IWF selection information for the selected PLMN because the UE can directly select an N3IWF that supports the required slices (in contrast to the redirection-based approach).

Given this, this paper proposes to select Solution 15 as updated by S2-2200xxyy [1] as the way forward.

Proposal 1: Select the UE configuration-based approach defined in Solution 15 (as updated by S2-2200xxyy [1]) as the way forward.

One remaining aspect worth discussing is whether N3IWF redirection may be needed on top of the UE-configuration-based approach. Or in other words, whether there are any scenarios that cannot be solved using the UE-configuration-based approach.
Three scenarios have been raised in offline discussions:

-
Scenario 1: UEs select a wrong N3IWF (an N3IWF that does not support any of the slices requested by the UE) because the UEs have not yet received slice-specific N3IWF selection information for the selected PLMN or because the UEs may have outdated slice-specific N3IWF selection information;
-
Scenario 2: UEs keep selecting a wrong N3IWF because they do not support the new slice-specific N3IWF selection information;
-
Scenario 3: UEs keep selecting a wrong N3IWF because the UEs do not support ANDSP and hence cannot be updated with slice-specific N3IWF selection information.
From the author’s perspective Scenario 1 is already addressed by the UE configuration-based approach because the AMF can establish the UE AM Policy Association Establishment procedure to provide the UE with updated N3IWF selection information before rejecting the UE’s Registration request. Based on the updated N3IWF selection information, the UE will then perform N3IWF selection again to select an N3IWF that supports the slices needed by the UE.
Scenario 2 is not specific to the UE-configuration-based approach. Scenario 2 is essentially the scenario of legacy UEs that do not support any Rel-18 enhancements. It is important to emphasize that this applies to all proposed solutions. Or in other words, it is not obvious why a UE would support NAS-based N3IWF redirection but would not support slice-specific N3IWF selection information. Therefore, Scenario 2 does not justify supporting NAS-based redirection on top of the UE-configuration-based approach.
Scenario 3 is not a valid scenario from the author’s perspective because ANDSP support is mandatory for UEs supporting non-3GPP access to 5GC according to TS 23.503 [2] clause 6.6.1.1, which states “If the UE supports non-3GPP access to 5GC, it shall support ANDSP.”.
In conclusion, at the time of writing the author is not aware of scenarios that justify introduction of NAS-based redirection in addition to the UE-configuration-based approach. However, if scenarios are discovered that cannot be solved using the UE configuration-based approach alone, then this paper proposes to select the NAS-based redirection in addition to the UE configuration-based approach as the way forward.
Proposal 2: Conclude for now that the UE configuration-based approach is sufficient. If scenarios are discovered that cannot be solved using the UE configuration-based approach alone, then this paper proposes to select the NAS-based redirection in addition to the UE configuration-based approach as the way forward.
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3.
Text proposal
This paper proposes to agree the following changes to TR 23.700-17.
>>>>BEGINNING OF CHANGES<<<<
8
Conclusions

8.1
Key Issue #2: How to select a TNGF/N3IWF that supports the S-NSSAI(s) needed by the UE
N3IWF selection that supports the S-NSSAIs needed by the UE is enabled based on extended UE configuration according to the following principles:
-
The H-PCF may provide the UE with the following information for the HPLMN (which the UE stores and applies as described further below):

-
Extended Home N3IWF identifier configuration (one or multiple entries)

-
FQDN or IP address of the N3IWF in the HPLMN and the S-NSSAIs supported by this N3IWF

-
Slice-specific N3IWF prefix information for the HPLMN (one or multiple entries)

-
List of supported S-NSSAIs

-
Prefix to be added to the existing Tracking Area (TA) or Operator Identifier (OI) FQDNs

-
The V-PCF may provide the UE with the following information for that VPLMN (which the UE stores and applies as described further below):

-
Slice-specific N3IWF prefix information for that VPLMN (one or multiple entries)

-
List of supported S-NSSAIs

-
Prefix to be added to the existing TA or OI FQDNs

NOTE 1:
It is assumed that the UE will indicate its supports of extended N3IWF configuration to the PCF. The details of the indication can be specified by CT1.

-
To enable the V-PCF to provide the UE with slice specific N3IWF configuration information, the AMF provides the V-PCF with the Configured NSSAI for the serving PLMN during UE Policy Association Establishment/Modification. The PCF (V-PCF in the roaming case) is assumed to be locally configured with information about the slices supported by the different N3IWFs in the serving PLMN.

NOTE 2:
The PCF already receives the subscribed NSSAI from the UDR, therefore there is no need for the AMF to provide the Configured NSSAI to the PCF in the non-roaming case.
-
N3IWF selection is performed as described in TS 24.502 [X] with the following modifications:
-
UE is located in its home country:

-
The procedures described in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 are applied with the following changes:

-
If the UE is configured with Extended Home N3IWF identifier configuration, then the UE uses the Extended Home N3IWF identifier configuration:

-
UE uses the FQDN or IP address from the Extended Home N3IWF identifier configuration that matches all (or most, in case there is no full match) of the S-NSSAIs that the UE is going to request in the subsequent Registration.

-
If the UE is not configured with Extended Home N3IWF identifier configuration and not configured with Rel-17 Home N3IWF identifier configuration but configured with slice-specific N3IWF prefix information for the HPLMN:

-
Whenever the UE constructs an N3IWF FQDN as per TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4, the UE first selects the Slice-specific N3IWF prefix information for the HPLMN that matches the S-NSSAIs the UE is going to request in the subsequent Registration procedure and adds the prefix to the Rel-17 TA or OI format FQDNs as follows:

-
<Prefix>.tac-lb<TAC-low-byte>.tac-hb<TAC-high-byte>.tac.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

-
<Prefix>.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

NOTE 3:
Which FQDN format (TA or OI) to construct follows the existing description in TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4.

-
If the UE has constructed an N3IWF FQDN including a prefix but the DNS does not return an IP address, then the UE attempts the same FQDN without the prefix.

-
If the UE is not configured with Extended Home N3IWF identifier configuration and not configured with Slice-specific N3IWF prefix information, then the existing procedures in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 apply.

-
UE is not located in its home country:

-
The procedures described in Rel-17 TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4 are applied with the following changes:

-
If the UE is configured with slice-specific N3IWF prefix information for the selected VPLMN:

-
Whenever the UE constructs an N3IWF FQDN as per TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4, the UE first selects the slice-specific N3IWF prefix information for the VPLMN that matches the S-NSSAIs the UE is going to request in the subsequent Registration procedure and adds the prefix to the Rel-17 TA or OI format FQDNs as follows:

-
<Prefix>.tac-lb<TAC-low-byte>.tac-hb<TAC-high-byte>.tac.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

-
<Prefix>.n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

NOTE 4:
Which FQDN format (TA or OI) to construct follows the existing description in TS 24.502 [X] clauses 7.2.4.3 and 7.2.4.4.

-
For selecting the slice-specific N3IWF prefix information for the VPLMN, the UE applies the S-NSSAIs valid in the VPLMN. 

-
If the UE has constructed an N3IWF FQDN including a prefix but the DNS does not return an IP address, then the UE attempts the same FQDN without the prefix.

-
If the UE determines that the visited country does not mandate the selection of N3IWF or ePDG in the visited country and if the N3AN node configuration information is not provisioned or the N3AN node configuration information is provisioned and the N3AN node selection information of the N3AN node configuration information excluding any PLMN in the list of "forbidden PLMNs for non-3GPP access to 5GCN" contains no PLMN in the visited country and the UE is configured with Extended Home N3IWF identifier configuration, then the UE uses the IP address or FQDN from the Extended Home N3IWF identifier configuration that matches the S-NSSAIs the UE is going to request in the subsequent Registration.

>>>>END OF CHANGES<<<<
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