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2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as preceding SI or a preceding WI (e.g. if further enhancing a feature).}
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3	Justification
[bookmark: _Hlk78619731]The 5GS procedure for secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session is described clause 4.6.6 of TS 23.501 and in clause 4.3.2.3 of TS 23.502.
In the “Reply LS on Secondary AUTH for 5GS interworking with EPS”, S2-2101305, SA2 wrote: “EAP based secondary authorization/ authentication has only been defined for 5GS and is thus not applicable to EPS in existing releases. SA2 expects that in case EAP based secondary authorization/ authentication is to be introduced in EPS it would require a new work item in SA2.”
23.502 reads (clause 4.11.0a.7)
In this version of the specification, secondary authentication with a DN-AAA server, as specified in clause 4.3.2.3, is not supported when the UE is in EPS. Secondary authorization (without authentication of the UE) with a DN-AAA server, as specified in clause 4.3.2.3, is supported when the UE is in EPS.
NOTE 1:	This implies that when data connectivity to the DN is initiated as a PDU session over 5GC it can be subject to EAP based secondary authentication mechanism (see TS 33.501 [15]) whereas, when data connectivity to the same DN is initiated as a PDN connection over EPC it cannot be subject to EAP based secondary authentication mechanism. This discrepancy occurs regardless of whether the data connection is later on moved between EPC and 5GC. 
Thus, support of EAP based secondary authentication mechanism in EPC interworking is a gap of pre R18 3GPP that this WID aims at solving.
R17 work on UAS introduced authentication & authorization for UAS over EPC: TS 23.256 figure 5.2.3.3-1 specifies the following


Figure 5.2.3.3-1: UUAA during Attach procedure in EPS
The technical solution to support Secondary authentication/authorization by a DN-AAA server in EPS that will be specified by the current TEI18 aims at reusing the same principles as used for authentication & authorization for UAS over EPC in TS 23.256
.
4	Objective
The support of secondary DN Authentication and authorization in EPC (interworking) cases will be specified based on following assumptions:
· A combo SMF+PGW-c is used to serve DNN(s) requiring Secondary authentication/authorization by a DN-AAA server. 
· For Secondary authentication/authorization by a DN-AAA server, the SMF+PGW-c runs the same procedures with PCF, UDM and DN-AAA and uses the same corresponding interfaces regardless of whether the UE is served by EPC or 5GC
· Only the interface towards the UE is different (usage of 4G NAS instead of 5G NAS) between the EPC and 5GC cases.
· The MME and SGW are not impacted by the procedure for Secondary authentication/authorization by a DN-AAA server. Specific exchanges between the UE and the SMF+PGW-c for Secondary authentication/authorization by a DN-AAA server are carried via PCO. This includes the support of EAP exchanges between the UE and the DN AAA server via the SMF+PGW-c
· As it is not possible to exchange PCO between the UE and the PGW without first establishing the PDN connection, the PDN connection is established before Secondary authentication/authorization by a DN-AAA server has taken place.
· When Secondary authentication/authorization by a DN-AAA server has successfully taken place, the SMF+PGW-c allows traffic exchange at the UPF and indicates to the UE that User plane traffic is now possible; 

.5 TU(s) are foreseen to complete this normative work.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	23.501
	support of secondary DN Authentication and authorization in EPC (interworking) cases
	SA#99
March 2023
	

	23.502
	support of secondary DN Authentication and authorization in EPC (interworking) cases
	SA#99
March 2023
	



6	Work item Rapporteur(s)
Laurent.thiebaut@nokia.com
7	Work item leadership
SA2

8	Aspects that involve other WGs
SA3 for security aspects. SA5 for management and charging aspects.
[bookmark: _Hlk71011168]
9	Supporting Individual Members 
	Supporting IM name

	Nokia
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	Orange
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