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Abstract of the contribution: This contribution provides a solution to KI#6
Discussion
The Key Issue #6 in the study on architectural enhancements for Personal IoT Networks deals with “Policy and parameters provisioning for PIN”. The diversity of Personal IoT Networks requires flexibility of provisioning parameters required for their operation. In certain types of Personal IoT Networks, the Application Function also plays a key role in provisioning some of the configuration parameters to PINs. 

This contribution proposes to introduce frameworks for static, semi-static and dynamic policy provisioning involving Application Function. 
Proposal

It is proposed to introduce the following solution to TR 23.700-88 v0.1.0.
*** Start of changes ***
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	1

5GC architecture enhancements to support PIN
	2

PIN and PIN Element discovery and selection
	3

Management of PIN and PIN Elements
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Communication of PIN
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Authorization for PIN
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Policy and parameters provisioning for PIN
	7
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*** Next change ***
6.X
Solution #X: Policy provisioning framework for PIN
6.X.1
Description
This solution addresses the key issue “Policy and parameters provisioning for PIN”. The solution presents a framework for policy and parameter provisioning for Personal IoT Networks. 

The policy and parameters for certain types of Personal IoT Networks (e.g., a smart home network) are heavily influenced by the Application Function (AF). It is foreseen that different AFs have varying requirements on how PIN policies are to be provisioned in the 5G network. Some types of PINs will work with pre-configured/pre-provisioned policy parameters. The traffic routing rules or other management parameters will not have any dynamic aspects. Any PIN created by authorized PEMCs will have the same characteristics. This is a static pre-provisioning of PIN policy parameters. 
In certain other types of PIN networks, there may be some static components of PIN policies. There will also be a set of dynamic parameters which AF will configure after a PIN is established. 

A third type of PIN networks will have all dynamic PIN policies. The PEMC may only have a minimum configuration to initiate establishment of a PIN. Further on, the policy and parameters for the PIN operation will be provisioned dynamically by the AF. 
This solution provides the framework for Policy provisioning in all three cases for PINs that rely on PIN AF or PIN MF. 

6.X.2
Procedures

A PEMC initiates PIN establishment only if it is authorized to act as a PEMC. The authorization for PEMC is provided based on UE subscription information during registration procedure.   
6.X.2.1 PIN Establishment with pre-provisioned PIN Policies 
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Figure 6.X.2.1‑1 PIN pre-provisioned policies
1. An AF uses parameter provisioning services to provide PIN policies. PIN policies could include PIN identifier policies, privacy policies and traffic routing policies. 

2. A UE capable of PEMC operation registers in the 5G network. AMF includes PEMC authorization as part of registration procedure. 

3. UE request PIN Policy provisioning to PCF. A UE may optionally include PIN AF identifiers to fetch the appropriate policies. 

4. PCF fetches PIN policies according to the UE’s subscription. PIN policies can include PIN identifier or policies for self-assigning PIN identifier, privacy policies, traffic routing policies. PIN policies could also include indication to inform 5GC about PIN creation. PCF delivers UE policies using the UE Configuration Update procedure defined in 4.2.4 in 3GPP TS 23.502.    

5. PIN elements are added to PIN network 

6. UE informs PIN establishment to AMF. AMF may provide further time and geographic restriction policies at this stage 
NOTE: The exact PIN policies provisioned by the AF may also be defined by other solutions to this Key Issue.
6.X.2.2 PIN establishment with dynamic Policy updates
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Figure 6.X.2.2-1 PIN dynamic policy updates
1. PEMC UE indicates PEMC capability to the AMF. The AMF provides PEMC authorization. AMF also indicates that PEMC UE is allowed for dynamic PIN creation. 
2. PIN is established 

3. The PIN related information is exchanged over application layer to PIN AF 

4. PEMC UE informs AMF of PIN establishment. PIN identifiers and UE identifiers for PEGC are informed to the AMF. AMF provisions basic PIN policy, including geographic area or time restrictions for operation. 

5. PIN AF derives the PIN policies specific to the MNO and updates it to PCF directly or through NEF.

6. PCF updates the policies (including privacy policies for PIN and PINE discovery) that have to be provisioned to the PEMC UE based on UE subscription data.

7. PCF triggers policy update to the PEMC UE. PCF delivers UE policies using the UE Configuration Update procedure defined in 4.2.4 in 3GPP TS 23.502. Traffic routing policies for PIN are delivered as URSP rules.
NOTE: The exact PIN policies provisioned/updated by the AF may also be defined by other solutions to this Key Issue.
6.X.2.3 PEMC initiated dynamic Policy retrieval 
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Figure 6.X.2.3-1 PIN initiated policy retrieval
1. PEMC UE registers with 5GC. The AMF provides PEMC authorization. AMF also indicates that PEMC UE is allowed for dynamic PIN creation.  
2. PIN is established 

3. PEMC UE informs AMF of PIN establishment. PIN identifiers and UE identifiers for PEGC are informed to the AMF. AMF provisions basic PIN policy, including geographic area or time restrictions for operation. 

4. AMF also generates event to notify PIN AF about PIN Creation.

5. PIN AF derives the PIN policies specific to this PIN instance and updates it to PCF directly or through NEF.

6. PCF updates the policies (including, privacy policies for PIN and PINE discovery) that have to be provisioned to the PEMC UE based on UE subscription data. PCF delivers UE policies using the UE Configuration Update procedure defined in 4.2.4 in 3GPP TS 23.502. Traffic routing policies for PIN are delivered as URSP rules.
NOTE: The exact PIN policies provisioned/updated by the AF may also be defined by other solutions to this Key Issue.
6.X.3
Impacts on Existing Nodes and Functionality
AMF: Handling of PEMC, PEGC authorization during registration. Handling of PIN establishment information, generating PIN establishment events towards AF.  
PCF: Handling PIN policy parameters from AF. Provisioning PIN policy parameters towards PEMC/PEGC UE.  
*** End of changes ***
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