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Abstract: This discussion paper aims at explaining NSSAA will fail or cause errors at NSSAAF/AAA-S when UE register to two PLMNs and proposes a simple fix with added PLMN ID in the messages to AAA-S. 
1. Discussion
1.1 Summary
1.
In NSSAA, the NSSAAF needs to exchange authentication messages with the AAA-S. These messages are identified by S-NSSAI and GPSI. When UE registers to two different PLMNs (same S-NSSAI and GPSI), the messages from the AAA-S are indistinguishable to the NSSAAF (EAP messages are transparent to NSSAAF). NSSAAF does not know to which AMF/PLMN to forward. 

2.
In addition, the two independent registration (incl. NSSAA) procedures require AAA-S to record two NSSAA statuses, as it is possible to have different outcomes for the two registrations. This either causes one PLMN’s NSSAA request to be rejected persistently or allows PLMN to access slice services without the knowledge of AAA-S.  

3. The NSSAA procedure was designed originally for single registration. However, UE can be served by different PLMNs/AMFs for 3GPP access and non-3GPP access. In Rel-17, the AAA-S triggered NSSAA re-authentication / revocation procedure was thus updated in TS23.502 (c.f. SP-210544) to take into account the two different AMF cases. However, the issue in the initial NSSAA has not been addressed and the messages exchanged with AAA-S are not updated.
4. This issue was discussed in both CT3 and SA3 meetings. One comment received in CT3 (from Ericsson) was “Need to 1stly discuss in stage 2 (especially SA3) to conclude normative requirement”. Another comment in SA3 (from Nokia) was “We acknowledge the problem and open to discussion of the solution, e.g. either add suggestions on NSSAF or add routing information in interface, etc. and suggest: 1. The solution needs to consider all scenarios, initial authentication, re-auth and authorization revoking, and they’re consistent. 2. Solution of SA2 and SA3 are aligned.”
Technical details are as follows:

1.2 Failed Authentication
During initial registration in different PLMNs, AMFs (e.g. AMF1/AMF2 in PLMN1/PLMN2 respectively) will initiate separate NSSAA procedures. The current NSSAA procedure for PLMN1 is shown in the figure (in black). Suppose PLMN2’s registration comes later and parts of its NSSAA messages are shown in the same figure (in blue). 
Looking at the two message 8, they are identical to NSSAAF without looking into EAP messages. The NSSAAF will not know to which PLMN/AMF it should forward the message. If the message is not sent to the right PLMN/AMF, the NSSAA will fail. 

1.3 Authentication failure or status mismatch

For the sake of explanation, let us assume the AAA-S can complete one NSSAA procedure. Since AAA-S is only aware of single authentication from 3GPP network, it can only keep one status, i.e. either success or failure. When the AAA-S subsequently receive NSSAA messages from another PLMN/AMF (the two registration case), the AAA-S will not be able to know the NSSAA messages are from another PLMN/AMF or the NSSAA messages are from the same PLMN/AMF, but initiating second NSSAA attempts. The AAA-S may discard all such messages as redundant messages and the second NSSAA will always be failure. Even if the AAA-S allows the NSSAA messages to go through, there are problems caused by status mismatch:   

1.
First PLMN’s NSSAA is failed, second PLMN’s NSSAA is successful (=AAA-S’s status)

2.
First PLMN’s NSSAA is successful, second PLMN’s NSSAA is failed (=AAA-S’s status)

In the first scenario, AAA-S thought slice access has already been granted (EAP successful). It will reject the subsequent NSSAA requests by the failed PLMN.

In the second scenario, AAA-S thought slice access is not authorized. However, the first PLMN can continue to access and use the slice services. 
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1.4 Potential Solutions 

Solution 1: Stateful NSSAAF

NSSAAF can keep track of NSSAA and can look into EAP messages (i.e. EAP messages are not transparent to NSSAAF) and save the message status at NSSAAF. It can forward messages to AAA-P with a tag to indicate to AAA-S different source messages. When it receives from AAA-S, it translates back to the AMF or PLMN address and forward to corresponding AMF or PLMN. 
Solution 2: Stateless NSSAAF
Add in an IE “PLMN-ID” in the message 4-6, NSSAAF transparently exchange messages with the AAA-S.

2. Conclusion and proposal(s)
Proposal: Solution 2 with smaller impact is proposed to address the NSSAA issues arising from the multiple registrations. Besides, two options are available for implementation: 
Option 1: Implement the correction in solution 2 (in S2-2204284) to support the multiple registration issue in both Rel-16 and Rel-17

Option 2: Implement the correction in solution 2 (in S2-2204284) only in Rel-17 (as Rel-16 does not support multiple registrations with NSSAA). In a single registration case, “PLMN-ID” is not present.[image: image2.png]
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