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Abstract: This document proposes a solution for storing and exchanging the ML model via ADRF.  
1. Introduction/Discussion  
KI#4 focused on improving the ADRF service such as storing and sharing a stored ML to the consumer (as below).
-	Whether and how the ADRF should store types of data other than historical data and analytics (e.g. ML models, analytics context) for network analytics.
This solution proposed a mechanism to store the ML model by the MTLF by using the enhanced ADRF service and the consumer uses the ADRF service to fetch the ML model.
2. Text Proposal
It is proposed to capture the following solution in TR 23.700-81.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc97271688][bookmark: _Toc500949097][bookmark: _Toc22214908][bookmark: _Toc23254041][bookmark: _Toc93348634]6	Solutions
[bookmark: _Toc5560][bookmark: _Toc97052455][bookmark: _Toc97052783][bookmark: _Toc97057837][bookmark: _Toc101170900][bookmark: _Toc101336966]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of solutions to key issues
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* * * * Second change (All text is new) * * * *
6.X	Solution #X: ML model exchange via ADRF 
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc23254042][bookmark: _Toc93348635]6.X.1	Description
[bookmark: _Hlk99363190][bookmark: _Toc500949101][bookmark: _Toc22214910]In Rel-17 we have a limitation of sharing the ML model, which is only possible between NFs of the same vendors (see note from TS 23.288, clause 5.2 below).

NOTE 5:	In this Release of the specification, the NWDAF containing AnLF selects from the list of candidate NWDAF (containing MTLF) instance(s), an NWDAF containing MTLF that is pre-configured in the NWDAF containing AnLF to obtain trained ML Model(s) (see clause 5.1).
Therefore, in order for the MTLF to control which AnLF it can share the ML model with, we proposed to reuse the mechanism described in TS 33.501, clause 13.4. The information access is controlled based on the access token, i.e., NRF controls the token based on the producer's NF profile and is provided to the consumer during discovery. Based on this token information, the producer verifies the authenticity of the token before providing the information. Based on the OAuth 2.0 principle, the following roles are described in TS 33.501, clause 13.4:
 
· The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.
· The NF Service Consumer shall be the OAuth 2.0 client.
· The NF Service Producer shall be the OAuth 2.0 resource server.           

Based on above principles, this solution proposed that MTLF takes over the roles of OAuth 2.0 authorization server (as NRF) and provides the access token to the consumer during Nnwdaf_MLModelProvision services. This allows the MTLF to control the sharing of the stored ML model in the ADRF based on the MTLF business logic and not grant open access to any consumer. Similarly, the ADRF takes over the roles of OAuth 2.0 resource server to verify authenticity of the token provided by the consumer (OAuth 2.0 client) and determine to share the ML model or not. Through this mechanism, the stored ML model is secure and not shared with unauthorized consumers. Moreover, the MTLF can control the exchange of ML model to the consumer.

[bookmark: _Hlk102539633]NOTE:	Above mechanism need to coordinate with the SA3.
For storage and sharing of model, propose to enhance the ADRF service operation to include the new storage type as ML model i.e., ML Model input parameter is required in the service request.  

[bookmark: _Toc97546139]6.X.2	Procedures
6.X.2.1	Storage Procedures



[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc97057914][bookmark: _Toc97052459][bookmark: _Toc97052787][bookmark: _Toc97057841]Figure X-2.1: Procedure for storing the ML model.
1. The MTLF trains the ML model and sends ML Model to the ADRF by invoking the Nadrf_DataManagement_StorageRequest (ML Model) service operation.

To distinguish it from other models, it is proposed that MTLF assigns the ML model ID to each trained model. This can be unique within the MTLF (in which case the model ID is linked to the MTLF NF ID) or globally unique.

NOTE: It is up to Stage 3 how to format the model ID so that it is unique, and models can be easily distinguished from each other.
2. Same as step 2 of clause 6.2B.2, TS 23.288, except that the ADRF stores the ML model.

3. ADRF confirms the ML model is stored, which is same as step 3 of clause 6.2B.2, TS 23.288.

6.X.2.2	Retrieval Procedures



Figure X-2.2: Procedure for retrieval of ML model.
1. The consumer obtains the access permission (access token), model details (such as Model ID) and ADRF ID from the MTFL using the Nnwdaf_MLModelProvision service operation.

Consumer requests the stored ML model to the ADRF. The consumer provides the access token to the ADRF.  

2. The ADRF verifies the signature using MTLF’s public key or checking the MAC value using the shared secret of the access token. 

NOTE: How the ADRF receives the MTLF key information is up to the SA3, i.e., either provided during the model storage or locally configured.

3. If the verification of access token is successful, the ADRF provides the stored model to the consumer or reject the reject.
  
[bookmark: _Toc97546140]6.X.3	Impacts on Existing Nodes and Functionality
MTLF:
· The functionalities need to be extended to derive the access token (i.e., takes over the roles of the OAuth 2.0 authorization server), assign the model ID for the trained model and use the ADRF service to store the model.
· Nnwdaf_MLModelProvision service operation needs to be enhanced to include access token information, model ID information and ADRF details.
ADRF:
· Functionalities needs to enhance to store the ML model and to verify the access token.
· Nadrf_DataManagement service operation needs to be enhanced to include the ML model information.
NOTE:	SA3 coordination is required.

* * * * End of changes * * * *
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