3GPP TSG-WG SA2 Meeting #151E e-meeting 	S2-2203778
Elbonia, May 16 – 20, 2022	(revision of S2-220xxxx)

Title:	LS on 5GC information exposure to UE
Response to:	
Release:	Release 18
Work Item:	FS_AIMLsys / Rel-18

Source:	3GPP SA2
To:	3GPP SA1, 3GPP SA3
Cc:	

Contact Person:	
Name:	Malla Reddy Sama
Tel. Number:	
E-mail Address:	sama@docomolab-euro.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:	TR 23.700-80, S2-2203768


1. Overall Description:
As part of the FS_AIMLsys study, “Key Issue #2: 5GC information exposure to UE” is documented in TR 23.700-80 and corresponding solution mappings can be found in clause 6.0 of the TR.

Some mobile operators in SA2 (see S2-2203768) have raised security concerns about exposing the network data directly to the UE for Federated Learning (FL) operations. In fact, this FL operation can also be achieved by coordinating with the AF (e.g., from outcome of Key Issue #3: 5GC Information Exposure to authorized 3rd party for Application Layer AI / ML Operation), which can guide the UE in its behavior, instead of allowing the UE to receive the analytical data directly and make its own decisions, which may not be in line with SA1 requirements.

Therefore, SA1 should provide clear requirements such as whether network data is really needed for FL operation (or in general AI/ML purpose) in the UE or not? If so, for what? In addition, SA3 needs to assess the potential risks, for example, if network data really needs to be shared to the UE, what data could potentially be shared without harm and what actions can be taken to mitigate the risks?

SA2 kindly asks SA1 to confirm the requirements and SA3 to provide security views on exposing the network data directly to the UE.	


2. Actions:
To SA1 and SA3 group.
ACTION: 	SA2 kindly asks SA1 to confirm the requirements for network information exposure to UE and SA3 to provide security views such as potential risks of exposing network information to the UE.
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