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Abstract: This contribution presents a potential security concern of exposing the network data to the UE. 
1. Discussion
TR 23.700-80, KI#2 is agreed to expose the network information to the UE. The main assumption is that network data is needed in the UE to assist the local decision for use cases such as image recognition, speech recognition, media quality enhancement.
-----------------------------------------------------------------------------------------------------------
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As documented in SA WG1 TS 22.261 [2], the application layer AI/ML model can be downloaded from AF/AS to UE to facilitate local intelligence, i.e. the UE can do inference and make decisions locally, for the use cases such as image recognition, speech recognition, media quality enhancement, etc. The UE may need information from the 5GC to assist its local decision.
This Key Issue is related to WT#1.1b, and aims at studying whether and how to enhance the 5GC to expose information to the UE to facilitate its Application AI/ML operation (e.g. Model Training, Splitting and inference feedback etc.):
-	Whether and for which purpose there is a need for 5GC to expose information or data analytics to the UE, and what are the information or data analytics that can be provided by 5GC to the UE to assist the Application AI/ML operation at the UE side.
-	How the 5GC exposes such information or data analytics to the UE.
------------------------------------------------------------------------------------------------------------
Observation#1: In the KI, it is assumed that network data is needed in the UE to assist the local decision for use cases such as image recognition, speech recognition, media quality enhancement.

Furthermore, the TS 22.261, clause 6.40.2 provided below requirements for FL operations:
-----------------------------------------------------------------------------------------------------------------
“The 5G system shall be able to support an authorised 3rd party to change aggregated QoS parameter values associated with a group of UEs, e.g. UEs of a FL group.
Subject to user consent, operator policy and regulatory requirements, the 5G system shall be able to expose information (e.g. candidate UEs) to an authorized 3rd party to assist the 3rd party to determine member(s) of a group of UEs (e.g. UEs of a FL group).”
--------------------------------------------------------------------------------------------------------------------
It seems that it is not trivial for UE to have network data for FL operation, since AF can also guide the UE and in its behavior e.g., based on KI#3 exposure information. 
Observation#2: For the FL operation, SA1 requirements is to expose information to the authorized 3rd AF, but not the UEs. It is assumed that based on the network expose information, the AF can guide the UEs for the FL operation.
Traditionally, UE is not considered to be completely trustworthy and is only partially under operator control. Therefore, from a security perspective, the purpose for which UEs are using the network exposure information will be difficult to know and controlled. For example, UEs can use the network exposure information to determine network behavior and design malware AI systems to attack the network. Hence, there is a high risk for an operator network to expose the network information to the UE.
Observation#3: High Security risk for an operator network to expose the network information to the UE.
It is a common understanding that an AF will have SLA with the MNO. In this case, AF adheres to the SLA and can take responsibility for any network privacy breach. In the case of UE, the risk for an MNO is greater and the responsibility in case of security issues and data breaches is not yet clear. Furthermore, there are some applications on the market that already provide services like the image recognition revealed in KI, for which the UEs don't necessarily have to rely on the network data to recognize the image. e.g., see Tensorflow lite.
Therefore, the requirements for exposing network information to the UE are not clear, so this should be analysed first before the solutions are defined. When the requirements of SA1 are identified, we should examine how to put in place sufficient security measures, e.g., not available for any other app on a UE or for the entire UE other than the app authorized by the network operator, not visible to the end user, secured against hacking, etc.,
2. Proposal(s)
· Proposal#1: This KI#2 should not be considered for the normative unless SA1 provides the requirements and SA3 further investigates what kind of network data can be exposed either to a UE or specific application in the UE.
· Proposal#2: Send an LS to the SA1 asking for requirements and SA3 to share their opinion. 
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