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Abstract: Propose to enhance the UE filtering policy in solution 17. 
1. Introduction/Discussion
In SA2#150e meeting filtering function has been defined by S2-2203570, and it was captured in TR23.700-80 in clause 6.17. The function allows the eNEF to provide a list of UEs as per the AF candidate UE selection request which includes the UE filtering policy (e.g. target location).  
This contribution enhances the UE filtering policy by providing 5GS assistance for FL member selection filtering criteria considering training data correlation at different UEs.
As well known that the correlation of training data collected by different UEs in the federated learning will degrade the overall training performance. For instance, in the Internet of Things (IoT) networks sensors or devices may collect data such as humidity, temperature, etc. Different edge nodes may be access by the same device and therefore, same data is stored at those edge nodes, leading to a strong correlation which degrades the FL performance. Another example is in the autonomous driving, the cameras of neighboring cars might obtain similar images due to the overlapping areas of their Field of View (FoV), which is shown in Fig.1. In the latest 3GPP meeting SA2 150#E, Toyota proposed the situation that closely located UEs collected the training data will have correlation as exemplified in S2-2202696. Further, training data collected by different UEs of similar time periods or data collected by same UE at different time periods will also have high correlation. Therefore, the selection of users that ensures low correlation in training data should be accounted for. In the meantime, considering limited radio resources, we also need to limit the number of local users. To improve the performance of the federated learning the following factors shall be considered in the filtering function so that the NEF can provide a limited number of candidates that have
· Local training data acquisition time interval restriction (e.g., selecting frequency > threshold-1)
For instance, IoT sensors may only wake up and work for a short period (e.g. 5mins). In the same AOI,  sensors work at 9:00-9:05 am may gather similar data with sensors work at 9:01-9:06 or 9:10-9:15 am, which might be totally different with the on working at 11:00-11:05pm.
· Enough separation distance restriction (e.g., distance between selected nodes > threshold-2)
FFS: S2-2204467 put new comments “geographically close vehicles tend to have similar data sets from in-vehicle cameras or sensors” & “5GC needs to ensure that the distance between each candidate UE provided to the FL server is adequately apart”.
· Training data sources restriction (different data sources, e.g., different company MNOscars)
For instance, users subscribe to the same MNO may have the same behavior. Another An example is in autonomous driving where different cars belonging to the same company, even the same company but different classes or types, will have different performance dataset . That is even two BMW 5 cars with sufficient distance has less preference than one Porsche and one Toyota next to each other.
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Fig.1 Federated learning in autonomous driving applications

2. Text Proposal
It is proposed to capture the following changes in solution 17 by adding three parameters in the UE filtering policy accounting for the data correlation between different UEs
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * *BEGINNING OF CHANGES * * * *
[bookmark: _Toc26173038][bookmark: _Toc30666541][bookmark: _Toc31029835][bookmark: _Toc31030726][bookmark: _Toc43388293][bookmark: _Toc43735523][bookmark: _Toc50130510][bookmark: _Toc50133824][bookmark: _Toc50134164][bookmark: _Toc50557116][bookmark: _Toc50548792][bookmark: _Toc55202097][bookmark: _Toc57209719][bookmark: _Toc57366110][bookmark: _Toc68086061]6.17  Solution #17: 5GS assistance for FL member selection using QoS monitoring
[bookmark: _Toc100833110][bookmark: _Toc101357228]6.17.1	Description
The basic principle for this solution, is for the AF to provide the enhanced NEF (eNEF) the candidate UE selection request which includes the UE filtering policy (e.g. target location). and eNEF activates the QoS monitoring on a group of UEs at a specific target location. The set of candidates UEs requested by the AF will then be identified based on their respective delay performance and the UE filtering policy. The UEs which have the best monitoring results (i.e. low latency) and comply to the UE filtering policy will be considered as the candidate UEs to be provided to the AF via eNEF.
Prior to the AF to select a group of UEs to participate in its FL operation, the following events happen:
(1)	The AF provides UE filtering policy to enhanced NEF (eNEF). The UE Filtering policy includes:
-	One or more UE address(es) (IP address or MAC address) and AF Identifier(s) together with the protocol port info: This parameter is used to identify an initial group of UEs for the specific application to be further filtered.
-	Monitoring area (i.e. AOI): the 5GC considers the UE as a candidate UE only when the UE is in the monitoring area (i.e. Area of Interest - AOI)
-	The number of candidates UEs for reporting e.g. select 6 candidate UEs with lowest measurement delay among the group of UEs being monitored for FL operation;
-  The minimum local training data acquisition time interval: select UEs with different data acquisition time(e.g. sensors waking up at different time may gather different data in the same AOI)
-  The minimum separation distance between candidate UEs based on locations: select those UEs that are geographically separated with sufficient distance(e.g. two vehicles close by may overlap in their Field of View and have same or similar data)
-	Data sources of the local training data for the set of distributed nodes: defined by whom the data are generated, e.g., two BMW vehicle may have similar data and less preference than one BMW and one Toyota.
(2)	Based on UE filtering policy, the eNEF triggers the QoS monitoring per UE per QoS flow.
	eNEF triggers the QoS monitoring per UE per QoS flow reusing the QoS monitoring mechanism. According to the UE Filtering policy and the monitoring results, the eNEF applies UE filtering policy in order to determine the set of candidate UEs. The eNEF reports the list of candidate UEs to the AF.
(3)	Based on the candidate UEs provided by the eNEF, The AF make the final decision on the set of target UEs to be participated in its FL operation.
[bookmark: _Toc100833111][bookmark: _Toc101357229]6.17.2	Procedures


Figure 6.17.2-1: 5GS assistance for QoS monitoring support for FL member selection
Step 1:	UE establishes PDU session as described in clause 4.3.2.2.1 of TS 23.502 [4].
Step 2:	AF sends Candidate-UE List Filtering request with Candidate-UE filtering policy (e.g. Area of Interest (AOI) for QoS monitoring) to request the eNEF to provide the list of UEs that match the Candidate-UE filtering policy. In order to do so, the eNEF may need a new service operation to enable the AF to request 5GS assistance to support the Candidate UE selection. The AF may provide a list of IP addresses or an External Group Identifier to eNEF.
Step 3:	If the list of UE IP addresses is received, the eNEF triggers the procedure as defined in clause 4.15.10 of TS 23.502 [4] in order to obtain the corresponding list of SUPIs.
	If the External Group Identifier is received, the eNEF triggers the procedure as defined in clause 4.13.2 of TS 23.502 [4] in order to translate the External Group Identifier to Internal Group Identifier.
Steps 4-5:	If the monitoring area is received, the eNEF needs to identify the set of Candidate UEs which are located at the monitoring area. In order to achieve it, the eNEF is subscribed to Namf_EventExposure_Subscribe service with Internal Group Identifier (i.e. S-NSSAI, DNN) and event ID = Number of Ues present in a geographical area. If AF provided a specific list of UEs in step 1, eNEF matches the UE list from the AF against the Candidate-UE list from the Namf_EventExposure_Notify in order to determine the list of Candidate UEs which are associated with the AF in the monitoring area. Otherwise, all UEs in the Candidate-UE list from the Namf_EventExposure_Notify are considered as the list of candidate UEs.
Steps 6:	The eNEF also needs to keep track of whether any of the Candidate UEs identified from Steps 4-5 above will move in or out of the monitoring area, hence, the eNEF invokes the Namf_EventExposure_Subscribe service for each UE from candidate list by providing the corresponding SUPI and specifies the event ID=UE moving in/out of AoI(PRA) to monitor the each candidate UE moving in/out of the monitoring area.
Steps 7-11:	The eNEF triggers the PDU session modification to activate the QoS monitoring. Based on the received UE filtering policy, it may request the SMF/UPF to trigger the monitoring periodically per UE per QoS flow, so that the UPF can provide the measurement delay to eNEF periodically.
	In order to do so, the Npcf_PolicyAuthorization_Create request procedures as described in clause 4.15.6.6 of TS 23.502 [4] as well as other QoS monitoring related procedures to trigger the per UE per QoS flow delay monitoring for each UE which is present in the monitoring area can be used.
Step 12-14:	Based on the Candidate-UE filtering policy, the location related event notification from AMF and the measurement result from UPF, the eNEF applies the Candidate-UE filtering policy to determine the set of Candidate UEs. The eNEF will map the list of SUPI to the list of UE IP address or map the Internal Group Identifier to External Group Identifier. The UEs which have the best monitoring results (i.e. low latency) and within the monitoring area will be considered as the candidate UEs to be provided to the AF via eNEF.
	The eNEF may need a new service operation to send the Candidate UE list to AF to reply the request from step 2.
Steps 15-16:	If a given UE moves out of the monitoring area because of steps 6 above, the eNEF will be notified by the AMF via Namf_EventExposure_Notify service. In such case, the eNEF relays such notification to the AF.
Step 17:	When AF completes the QoS monitoring operation or a specific UE has moved out of the monitoring area (as described in steps 14-15 above), the AF triggers the Nnef_AFsessionWithQoS_Revoke to terminate all QoS monitoring operation for all UEs or for specific UE, respectively.
[bookmark: _Toc100833112][bookmark: _Toc101357230]6.17.3	Impacts on services, entities and interfaces
eNEF:
-	A new service to enable the AF to request 5GS assistance to support the candidate UE selection and send the Candidate-UE list to AF.
-	Based on the Candidate-UE List filtering request from the AF, eNEF subscribes the event to AMF.
-	Based on the event notify from AMF, eNEF trigger the QoS monitoring.
-	Apply Candidate-UE filtering policy to filter the Candidate-UE list based on the information provided by the AMF and UPF and provide the Candidate-UE list to the AF.
AF:
-	Send the Candidate-UE-List filtering request to eNEF.

* * * * END OF CHANGES * * * *
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For each UE which is presence in the requested area,  eNEF triggers the QoS monitoring
4. Namf_EventExposure_Subscribe service operation (SUPI/Internal Group Identifier, Event ID = Number of UEs present in a geographical area)
5. Namf_EventExposure_Notify service operation (which UE in the geographical area)

eNEF first filters the list of UEs for AF to determine which UEs are associated with the AF and are presence in the requested area,
15. Anytime after  step 6, 
Namf_EventExposure_Notify service operation (UE presence in the Area Of Interest and UE location)
1. each UE performed PDU Session establishment as described in TS23.502
3a. If the list of UE IP addresses is received, the eNEF performs the procedure as defined in TS23.502 clause 4.15.10 to map the individual UE IP address to SUPI.
6. Namf_EventExposure_Subscribe service operation (SUPI, Event ID = UE moving in/out of AoI, PRA)

For each UE that is presence in the requested area as determined in Step-5, eNEF subscribes to the UE move in/out event of the requested area
7. Npcf_PolicyAuthorization_Create Request/Response to trigger per QoS Delay Measurement Monitoring as described in TS 23.502, clause 4.15.6.6, Steps 3-4
8. PCF initiated SM Policy Association Modification to update SMF policy as described in TS 23.502, clause 4.16.5.2, Steps 3-5
9. N4 Session Level Reporting for Delay Measurement as described in TS 23.502, clause 4.4.2.2
10. SMF initiated SM Policy Association Modification to update SMF policy as described in TS 23.502, clause 4.16.5.1
11.Npcf_PolicyAuthorization_Notify
14.AF Candidate UE list Filtering response

17. Nnef_AFsessionWithQoS_Revoke for the target UE for the per QoS Delay Measurement Monitoring as described in TS 23.502, clause 4.15.6.6
3b. If the External Group Identifier  is received, the eNEF performs the procedure as defined in TS23.502 clause 4.13.2 to map the External Group Identifier to Internal Group Identifier
12. The eNEF applies the UE Filtering policy to determine the candidate UEs based on the received information from AMF and UPF.
13. The eNEF maps the list of SUPIs to the list of UE IP address or maps the Internal Group Identifier to the External Group Identifier.



