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Abstract of the contribution:  This PCR introduces the solution for Key Issue #5: Authorization for PIN.
1. Reason for Change
This PCR introduces the solution for Key Issue #5: Authorization for PIN.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-88 v0.2.0.
* * * First Change * * *
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	1

5GC architecture enhancements to support PIN
	2

PIN and PIN Element discovery and selection
	3

Management of PIN and PIN Elements
	4

Communication of PIN
	5

Authorization for PIN
	6

Policy and parameters provisioning for PIN
	7

Identification of PIN and PIN Elements
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* * * Second Change, All New Text * * *
6.X
Solution #X: Authorization of a PINE for PIN Access
6.X.1
Description

This solution addresses Key Issue #5: Authorization for PIN. 

The principle of this solution is that, in order to join a PIN, a PINE must first discover a PEMC and send a join request to the PEMC. The PEMC will then authorize the PINE for connectivity to the PIN and may authorize the PINE to access 5GS services via a PEGC.
The procedure assumes that a 3GPP defined PIN Protocol will be used to communicate between PINEs (e.g., between the PINE and PEMC).  
6.X.2
Procedures
A procedure for authorizing a PINE for access to a PIN is shown in Figure 6.x.2-1. As a precondition, the PINE is configured with Bootstrap Information.  Bootstrap Information includes:

· Information that is used to discover a PIN
· An Initial PINE ID (e.g., a unique PINE ID or a mapped PINE ID )

· Information that can be used in an Authorization procedure.

If the PINE is a UE, the Bootstrap Information may have been received in a UE Configuration Update message.  The Bootstrap Information may also be provisioned out of band, e.g., manually entered, pre-configured in the ME during manufacturing.

Also, as a precondition, the PINE discovers a PEMC (e.g., using key issue #2 solutions). And PEMC is able to communicate with the PEGC either via PC5 or via the 5GC.
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Figure 6.x.2-1: PINE Authorization
1. In step 1, the PINE sends a PIN Protocol Join Request to the PEMC. The request includes at least the Initial PINE ID from the Bootstrap information.

2. In step 2, if the PEMC already has the necessary information to perform an authorization procedure with the PINE, then the procedure skips to step 6. Otherwise, the PEMC sends a request NAS PINE AUTHORIZATION (Initial PINE ID) Request to the AMF to obtain the necessary information to authorize the PINE.

3. In step 3, the AMF uses the Initial PINE ID to determine what NF (e.g., a UDM/UDR or a P-NF (e.g., Solution #6)) to contact to obtain the information that is necessary to authorize the PINE.
Note: This step is only necessary if the PINE ID is associated with a PLMN that is different than that of the AMF
4. In step 4, the AMF executes a procedure with the NF to obtain necessary information to authorize the PINE. The information from the NF also indicates if the PIN is permitted to access the 5GS services via a PEGC.

5. In step 5, the AMF responds to the PEMC with the necessary information to authorize the PINE in a NAS PINE AUTHORIZATION RESPONSE. The information from the AMF also indicates if the PIN is permitted to access the 5GS services via a PEGC.

6. In step 6, if the PINE is not authorized to access services of the 5GS via a PEGC, the flow skips to step 8. Otherwise, the PEMC sends a PIN Protocol PEGC Configuration Command to provide a PEGC with the identity of the PINE so that the PEGC knows that the PINE is permitted to access the services of the 5GS via the PEGC.
Note: The solution assumes as per the architectural assumption that the PEMC can communicate with the PEGC.
7. In step 7, the PEGC sends a PIN Protocol PEGC Configuration Response to acknowledge the command of step 6.

8. In step 8, the PEMC sends a PIN Protocol Join Response to the PINE and indicates if the PINE is authorized to join the PIN. If the PINE is permitted to join the PIN and access services of the 5GS, then the PIN Protocol Join Response also provides the PINE with a PEGC ID.

NOTE: 
The PEMC should authenticate the PINE before authorizing it to connect to the PIN. How this is done is left for SA WG3.

6.X.3
Impacts on Existing Nodes and Functionality

PINE:

· Uses a PIN Protocol to send a PIN Protocol Join Request and receive a PIN Protocol Join Response.

PEMC:

· Uses a PIN Protocol to receive a PIN Protocol Join Request and send a PIN Protocol Join Response.

· Sends a NAS PINE AUTHORIZATION request and receives a NAS PINE AUTHORIZATION Response.

· Uses a PIN Protocol to send a PIN Protocol PEGC Configuration Command and receive a PIN Protocol PEGC Configuration Response.

PEGC:

· Uses a PIN Protocol to receive a PIN Protocol PEGC Configuration Command and send a PIN Protocol PEGC Configuration Response.

AMF:

· Resolves a PINE ID to determine what NF to contact to authorize the PINE.

· Sends a request to an NF to authorize the PINE and receives a response.

· Receives a NAS PINE AUTHORIZATION request and sends a NAS PINE AUTHORIZATION Response.

* * * End of Changes * * *
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