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Abstract: this paper proposes to update solution #12. 
1. Introduction
This contribution update solution #12 to clarify PINMF is NF. And categorise that PIN Relay operation is session-related operation and PIN Association operation is non-session related operation.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-88.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc100987245][bookmark: _Hlk102159021]6.12	Solution #12: Communication of PIN
[bookmark: _Toc100987246]6.12.1	Description
This solution mainly addresses KI#4 "Communication of PIN". This solution also addresses some part of the KI#6 "Policy and parameters provisioning for PIN", i.e. UE to UE relay parameter provisioning and QoS parameter provisioning.
The steps in the following call flows depicted as grey line in the figures are out of SA WG2 scope.
This solution is related to the solution 8 "management of PIN and PIN Elements" addresses to KI#3, where the solution 8 described the architecture view of the solution.
[bookmark: _Toc100987247]6.12.2	Procedures
[bookmark: _Toc100987248]6.12.2.1	Management of relay path




Figure 6.12.2.1-1: Management of relay path
1.	The PEGC has established PDU Session that may involve framed routing as described in clause 5.6.14 of TS 23.501 [2].
2.	The PINE establishes direct connection with the PEGC using the parameters obtained in management procedure addresses KI#3. The direct connection could be WiFi, BT, PC5, etc.
3.	The PINE PEMC sends relay request over application layer to the PINMF PEGC, e.g., via web portal, an example of PEMC awareness of the connection establishment between PINE and PEGC is described in clause 6.8.2.3 of solution #8. The parameters for visiting the PEGC over application layer can be obtained over application layer in solution 8 addresses to KI#3.
4.	The PEGC sends relay request over application layer to the PINMF. The parameters for visiting the PINMF over application layer can be obtained over application layer in solution 8 addresses to KI#3. The PEGC requests the PINMF with the Assistance Info relate to the PINE, e.g. MAC address, IP address that used between the PINE and the PEGC.
45.	The PINMF authorizes the request and sends Create/Update/Delete Association Relay Request (GPSISUPI, [UE address, DNN/S-NSSAI], PIN ID, U2N Routing Info, [Framed Route Info], Assistance Info, DNAI) to the PCF via N5 interface NEF if authorization succeeds. The U2N Routing Info includes packet filters that the PEGC is able to relay and may include service requirements for the PINE associated with the packet filters. If it is the first time for creating the association for the PEGC, the Framed Route Info may be included and used by the SMF to configure framed routing as described in clause 5.6.14 of TS 23.501 [2] for the PDU Session of the PEGC.
56.	The NEF may interact with PCF for setting DNAI and may change the Framed Route Info to the PDU Session of the PEGC, which is used for the traffic relay of PINEs behind the PEGC. In case of Framed Route is used, the IPv6 delegation or SMF assigned IP (step 9) for PINEs behind the PEGC may be used.
7.	The procedure described in clause 4.3.5 of TS 23.502 [3] may be performed to change the serving SMF that supports PIN according to the DNAI. The SMF uses the Framed Route Info to configure framed routing as described in clause 5.6.14 of TS 23.501 [2] with the UPF for the PDU Session of the PEGC.
8.	If the PEGC has subscribed to be in a group that includes the member of the PEGC and the PEMC, the SMF initiates SMF-NEF connection setup with NEF similar as described in clauses 4.25.2 and 5.2.6.15 of TS 23.502 [3], the difference is that the subscription data includes "NEF ID for PIN" instead of "NEF ID for NIDD", and the name of "NIDD information" is changed to "PIN information" that contains same thing, i.e. GPSI and AF ID.
69.	The NEF PCF sends Create/Update/Delete Association Relay Request (SUPI, PIN ID, U2N Routing Info, Assistance Info) to the SMF.
710.	The SMF may trigger authentication and authorization procedure between PINE and UDM, or between PINE and external DN-AAA, via the PEGC, i.e. the SMF sends EAP Identity Request to the PINE. EAP framework is used for the authentication and authorization.
Editor's note:	The authentication and authorization procedure need coordination with SA WG3.
811.	The SMF interacts with PCF for the flow descriptions in the U2N Routing Info related to the PINE. The PCF uses the policy of the PEGC to authorize the QoS requirements for the PINE.
912.	The SMF performs PDU Session Modification with the PEGC, may add, update, or remove QoS flows serve the PINE, and delivers the PIN ID and U2N Routing Info to the PEGC via N1 message during the PDU Session Modification.
	The QoS rules provided to the PEGC includes packet filters corresponds to PINEs, e.g. IP range, or port range, or both, the PEGC performs U2N relay and maps traffic with the QoS flow based on the QoS rules. The PCF may consider the type of direct connection (e.g. WiFi, BT, PC5) to deduce the QoS rules, e.g. uses a fixed value for the delay of direct connection.
	During the PDU Session Modification procedure, the SMF allocates the IP address and PINE ID and may allocate IP address for the PINE and sends the IP address, PINE ID, and the Assistance Info to the PEGC via N1 message. The PEGC associates the PINE ID and IP address with the PINE that related to the Assistance Info, the PEGC transfers the inner address of the PINE to the IP address received. The PEGC responds to the SMF. If IPv6 delegation is used, the PEGC also sends the IP address of the PINE to the SMF. The SMF can identify the PINE via the PINE ID and the UPF can identify the PINE via the IP address.
	The SMF may frequently change the PINE ID for the sake of privacy, so that the PEGC can perform the PDU Session Modification on behalf of the PINE with the PINE ID, which is frequently changed.
103-114.	The SMF responds to the PCF NEF. The NEF PCF responds to the PINMF.
125-16.	The PINMF sends relay response to the PEGC PEMC over application layer, and PEGC sends the relay response to the PINE over application layer.
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Figure 6.12.2.2-1: Management of communication via 5GC
1.	The PEGC established a PDU Session with SMF supporting PIN.
2.	The PEMC configures a whitelist or blacklist over application layer, e.g., via a web portal, for communications via 5GC, e.g. for visiting internet, for communicating with a PINE from internet or from other PINEs, etc. An example of PEMC aware of the connection establishment between PINE and PEGC is described in clause 6.8.2.3 of solution #8.
3.	The PINMF authorizes the request and sends Create/Update/Delete Association Relay Request (GPSISUPI, [UE address, DNN/S-NSSAI], PIN ID, PIN Routing Info) to the PCF via N5 interface NEF if authorization succeeds. The PIN Routing Info includes the information whether some PINEs are allowed/disallowed to access internet or a specific internet service or other PINEs. The NEF authorize the request.
4.	Steps 6-8 in clause 6.12.2.1 may be performed to setup the SMF-NEF connection.
45.	The NEF PCF sends Create/Update/Delete Association Relay Request (SUPI, PIN ID, Routing Info) to the SMF.
56.	The SMF interacts with UPF serving the PDU Session of the PEGC for installing, updating, removing a corresponding FWA from the UPF.
67-78.	The SMF responds to the NEF. The NEF responds to the PINMF.
[bookmark: _Toc100987250]8.	The PINMF responds to the PEMC over application layer.
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Figure 6.12.2.3-1: Management of communication via PEGC
1.	The PEGC established a PDU Session with SMF supporting PIN, and SMF-NEF connection for managing PIN has been setup.
12.	The PEMC configures a whitelist or blacklist for PINEs over application layer, e.g., via a web portal, to communicate via the PEGC. An example of PEMC aware of the connection establishment between PINE and PEGC is described in clause 6.8.2.3 of solution #8.
23.	The PINMF authorizes the request and sends Create/Update/Delete Association Request (GPSISUPI, [UE address, DNN/S-NSSAI], PIN ID, U2U Routing Info) to the UDM/UDR NEF if authorization succeeds. The U2U Routing Info includes the information whether some PINEs are allowed/disallowed to communicate with other PINEs via the PEGC.
34.	The NEF UDM invokes Nudm_SDM_Notificationsends Create/Update/Delete Association Request (SUPI, PIN ID, U2U Relay Info) to the AMF SMF.
45-56.	The SMF AMF sends N1 message (PIN ID, U2U Routing Info) via the AMF to the PEGC. The UE responds with a result.
7-8.	The UE responds with a result.
69-710.	The AMF SMF invokes Nudm_SDM_Inforesponds to the UDM NEF, the UDM NEF responds to the PINMF.
[bookmark: _Toc100987251]8.	The PINMF responds to the PEMC.
6.12.2.4	Mobile termination procedure for PINE




Figure 6.12.2.4-1: Mobile termination procedure for PINE
1.	The PEGC established a PDU Session with SMF supporting PIN.
2.	The PINMF sends Create/Update/Delete Association Relay Request (GPSISUPI, [UE address, DNN/S-NSSAI], PIN ID, PINE Status Info) to the PCF via N5 interface NEF. The PINE Status Info includes the type of the PINE, which indicates whether the PINE is notifiable, e.g. when the PINE can be reached by other way (e.g. the PINE has dual registration with different address with the PINMF), or the PINE is a listener and PEGC is announcer over the, e.g. WiFi, BT, etc, or when the PINE is an announcer and the PEGC is listener, e.g., the PINE is a hot spot of WiFi.
	Steps 6-8 in clause 6.12.2.1 may be performed to setup the SMF-NEF connection.
3.	The PCF NEF sends Create/Update/Delete Association Relay Request (SUPI, PIN ID, PINE Status Info) to the SMF.
4-5.	The SMF responds to the NEF. The NEF responds to the PINMF.
6.	The PIN APP on the PEGC may detect that the communication with the PINE is not available, e.g., user closes the WiFi or BT on PINE or PEGC, or the PEGC closes the WiFi when in CM-IDLE. tThe PEGC sends information to PINMF over application layer. The PINMF authorizes the request and sends Update Association Relay Request (GPSISUPI, [UE address, DNN/S-NSSAI], PIN ID, PINE Status Info) to the PCF NEF if authorization succeeds. The PINE Status Info includes the information of the PINEs that are unreachable. The NEF PCF sends Update Association Relay Request (SUPI, PIN ID, PINE Status Info) to the SMF. The SMF responds to the PCF NEF. The PCF NEF responds to the PINMF.
	The PEGC may detect that the direct connection with the PINE is lost, the PEGC initiates PDU Session Modification indicating the PINE is unreachable.
	The PEGC may transit into CM-IDLE state or the PDU Session for relay may be inactive, the PEGC initiates PDU Session Modification.
7.	According to the information received in step 6 and the PINE Status Info, the SMF interacts with the UPF serving the PDU Session of the PEGC for instructing that DL data notification for the PINE is needed.
8.	When DL data to the PINE is arrived and DL data notification is instructed, the UPF sends DL data notification related to the PINE to the SMF.
9.	According to the type of the PINE in the Routing Info, the SMF sends Message Delivery to the NEF to indicate the data arrival for a PINE.
10.	The NEF sends Message Delivery to the PINMF.
11.	The PINMF instructs the PINE via another address or instructs the PEGC over application layer.
9.	The SMF sends N1 message to the PEGC via the AMF to indicate the PEGC to open WiFi or BT in order to establish direct connection with the PINE.
102.	The PINE or and the PEGC establish the direct connection according to the instruction.
13.	The PEGC requests the PINMF to establish the relay path for the PINE over application layer.
[bookmark: _Toc100987252]6.12.3	Impacts on Existing Nodes and Functionality
PINMF:
-	Support PIN ID assignment.
-	Support PIN Association operations to provision U2U Routing Info and U2N Routing Info to PEGC.
-	Support PIN Association operations to provision PIN Routing Info and PINE Status Info to UPF for the PDU Session of PEGC for relay.
NEF:
-	Support PIN Association operations with PINMF and SMF.
-	Support indicating DNAI related to PIN to PCF.
SMF:
-	Support SMF-NEF connection setup based on PIN subscription.
-	Support PIN Association Relay operations with PCF NEF.
-	Support instructing UPF for rules related to PIN Elements.
-	Support provisioning relay information to PEGC over NAS.
-	Support receiving and delivering N1 message related to DL data notification of a PINE to NEF.
-	Support triggering authentication and authorization procedure between PINE and UDM/external DN-AAA.
-	Support PINE ID and IP address provisioning for PINE to PEGC over NAS.
PCF:
-	Support authorizing the QoS requirements for PINE associated with the PEGC.
-	Support PIN Relay operations with PINMF and SMF.
UE (support PEGC):
-	Support relay information provisioning for PIN over NAS.
-	Support proxy authentication and authorization procedure between PINE and UDM/external DN-AAA.
-	Support PINE ID and IP address provisioning for PINE over NAS, and perform NAT for the PINE with the IP address.
Editor's note:	Additional impacts are FFS.
* * * * End of changes * * * *
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