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Abstract of the contribution: This contribution proposes to introduce local routing in 5GS for communication between PIN elements. 
Discussion
One aspect of the Key Issue #4 question (“How to select communication path for communication between PIN Elements, e.g. direct communication, via PEGC, via 5GS”) is to enable communication between PIN elements by a communication path via 5GS. 
There are scenarios where PIN elements not in range of direct communication or within range of a single PEGC relay wants to communicate with each other. The PIN elements are connected through more than one PEGCs to the 5GS. The communication path between PIN Elements via 5GS is particularly interesting as it can increase the increase the range of devices within a PIN. Also connecting via 5GS provides a secure communication path for a Personal IoT network such as a smart home network. 
The following use cases describe the scenario further.

Scenario 1: Extending the range of a Smart Home network

An example is when a user wants to view the doorbell camera on her smartphone when she is away from her home. Typical architecture would be to use a connection enabled through an application server (either from the manufacturer or from IoT network provider). However, if the smart home hub can work as a server, a user could directly connect to it to access the video stream even when she is beyond the range for direct communication or relay through a PEGC. 

Another example is a person setting up a security camera in his garage which is detached from his house. However, the home WiFi connectivity does not reach the garage. In a situation where the security camera with a cellular access device it can connect to the home network through the 5GS.  

Scenario 2: Secure communication between PIN elements 

A person using voice-activated “smart home assistant” needs to ensure that his data (e.g., audio recordings) are processed within the domain of his Personal IoT network. In some scenarios, such smart home assistants have a distributed architecture residing within multiple PIN elements. In this case, the smart home assistant in the smartphone needs to access its peer entity in the home hub (e.g., a laptop) through a secure communication path when the person is outside.    

This contribution proposes to introduce local routing in 5GS for communication between PIN elements.    
Proposal

It is proposed to introduce the following solution to TR 23.700-88 v0.2.0.
*** Start of changes ***
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
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5GC architecture enhancements to support PIN
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PIN and PIN Element discovery and selection
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Management of PIN and PIN Elements
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*** Next change (all new text) ***
6.X Solution #X: PIN Communication by local routing in 5GC
6.X.1 Description

This solution addresses the Key Issue #4, specifically the question “How to select communication path for communication between PIN Elements, e.g. direct communication, via PEGC, via 5GS”
The following are the key aspects of this solution 

1. In a Personal IoT Network with more than one PEGC, PIN elements connected to different PEGCs are able to communicate with each other through a communication locally routed in 5GC
2. The solution proposes the use of routing framework similar to the 5G VN group communication to enable the local routing communication path for PIN

3. The PIN AF provisions the required group and group member configurations for creating the N4 rules for local routing. 

This solution is built on top of the NEF-SMF association framework created for a PIN as defined in Solution #12. 
6.X.1.1 Local Routing for communication between PINEs 

When a PIN is setup within a 5G network, the 5GS provides methods for routing PIN communication within the secure domain of 5GS without having to route communication via the external Data Network.      
A communication path within a PIN via 5GS is realized using procedures for local switching within UPF or using N19 interface between the PDU Sessions of the PEGCs that are members of the PIN. 

This method applies for a PIN that has more than one PEGC authorized for communication to 5GC. A PIN can be authorized only for local routing if all PEGCs are connected to the same UPF or using N19 interface between any UPFs within the SMF service area. 

PIN can also be configured for local routing only withing specific geographical areas. For example, only when the PEGCs are connecting to the 5GC from specific NG-RANs. The configuration can also be restricted for specific time periods when it is more critical for PIN to have secure intra-5GC routing. 

A granular identification of PDUs for local routing is performed by configuring packet filter sets (e.g., identified by IP 5-tuples) such that only certain PIN elements may have the privilege for local routing services. 

AF uses external parameter provisioning interface to provide local switching or 5GS routing configurations for the PIN traffic. A PIN AF configures the following parameters to the 5GC
· DNN/S-NSSAI 

· PDU Session Type 

· PIN Identifier 

· PIN Element identifiers (IP Addresses, GPSIs) that require local routing support

This can also include list of IP addresses assigned to PINEs behind a PEGC UE using Framed Routing in a PDU Session. If a PEGC applies NAT-ing for PIN elements, the AF only configures IP Address of the PEGC. 

PIN AF can also authorize a subset of PEGCs within a PIN for local routing. 

· Location restrictions for local routing 

· Whether N19 based routing is allowed. 

· AF can provide geographic locations where PEGCs may opt for local routing

· Time restrictions for local routing

· Traffic characteristics for local routing 

Packet Filter Set (e.g., IP 5tuples) to identify more granular routing requirements. 

The following figure illustrates the overall architecture view when local routing is enforced. The figure shows an example when a PIN with the two PEGCs (a “smart home hub” based PIN Gateway and a smartphone based PIN Gateway) have established PIN PDU Sessions with two UPFs. The PIN specific tunnel is set up over the N19 interface between the UPFs. The architecture is applicable for any number of PEGCs in a PIN. 
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Figure 6.X.1.1‑1 Architecture for local routing in 5GS
Based on parameters from the AF request, SMF identifies the affected PDU Sessions to be configured to support local routing. When all PEGCs have PDU Sessions in the same UPF, then local switching within the UPF is used. A group-level N4 session is created in all UPFs serving the PEGCs of the PIN when PIN Gateways are connected to different UPFs. In the group-level N4 rules, the PIN Identifier is used as Network Instance. The local routing is supported only when all the UPFs are in the same SMF service area.

When a PDU session is established /modified for UE as a PEGC for a PIN configured for local routing, SMF evaluates whether the conditions for installing UPF rules for local routing are satisfied. If the conditions are met, SMF configures the UPF with the routing rules as described in the procedure description. 

6.X.2
Procedures
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Figure 6.X.2‑1 Local routing for PIN communication
Step 0. The PIN is created. PIN is provisioned with one or more PEGCs. This example shows a PIN with 2 PEGCs, the same procedure is applicable for more than two PEGCs.

Step 1a, 1b. PEGCs establish/modify PDU Sessions for the PIN. 

Step 2. PEMC informs the PIN AF with the IP addresses of the PEGCs over application layer. In case Framed routing is used, the PINE identifiers that require local routing is also informed to the PIN AF. A PIN AF within the trusted domain of 5GC may also be referred as PIN Management Function or PIN MF. 

Step 3a, 3b. The PIN AF configures NEF whether PIN requires local routing as described in 6.12.2.2 of 23.700-88. The PIN AF also provisions other PIN routing information for as described in 6.12.2.2. 

Additionally, it includes the parameters identified above.

If PEGCs use NAT functionality, individual PINE IP Addresses are not included in the list of IP Addresses, only PEGC IP addresses are included.  

Step 4. NEF-SMF association is created for PIN management as described in 6.12.2.1 of 23.700-88. NEF provides to the SMF, the configurations for creating N4 rules for local routing. 

Step 5. SMF evaluates the location and time restrictions if applicable for local routing. 

Step 6. SMF creates the N4 rules as described in 23.501 5.8.2.13 with the following differences.

 The following rules are configured for processing packets arriving from this PEGC, 

-
in order to detect the traffic, a PDR containing Source Interface set to "access side", and CN Tunnel Information set to PDU Session tunnel header (i.e. N3 or N9 GTP-U F-TEID); and

-
in order to forward the traffic, a FAR containing Destination Interface set to "5G PIN internal"+PIN Identifier.

The following rules are configured for processing packets towards this PEGC 

-
in order to detect the traffic, a PDR containing Source Interface set to "5G PIN internal" + PIN identifier, and Destination Address set to the IP address (es) of this PEGC/ the PIN elements (IP addresses configured for framed routing if that is used); and

-
in order to forward the traffic, a FAR containing Outer Header Creation indicating the N3/N9 tunnel information, and Destination Interface set "access side".

If N19 based forwarding is to be used, SMF configures the group level N4 session for each N19 tunnel as follows:  

for processing packets received from a N19 tunnel with the following N4 rules are created

-
in order to detect the traffic, a PDR containing Source Interface set to "core side", and CN Tunnel Information set to N19 tunnel header (i.e. N19 GTP-U F-TEID); and

-
in order to forward the traffic, a FAR containing Destination Interface set to "5G PIN internal" + PIN identifier.

for processing packets towards 5G PIN Gateway/Elements anchored at other UPFs with the following N4 rules

-
in order to detect the traffic, a PDR containing Source Interface set to "5G PIN internal"+PIN Identifier, and Destination Address set to the IP address (es) of PEGCs/PIN Elements anchored at the peer UPF of this N19 tunnel; and

-
in order to forward the traffic to a 5G PIN Gateway/Element anchored at another UPF via the N19 tunnel, a FAR containing Outer Header Creation indicating the N19 tunnel information, Destination Interface set to "core side".

The SMF may also configure the following N4 rules for the group-level N4 Session to process packets with an unknown destination address:
-
in order to detect the traffic, a PDR containing Source Interface set to "5G PIN internal" + PIN identifier, a match-all Packet Filter, and a Precedence set to the lowest precedence value; and

-  in order to process the traffic, a FAR containing Destination Interface set to "core side" to route the traffic via N6 by default, or in the case of local SMF configuration that N6-based forwarding is not applied a FAR instructing the UPF to drop the traffic.

6.12.3
Impacts on Existing Nodes and Functionality

PIN AF (PIN MF):

-  Support PIN Association operations to provision PIN Routing information for local routing. 
NEF:

- Provides the necessary configurations for creating N4 rules.
SMF:

-  Support local routing operations for PIN by provisioning N4 rules 
Editor's note:
Additional impacts are FFS.

*** End of changes ***
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