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Abstract: this paper proposes to update solution #8. 
1. Introduction
1. Clarify that PINMF is an NF.
2. Modify 6.8.2.3 to reuse procedures of clause 6.8.2.2.
3. Make the example that PINE can be added into the PIN by requested from PEMC or PINE itself.
4. Make the example that PEGC can be pre-configured in subscription or requested dynamically by the gateway UE itself.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-88.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc100987214][bookmark: _Toc100987245]6.8	Solution #8: Management of PIN and PIN Elements
[bookmark: _Toc100987215]6.8.1	Description
This solution mainly addresses KI#3 "Management of PIN and PIN Elements" and KI#5 "Authorization for PIN", i.e. authorization of PEMC management PIN and PEGC providing connectivity to and from 5G network. This solution also address part of KI#6 "Policy and parameters provisioning for PIN", i.e. the RAT parameters and Discovery parameters provisioning.
The steps in the following call flows depicted as grey line in the figures, which are over application layer, are out of SA WG2 scope.
[bookmark: _Toc100987216]6.8.1.1	Architecture reference model for application level
The following figure 6.8.1.1-1 depicts the reference architecture for PIN only on the application level.


NOTE 1:	The PEMC can be a PINE when relayed by PEGC for visiting 5GS.
NOTE 2:	The PEMC can also be a PEGC.

Figure 6.8.1.1-1: Reference architecture on application level
[bookmark: _Toc100987217]6.8.1.2	Architecture reference model for 5GS level
The following figure 6.8.1.2-1 depicts the reference architecture for PIN only on 5GS level.




NOTE 1:	The PINMF can be a NF or trust AF, and can be determined during conclusion phase.
Figure 6.8.2.2-1: Reference architecture on 5GS level
[bookmark: _Toc100987218]6.8.1.3	Reference points
The PIN System Architecture contains the following reference points on application level:
Pin1:	Reference point between the PEMC and the PINE or PEGC.
Pin2:	Reference point between the PINE and the PEGC.
Pin3:	Reference point between the PEMC and the PINMF.
Pin4:	Reference point between the PEGC and the PINMF.
[bookmark: _Toc100987219]6.8.2	Procedures
[bookmark: _Toc100987220]6.8.2.1	Management of PIN
The procedure describes how a PINMF and 5GC authorize the PEMC to manage the PIIN, including creation/deletion and update the PIN, e.g. the duration of the PIN.




Figure 6.8.2.1-1: Management of PIN
Precondition:
-	The user has subscribed PIN service and may subscribe additional trust members that can act as PEMC or PEGC.  The example of the trust members is family members for smart home cases, partner members for smart office cases.
1.	[Optional] The PEMC interacts with the PIN Management Function (PINMF) over application layer, e.g., via web portal, to send GPSI of PEMC and optionally additional GPSIs of PEMCs/PEGC to the PINMF. The PEMC can discover the PINMF based on DNS query, or preconfigured information.
2.	The PINMF queries information from UDM/UDR and determines whether the PEMC has subscribed PIN service as a manager or not. The PINMF also determine whether the additional PEMCs/PEGCs are trust members of the PEMC, if the additional PEGC is not the trust member of the PEMC, the additional PEGC authorization is not failure, clause 6.8.2.2 will be used for the PEGC authorization. If authorization succeeds, then continues. Although there maybe more than one PEMCs included in a PIN, the PINMF only allows one PEMC to control the PIN at any point of time.
32.	The PINMF sends Create/Update PIN Authorization Request (GPSI, PIN ID, PIN name, [List of PEGC], [List of PEMC]) to the UDM/UDR NEF, or sends Delete PIN Request (GPSI, PIN ID) to the UDM/UDR. The GPSI indicates the PEMC. The List of PEGC includes GPSIs that identify the PEGCs in the PIN. The List of PEMC includes GPSIs that identify the additional PEMCs in the PIN.
3.	The NEF queries whether the PEMC has subscribed PIN service as a manager for a group or not.
4.	The NEF UDM/UDR stores the PIN ID, PIN name, List of PEGC, List of PEMC as PIN data for the PIN identified by the PIN ID (for creation and update), or removes the PIN information (for deletion) and responds to the PINMF based on the subscription, if the PEMC indicated by the GPSI has subscribed PIN service, then responds success.
[bookmark: _Toc100987221]6.8.2.2	Management of PEGC and PINE
The procedure describes how a PEMC/PINMF adds/removes a PINE or PEGC into/from a PIN, and how 5GC authorizes the PEGC to joining into the PIN for query RAT and Discovery parameters to serving the PIN.




Figure 6.8.2.2-1: Management of PEGC and PINE
Precondition:
-	The user has subscribed PIN service and may subscribe additional trust members as describe in clause 6.8.2.1.
-	The user may change a PEGC with a new one without updating the associated PINE before the replacement, and request the network to reuse the PIN parameters of the old PEGC for the new one.
1.	[Optional] The PEGC or PINE may establish direct connection, e.g. the PEGC/PINE powered on with WiFi hotspot, and PEMC uses an third-party APP to scans the bar code on the PINE/PEGC to have the parameters for connecting to the PEGC/PINE.
2.	[Optional] The PEMC may query device information from PEGC/PINE over application layer by using the third-party APP. The parameters for visiting the application in the PEGC/PINE may be documented via the bar code.
3.	[Optional] The PEMC interacts with PINMF over application layer, e.g., via web portal, to indicate adding/deleting/updating the information for the PEGC/PINE.
4-5.	The PINMF sends PIN configuration to the PEMC and to the PINE/PEGC via the PEMC over application layer. The configuration may include the PIN name/ID. For PINE, the configuration may include access information to discover/select and visit PEGCs, e.g. the allowed SSIDs, corresponding passwords, and PIN APP visiting parameters of PEGC, the SSID of the PINEs, etc. For PEGC, the configuration may include parameters such as SSID, password, parameters for visiting PINMF, etc.
6.	[Optional] In case of PEGC, tThe PEGC/PINE may close direct connection with PEMC. The PEGC connects to 5GS.
	For PINE management, the procedure stops. For PEGC management, the following steps are performed.
7.	The PEGC connects to 5GS.
87.	For dynamic PEGC addition, Tthe PEGC registers to the PINMF over application layer using the configured parameters obtained in step 5. For static PEGC addition, the PINMF authorizes the PEGC as described in step 2 of clause 6.8.2.1.
98.	The PINMF sends Create/Update/Delete PIN Parameters Request (GPSI of PEMC, PIN ID, GPSI of PEGC, RAT Info, Discovery Info) to the NEFUDM/UDR. The RAT Info includes RAT configuration information, e.g. whether the SSID is hidden or not, activated RAT types (e.g. WiFi, BT), discovery methods (e.g. WiFi for open, BT for restrict), etc. The Discovery Info includes discovery methods (e.g. WiFi for open, BT for restrict), the allowed list or forbidden list of device information (e.g. MAC address, IP address) for authorization of the PINE discovering PEGC, etc.
9.	The NEF queries PIN subscription of the PEGC from UDM/UDR to check whether the PEGC is a group member in a group that also contains the PEMC. If the authorization fails, go to step 16.
10.	The NEF sends Create/Update/Delete PIN Parameters Request (SUPI, PIN ID, RAT Info, Discovery Info) to the UDM/UDR.
110.	The UDM/UDR stores the PIN related information received from the PINMF and invokes Nudm_SDM_Notification sends PIN Parameters Delivery (SUPI, PIN ID, RAT Info, Discovery Info) to the AMF. The SUPI indicates the PEGC.
121.	The AMF sends the PIN ID, RAT Info, and Discovery Info to the PEGC.
132.	If the UE supports PEGC, the UE sends result to the AMF.
143.	If the result from the UE is received, or timed out for receiving the result from UE (i.e. the UE does not support PEGC), the AMF invokes Nudm_SDM_Info responds to the UDM/UDR. The UDM/UDR stores the status of the gateway UE whether the gateway UE supports PIN or not, which is used for authorization of the gateway UE to act as PEGC.
14.	The UDM/UDR responds to the PINMF.
15-16.	The UDM/UDR responds to the NEF. The NEF responds to the PINMF.
175.	The PINMF may update PIN configuration to the PEMC over application layer, which may include the .
[bookmark: _Toc100987222]6.8.2.3	Management of association between PEGC and PINE
The procedure describes how an association between PEGC and PINE is established and managed.




Figure 6.8.2.3-1: Management of association between PEGC and PINE
1.	The PEGC has established PDU Session.
2.	The PINE establishes direct connection with the PEGC, e.g., using the parameters obtained in procedure described in clause 6.8.2.2, or using the user input information.
3.	The PINE sends relay connection request over application layer to the PEGC. The parameters for visiting the PEGC over application layer can be obtained over application layer in procedure described in clause 6.8.2.2.
4.	If the PEMC does not have direct connection with the PEGC, Tthe PEGC sends relays the request over application layer to the PINMF and the PINMF relays the request to the PEMC. If the PEMC has direct connection with the PEGC, the PEGC relays the request over application layer to the PEMC directly. The third party APP in the PEMC handles the connection requestThe parameters for visiting the PINMF over application layer can be obtained over application layer in procedure described in clause 6.8.2.2.
5.	The PEMC sends update PIN request to the PINMF over application layer, e.g., via a web portal.
6.	The PINMF sends Update PIN Request as described in step 9 of clause 6.8.2.2.
7-12.	Same as described in steps 10-15 of clause 6.8.2.2.
5.	The PINMF authorizes the request and initiates the relay path management procedures using solution 12 addresses to KI#4.
6-7. The PINMF sends relay response to the PEGC over application layer, and PEGC sends the relay response to the PINE over application layer.
8.	The PINMF may update PIN configuration to the PEMC over application layer. The PINMF may perform further action, e.g. delete the PINE, re-configure the rule of the PINE communication, etc.
[bookmark: _Toc100987223]6.8.2.4	Parameters provisioned to PEMC
The parameters provisioned to PEMC is over application layer, c.f. step 4-5 in clause 6.8.2.2. The parameters provisioned via application layer may include following:
-	PIN name and PIN ID, as well as the PIN description.
-	Characteristic of PIN, e.g. wearable, smart home, smart office, etc.
-	List of PEGC:
-	Device Info, e.g. GPSI, IP address, name, description.
-	Access RAT info, e.g. WiFi open/close, BT open/close, PC5 open/close, SSID hidden, etc.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	Restrict discovery info, e.g. list of allowed PINE info, list of forbidden PINE info.
-	List of PINE associated with the PEGC:
-	Service type, e.g. printer, TV, etc.
-	Allowed peer info or forbidden peer info.
-	Access RAT info.
-	Discovery Info.
-	List of PINE not associated with any PEGC:
-	Service type, e.g. printer, TV, etc.
-	Access RAT info.
-	Discovery Info.
[bookmark: _Toc100987224]6.8.2.5	Parameters provisioned to PINE
The parameters provisioned to PINE is over application layer, c.f. step 4-5 in clause 6.8.2.2. The parameters provisioned via application layer may include following:
-	PIN ID.
-	List of PEGC:
-	Access RAT info.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	List of PINE allowed to have direct communication:
-	Discovery Info.
[bookmark: _Toc100987225]6.8.2.6	Parameters provisioned to PEGC
The parameters provisioned to PINE is over 5GC control plane, c.f. step 11 in clause 6.8.2.2 and step 8 in clause 6.8.2.3. The parameters provisioned via 5GC control plane may include following:
-	PIN ID.
-	Access RAT info, e.g. WiFi open/close, BT open/close, PC5 open/close, SSID hidden, etc.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	Restrict discovery info, e.g. list of allowed PINE info, list of forbidden PINE info.
[bookmark: _Toc100987226]6.8.3	Impacts on Existing Nodes and Functionality
PINMF:
-	Support PIN ID assignment.
-	Support PEMC and PEGC authorization operation.
-	Support PIN Parameters management operations to provision RAT Info and Discovery Info to PEGC.
NEF:
-	Support PEMC authorization operation.
-	Support PIN Parameters operations and PEGC authorization.
UDM:
-	Support PIN Parameters management operations with PINMF NEF and delivery PIN parameters to UE via AMF
UDR:
-	Support PIN related information storagesubscription for PEMC and PEGC and PIN subscription query.
UE (support PEGC):
-	Support PIN Parameters provisioning over NAS.
Editor's note:	Additional impacts are FFS.
* * * * End of changes * * * *
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