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1.	Discussion
In SA2#150e, Solution #6 has been proposed to address KI#2 and #3 for management of PIN and PIN Elements. This document provides further update of Solution#6. The revision of the solution addresses the resolution of the ENs as described below. 
2.	Text proposal
It is proposed to capture the following changes vs. TR 23.700-88:
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Table 6.0-1: Mapping of Solutions to Key Issues
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This solution intends to enable the management of the PIN, such as creating/modifying a PIN and adding/removing the PIN Elements.
In this solution:
a)	5GC is responsible for management PIN and PIN Elements. In particular, P-NF is new 5GC network function dedicated to PIN, such as for management of PIN and of PIN Elements. The request to create a PIN is sent to the P-NF, and the P-NF can process the request and determine whether UE can act as a PEMC based on the information provided in the request.
b)	P-NF is responsible for the identification of PIN and PIN Elements and for assigning the PIN identity. After P-NF allocates a globally unique PIN identifier in order to identify the uniquely the PIN). For PIN Elements, it is allowed that a PINE can be added in more than one PIN. Thus, it is recommended to combine a PIN ID and the PINE ID to identify a PIN Elements. The format of PIN Identifier and the generation of PIN Identifier is determined by P-NF. 
Editor's note:	Format of PIN Identifier is FFS.
NOTE:	For PIN Elements, it is allowed that a PINE can be added in more than one PIN. Thus, it is recommended to combine PIN ID and PINE ID to identify PIN Elements.
c)	An authorized AF or UE can request to create a PIN. The request from AF contains the chosen PEMC information.
d)	PEMC selects and determines a PEGC via PC5-based mechanism, e.g. ProSe discovery, or via means like Bluetooth. After PEMC selects a PEGC, they establish a PC5 connection or connection via transport layer.
e)	Both PEMC and PEGC are authenticated by 5GC as UE using the 5G registration procedure.
f)	Introduction of a new PIN functions in 5GC managing the PIN.
g)	Definition of PIN layer which decouples the Transport part and the PIN functionalities from the functionalities of the UE or N3GPP devices in the scope of the PIN SID.
h)	The PINE can only communicate to the PIN AF in DNN via user plane of the PEGC.
i)	Only the PEMC and PEGC can communicate with the P-NF via the 5G NAS.
j)	The PEMC and PEGC can directly communicate with the PIN AF via user plane PDU session.
k)	The protocol between PINE, PEMC and PEGC over the user plane, i.e. via PDU session, is outside the scope of 3GPP.
l)	The PEMC and PEGC belongs to the same PLMN. The roaming scenario is not supported
m)	The solution assumes that the PEMC and the PEGC are located in the same PIN and they can communicate directly
Editor's note: Whether the PEMC can communicate when they are not in direct communication in PIN, e.g. the PEGC is in home and the PEMC is located in the PLMN network (e.g. in office) is FFS.
n)	The PEMC manages the PIN network so it has visibility of all PINE currently members of the PIN, their identity and the
This solution addresses the following scenarios:
-	How to create and identify a PIN in 5GC.
-	How to choose UE(s) to be PEMC and/or PEGC.
-	For PINE(s), how to join a PIN.
Figure 6.6.1-1 depicts the reference architecture for the solution. The PIN functions are defined in architecture assumption clause 4.


Figure 6.6.1-1: Solution reference architecture
The solution defines the following PIN functionalities:
-	PIN Element Function (PEF) which represents the functionalities providing the communication within the PIN (via PIN direct connection or via PEGC), or outside the PIN via a PEGC. The PEF is able also to communicate with the PEMC for been configured, for discovery and for authentication and authorisation.
-	PIN Element Gateway Capability Function (PEGCF) which represents the functionality providing the connectivity to and from the 5G network for other PIN Elements, or provide relay for the communication between PIN Elements
-	PIN Element Management Capability Function (PEMCF) which represents the functionality providing the capability to manage the PIN
-	PIN Network Function (P-NF) is a 5GC NF and represents the functionality providing the capability to manage the PIN in 5GC, e.g. processing the request of creating PIN, choosing a UE to be a PEMC and distribute a PIN ID to identify a PIN, etc.
Editor’s note: Security and privacy aspects of PIN identifier is FFS and is left to SA3 WG.

The following definitions also apply:
-	The PINE is a device supporting the PEF.
-	The PEGC is an UE supporting the PEGCF
-	The PEMC is an UE supporting the PEMCF
A UE can support both PEGCF and PEMCF. Furthermore a UE can support the PEF function in order to exchange data information and/or provide PIN services to other PINE in the PIN.
The PINE per assumption can use the non-3GPP access (e.g. Wi-Fi, Bluetooth) for direct communication to other PINE, PEGC and PEMC so the following type of device that contain a PEF are considered:
1)	A Non-3GPP device, i.e. a device that does not support 3GPP Access or N3GPP Access to 5GC, but supports PEF. e.g., a device that uses Bluetooth or Wi-Fi communication.
2)	A UE that supports N3GPP Access to 5GC (i.e. N3IWF). The UE is restricted to only use the N3GPP interface for PIN direct communication
Editor's note: Whether the device not supporting PIN Element Function (PEF) can participate to PIN network, e.g. as today when the UE share the 5G connection via Wi-Fi, is FFS.
The following reference points are defined:
-	P1 reference point between the PINE device(s).
-	P2 reference point between the PEGC and PEMC device(s).
The P1 and P2 reference points are supported over Peer-to-Peer (P2P) transports, e.g. Bluetooth, Wi-Fi. The P2 reference point also supports 5G Prose Direct Communication (i.e. UE-to-UE communication).
The following Service-based interfaces are defined:
Npinf:	Service-based provided by the P-NF.
Npaf:	Service-based provided by AF dedicated to PIN network.
Figure 6.6.1-2 shows the typical implementation layers involved in a PIN network, the P2P transport and physical layer (e.g. Bluetooth, wifi, 54G ProSe..) the PIN layer which includes the PIN functionalities (i.e. the PEF, PEGC, PMEC) and the application layer which is out side the scope of 3GPP.
The device capable of participating in the PIN the PEF, PECGF, PEMCF and the Peer-to-peer transport layer.
The figure 6.6.1-3 shows the user plane protocol stack for PINE for the scenario (A) of transport of user application data to DNN via PEGC, e.g. web browsing to the internet DNN, for the scenario (B) forfor the user application can be also the PIN application which communicates transparently via user plane with the PIN AF the transport of PIN application data exchange between the PINE and the PIN AF via PEGC. The figure 6.6.1-4 shows the control plane communication between the PINE and the PEGC. Figure 6.6.1-5 and Figure 6.6.1-6 show the user plane and control plane between PEMC and PEGC respectively.
Editor's note:	Whether the protocol of The definition of the PIN layer protocol is defined by 3GPP or it uses IETF protocols or part of Prose signalling isleft to stage 3 FFS.



Figure 6.6.1-2: Solution 6 Functional layer




Figure 6.6.1-3: PINE user plane protocol stacks for communication towards PIN AF in DNN via PEGC via 5GC user plane


Figure 6.6.1-4: PINE control plane protocol stacks


Figure 6.6.1-5: PEGC and PEMC user plane protocol stacks


Figure 6.6.1-5: PEGC and PEMC control plane protocol stacks
[bookmark: _Toc100925352][bookmark: _Toc100925722][bookmark: _Toc100987206]6.6.2	Procedures
Two flow charts about PIN creation and PINE authentication and registration are proposed in the following.
In PIN creation, the AF initiates a request to create a PIN, and the request contains the chosen PEMC information. After the PIN creation successful and the PEMC allocated, the PEGC needs to be assigned. A potential discovery method of PEGC is shown below. More details can be seen in clause 6.6.2.1.
[bookmark: _Toc100925353][bookmark: _Toc100925723][bookmark: _Toc100987207]6.6.2.1	PIN creation
The PIN creation procedure is described in this clause.




PINE1
PEMCF
PEGCF
RAN
AMF
P-NF
UDM
NEF
AF
UPF
0a) Registered to 5GC and establish a PDU session
0b) Registered to 5GC and establish a PDU session
0c. PIN specific interaction

1b. Npnf_Setup Req(PEMC ID)

1a. Nnef_PINSetup Req(PEMC ID)

2. Nudm_Subscriber Data get(PEMC ID)

3a PIN Create
3b. Npnf_Setup Resp(PEMC ID, PIN ID)

3c. Nnef_PINSetup Resp(PEMC ID,PIN ID)

4a. Npnf_PIN_Create_ Resp(PEMC ID, PIN ID)

4b. UL NAS Transport[P-NF container(PIN create resp(PEMC ID，PIN ID)]

Device connection setup
6a. UL NAS Transport[P-NF container(PEGC create req_and_auth(PEGC ID，PEMC ID, PIN ID)]
6b. Npnf_Create_ Req(PEGC ID, PIN ID)

7. Nudm_Subscriber Data get(PEGC ID)

8 PIN Context update
9a. Npnf_NotifyPEGC ID,PIN ID)

9b. Nnef_PINNotify(PEGC ID,PIN ID)

10a. Npnf_PIN_Create_ Resp(PEGC ID, PEMC ID, PIN ID)

11b. PIN join resp(PEGC ID，PEMC ID, PIN ID)]
10b. UL NAS Transport[P-NF container(PEGC create resp(PEGC ID，PIN ID)]

5. PIN join req(PEGC ID,PIN ID)
11a. UL NAS Transport[PEGC authorize(PEGC ID，PEMC ID, PIN ID)]

Figure 6.6.2-1 Procedure for PIN Creation and Management
0a-0b.	The UE supporting the PEMCF and PEGCF functionality registered to 5GC before PIN creation. The PEMCF may interact with the PIN AF over the user plane based PIN specific application mechanism and procedure which are transparent to 3GPP and out of the scope, for example the PIN AF may get a message informing that PEMCF is connected and available.
1a-1b:	AF can send a PIN setup request to P-NF via NEF to create the PIN network within the 5GC, and the request contains the chosen PEMCF information.
2.	When P-NF receives the request, it needs to send a request to get the chosen PEMC data in order to check whether the UE supporting PEMCF functionality. As defined before, the PEMCF functionality-supported UE is allowed to be PEMC.
3a-3c:	After that P-NF receives the confirm from the UDM, it creates a PIN network and generates generating the PIN ID associated to the PEMC ID if the PIN ID is not requested from the AF. The response is sent to the requestor accordingly.
Editor's note:	How the PIN ID is generated is FFS.
4a-4b:	The P-NF send the indication of creation of PIN network to the PEMC which the PIN ID.
5:	The PMEC PEMCF can discover the presence of the PEGCF via Prose Discovery mechanism and they establishes a Prose Direct communication as transport layer. In case of connection between the PEGCF and PEMCF is via WLAN or BT and how the discovery and the transport layer set up is out of the 3GPP scope. After the establishment of transport layer the PEGCF send the PIN Join request message to the PEMCF with the PIN ID and PEGC ID.  
Editor's note:	Whether the PEMC and PEGC are connected via WLAN or BT and how the discovery and connection is performed is FFS.
6a-6b:	The PEMCF sends a requested to authentication and authorisation of for enabling the PEGCF for the PIN via NAS to the P-NF indicating the identity of the PEGC, and the PIN ID, and the PEGC ID.  can be a PEGC SUPI.
NOTE:	The PEMCF can send a request to create PEGCF before connection setup between PEMCF and PEGCF. PEMCF may require a authentication of PEGC with the request.
7:	The P-NF needs to send a request to get the UE data in order to check whether the UE supporting PEMCF functionality.
8:	After the P-NF receives the confirm from UDM, the P-NF update the PIN context adding the PEGC ID to the PIN network.
9a-9b:	The P-NF may notify to the PIN AF the addition of PEGC ID to the PIN ID if the PIN AF has been requested to be notified of PIN status changes in step 1a.
10a-10b:	The P-NF inform the chosen PEGC that it is authorized to be the gateway of the PIN network which PIN ID and of the PEMC ID.
10c10a-10b:	  The P-NF responds to the PMEC about the step 6a result.
11a-11b:     The P-NF informs the chosen PEGC that it is authorized to be the gateway of the PIN network which PIN ID and of the PEMC ID. Also, the PEMC can send the join request result to PEGC like step 11b.

[bookmark: _Toc100925354][bookmark: _Toc100925724][bookmark: _Toc100987208]6.6.2.2	PINE authentication and registration
PINE authentication and registration procedure has the scope to perform the authentication and authorisation of PINE to be added to the PIN.
0) PIN selection
1） PIN Join(PINE ID, PIN ID)
6b.Npnf Notify (PINE ID, PIN ID)
5a) PIN Element authentication and Authorization
PEF1
PEGCF
PEMCF
AMF
P-NF
NEF
UDM
AAA/AUSF
2） PIN Join(PINE ID, PIN ID)
3a. PIN Identity Req (PINE ID, PEMCF ID)
3b. PIN Identity Req (PINE ID, PEMCF ID)
4a. PIN Identity Resp (PINE ID, PIN ID PEMCF ID)
4b. PIN Identity Resp(PINE ID, PIN ID, PEMCF ID)
6a. UL NAS Transport [P-NF container (PIN Update (PINE ID, PIN ID))]
7). PIN Successful auth Req (PINE ID temp, PIN ID, PIN sec key)
8 PIN Context update
9a. Npnf Notify (PINE ID, PIN ID)
9b. Nnef_PINNotify (PINE ID, PIN ID)

Figure 6.6.2.2-1 Procedure for PIN Element authentication
0:	The PINE performs the PIN network discovery procedure.
Editor's note:	The PIN Network discovery procedure is FFS. can reuse some of solution already defined in this TR.
1:	The PINE may send a PIN Join request to the PEGCF of the selected PIN providing its own Identity and the Requested PIN ID. If in step 0 the PINE is not able to identify the requested PIN ID, the device may send the join message to the available identified PEGCF.
2:	When the PEGCF receives the PIN Join request from the PINE or when it performs the association for establishing the P2P transport layer can send the PIN Join request to the PEMCF without waiting the reception of the PIN Join message from PINE. This step may be specific for the P2P transport layer. The PINE ID may be derived from the previous association. e.g. from BT association, or the MAC address of the PINE.
Editor's note:	The definition of PINE identity is FFS.
3a-3b:	The PEMCF send a PIN identity request in order to trigger the PINE authentication & authorisation providing to the PINE the PIN ID and the PEMCF ID.
4a-4b:	The PINE responds with its PINE ID and the information toward the PEMCF.
5:	The PIN authentication is performed.
Editor's note:	The detailed description of PIN authentication procedure steps is FFSis in SA3 scope.
6a:	When successfully authenticated the PEMC send a PIN update message toward the P-NF. The message is encapsulated in the PIN Container and transported over NAS.
6b:	The AMF forwards the PIN message to P-NF in Npnf_Notify.
7:	The PEMCF send PIN successful authentication to PINE. The AF verifies that the PINE ID and whether is authorise dot be added to the PIN network.
8:	The P-NF updates the PIN context adding the PINE ID to the PIN network identified by PIN ID.
9a-9b:	The P-NF may notify to the PIN AF the addition of the PINE ID to the PIN ID if the PIN AF has been requested to be notified of PIN status changes.
Editor's note:	The generation of PIN security key will be revised based on SA3 study.
[bookmark: _Toc100925355][bookmark: _Toc100925725][bookmark: _Toc100987209]6.6.3	Impacts on services, entities, and interfaces
AMF:
-	Support P-NF container messages.
P-NF:
-	Support the management of PIN, e.g. assign an authorised UE to be PEMC/PEGC, distribute a PIN ID to identify a PIN.
NEF:
-	Interact with P-NF for exposure of PIN information toward AF.
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