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Abstract of the contribution: Proposes a solution for access to SNPN via 3GPP and N3GPP AN using same credentials and credential holder.
1	Background
Proposes a solution for inclusion in TR 23.700-08.
* * * * Start of Change * * * *
6.X	Solution X: Access SNPN via 3GPP and N3GPP AN using same credentials and credential holder
[bookmark: _Toc97274376]6.X.1	Introduction
[bookmark: _Toc97274377]This solution addresses KI#2. 
The solution defines how the same credentials from a credential holder external to the SNPN can be leveraged for devices accessing SNPN via 3GPP and non-3GPP access network (both connected to 5GC).
Many enterprise networks have existing deployments with non-3GPP network infrastructure (WLAN or Wireline access) using the AAA server to authenticate the end-devices. The addition of SNPN deployments could leverage the already provisioned identities and credentials to authenticate devices accessing SNPN via 3GPP and non-3GPP access networks both connecting to 5GC via a credential holder (AAA server) external to the SNPN.
6.X.2	Functional Description
· [bookmark: _Toc97274379]The same AAA Server (external credential holder) is used for primary authentication of a UE accessing the SNPN via a 3GPP or non-3GPP access network (e.g., WLAN or Wireline access network) re-using the architecture defined for "Credentials Holder for primary authentication and authorization" as defined in clause 5.30.2.9.2 of TS 23.501 [1]. A N3GPP device accessing the SNPN via non-3GPP access network (e.g., WLAN or Wireline access network) can also leverage the same external credential holder for authentication. 
-	The UE connecting via the 3GPP access or Trusted and Untrusted Non-3GPP access network, the 5G_RG and FN-RG connected via Wireline access to the SNPN uses the same permanent identity and credentials. The existing identity and credentials used for WLAN and Wireline access authentication can be re-used for SNPN access using a SUPI in NAI format as defined in clause 28.7.2 of TS 23.003 [2]. 
-	The SNPN access via NG-RAN and the non-3GPP network (e.g., WLAN or Wireline access network) provides access to the same Data Network e.g., internet or enterprise network.
-    Seamless mobility between the NG-RAN and the Trusted and Untrusted Non-3GPP access network, the 5G_RG and FN-RG connected via Wireline access for accessing the SNPN is supported by this architecture.
Editor’s Note: The scenario of UE and N3GPP device connected to 5GC via 5G-RG/FN-RG, is FFS. This scenario shall take into account the conclusion of 5WWC SID on the support of the device behind an RG.
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Figure 6.X.2.1: Access to SNPN via 3GPP and non-3GPP access networks (both connected to 5GC) using the same credentials from an external credential holder
6.X.3	Procedures
0 	If the SNPN supports the architecture as in Figure 6.X.2-1 and wants the UE to use the same credentials for accessing SNPN via 3GPP or Trusted and Untrusted Non-3GPP  access network and wireline access network , then it is configured with the same permanent identity and credentials for primary authentication with the NG-RAN and the non-3GPP access network (Trusted and Untrusted Non-3GPP  access network, and wireline access network).
1) A connection is established between a UE towards 5GC via the untrusted non-3GPP access using the procedures as defined in clause 4.12 of TS 23.502 [4] or a connection is established between a 3GPP capable device towards 5GC via the trusted non-3GPP access using the procedures as defined in clause 4.12a of TS 23.502 [4] or a connection is established between the UE behind 5G_RG / FN-RG towards 5GC via the wireline access using the procedures as defined in clause 4.10 of TS 23.316 [5]. 
 2) A connection is established between a UE and the SNPN network via NG-RAN and 5GC as defined in clause 5.30.2 of TS 23.501 [1].
The same credentials are used for authentication by an external credential holder (AAA server) for primary authentication of a device accessing the SNPN via 3GPP or the non-3GPP access network (e.g., WLAN or Wireline access network), re-uses the architecture defined for "Credentials Holder for primary authentication and authorization" as defined in clause 5.30.2.9.2 of TS 23.501 [1]
A UE may establish connection towards SNPN 5GC using either or both 3GPP and non-3GPP access network (Trusted and Untrusted Non-3GPP access network, and wireline access network) simultaneously.
6.X.4	Impacts on services, entities, and interfaces
UE:
-	Use the same permanent identity and credentials for primary authentication for accessing the SNPN via NG-RAN and the non-3GPP network (Trusted and Untrusted Non-3GPP access network, and wireline access network).
No other impacts in the UE, NG-RAN, and 5GC are identified.
* * * * End of Change * * * *
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