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1 Discussion
In this pCR, we describe the solution further with additional details and address the following ENs:

Editor's note:	How the downlink traffic reaches the SFC-UPF is FFS.
For the architecture described in Solution 4, the UPF-PSA is the IP anchor point for the PDU sessions. When downlink traffic arrives at the UPF-PSA from the Data Network, the UPF-PSA detects the traffic and sends the DL traffic to the UPF-SFC based on the FAR configured in the UPF-PSA. A distinct SFP ID is used for downlink traffic. Once the service function processing is applied in UPF-SFC, the DL traffic is sent from the UPF-SFC to the UPF-PSA based on the FAR configuration in the UPF-SFC which the is delivered to the UE by the UPF-PSA.

Editor's note:	In the presence of multiple PSA-UPFs and multiple SFC-UPFs it is for FFS how traffic routing over N6 takes places and whether this has impact on UE IP address allocation.
In the presence of multiple UPF-PSA and multiple UPF-SFC, the traffic forwarding between a specific UPF-PSA and specific UPF-SFC takes place over a pair of N6s tunnels associated with the UPF-PSA and UPF-SFC, one tunnel per traffic direction as illustrated in Figure 1 and Figure 2. This pair of tunnels is set up dynamically by the SMF and is UE-specific.
Note that due to the “hairpin” forwarding of downlink traffic over N6s, the N6s tunnel for downlink traffic is used in both directions. In contrast, the N6s tunnel for uplink traffic is used in one direction only.



Figure 1: 5G system architecture for SFC support (uplink traffic)



[bookmark: _Hlk102398848]Figure 2: 5G system architecture for SFC support (downlink traffic)
Regarding the impact on UE IP address allocation, the UPF-PSA is the IP anchor point for the PDU sessions. Uplink traffic that is not subject to SFC can break out directly to the DN via N6. Downlink traffic always enters the 5GS at the UPF-PSA and only selected traffic is steered towards SFC (via “hairpin” forwarding), while the rest of the traffic is forwarded to N3/N9. Hence, in this solution proposal, there is no impact on UE IP address allocation.


Editor's note:	The following is FFS: 'The 5GC does not parse or interpret the Metadata.' given that the PCF(or NEF) does check whether the Metadata is on the agreed SLA list.
Regarding Metadata, 5GC may need to parse the Metadata e.g. to check whether the requested Metadata is on the agreed SLA list, but it does not make any other use of the Metadata apart from forwarding it to the UPF-SFC.
Editor's note:	It is FFS whether there is a need to report data usage on per SFP basis and how this would be achieved.
UPF-SFC can support data usage reporting on per SFP basis to the SMF. The SMF can provision the URR in UPF-SFC and the UPF-SFC can send the report back to SMF when the threshold or trigger condition is met as described in clause 5.2.2 in TS 29.244 [13].

2 Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk93055440]It is proposed to update TR 23.700-18 as follows.
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6.4	Solution #4: SFC support in 5GS
[bookmark: _Toc100839766][bookmark: _Toc100839831][bookmark: _Toc100839963][bookmark: _Toc100840040][bookmark: _Toc101256305]6.4.1	Description
This solution addresses Key Issue#1 (Traffic Steering Policy and SFC Enhancements) and Key Issue#2 (Exposure to enable AF to request predefined SFC for traffic flow(s) related with target UE(s)).
This solution proposal assumes that there is a service level agreement between the operator and a third party that includes a list of authorized predefined Service Function Paths (SFPs), each SFP being identified by a Service Function Chaining Identifier (SFP ID). Each SFP implements a set of pre-agreed policies (i.e. an ordered set of operations to be applied on the user plane packets) whose definition is outside of SA WG2 scope. By indicating an SFP ID, the third party can request that selected traffic flows be steered towards a specific SFP, either at PDU Session establishment or any time after PDU Session establishment.
The service level agreement can also contain a pre-agreed set of Metadata that the third party is allowed to insert into the SFP. Example use of Metadata is to allow the third party to include/exclude specific service operation in/from the SFP (e.g. age verification, denial of using specific application, etc.) for selected users.
The solution reuses the following definition from RFC 7665 [8].
-	Metadata: Provides the ability to exchange context information between classifiers and SFs, and among SFs.
-	Service Function Path (SFP): The service function path is a constrained specification of where packets assigned to a certain service function path must go. While it may be so constrained as to identify the exact locations, it can also be less specific. The SFP provides a level of indirection between the fully abstract notion of service chain as a sequence of abstract service functions to be delivered, and the fully specified notion of exactly which SFF/SFs the packet will visit when it actually traverses the network. By allowing the control components to specify this level of indirection, the operator may control the degree of SFF/SF selection authority that is delegated to the network.
-	SFC Encapsulation: The SFC encapsulation provides, at a minimum, SFP identification, and is used by the SFC-aware functions, such as the SFF and SFC-aware SFs. The SFC encapsulation is not used for network packet forwarding. In addition to SFP identification, the SFC encapsulation carries metadata including data-plane context information.
[bookmark: _Toc100839767][bookmark: _Toc100839832][bookmark: _Toc100839964][bookmark: _Toc100840041][bookmark: _Toc101256306]6.4.1.1	Architecture Assumption
This solution assumes that there is a user plane function with SFC capability (denoted as UPF-SFC), which interfaces with the PDU Session Anchor (UPF-PSA) over the N6 reference point. The UPF-SFC includes at least the Service Classification Function as defined in IETF RFC 7665 [8]. In addition, the UPF-SFC may include support for SFC Encapsulation, SFC Forwarding Function, etc. as described in IETF RFC 7665 [8]).
In the Control Plane the following network functions are impacted for handling of the SFP ID and/or Metadata: NEF, UDR, SMF and PCF.
Figure 6.4.1-1 shows the 5G system architecture for SFC support.



Figure 6.4.1-1: 5G system architecture for SFC support (uplink traffic)


Figure 6.4.1-2: 5G system architecture for SFC support (downlink traffic)
Editor's note:	How the downlink traffic reaches the SFC-UPF is FFS.
Editor's note:	In the presence of multiple PSA-UPFs and multiple SFC-UPFs it is for FFS how traffic routing over N6 takes places and whether this has impact on UE IP address allocation.
Uplink traffic: solid orange line for traffic that is steered to the UPF-SFC; dashed orange line for traffic that goes directly to the Data Network as illustrated in Figure 6.4.1-1.
Downlink traffic: solid green line for traffic that is steered to the UPF-SFC; dashed green line for traffic that goes directly to the UE as illustrated in Figure 6.4.1-2. 
In Figure 6.4.1-2, it is assumed that each SFP for downlink traffic enforces the steering of processed traffic flows back into the same UPF-SFC.
In pre-Rel-18 3GPP specifications, the AF can provide traffic steering information (TSI) that can contain e.g. targeted traffic descriptor, a list of DNAI(s), a Routing Profile ID and/or N6 routing information. As an example, the traffic steering information can instruct the UPF to select a specific preconfigured tunnel on N6 for the traffic flows matching the traffic descriptor.
This solution proposes that the main SFC-specific impact (i.e. SFC service classification, SFP selection, SFC encapsulation etc.) is concentrated in the UPF-SFC. The other impacted functions (PCF, NEF, SMF, UDR) primarily participate in forwarding of the SFC-specific parameters (SFP ID and Metadata) between the AF and the UPF-SFC.
An example deployment option would be where the SFC is hosted in a trusted Edge Data Network environment and is operated by a trusted 3rd party. The AF in the trusted Edge Data Network environment can dynamically make decisions for steering of selected traffic flows onto a selected SFP and optionally convey Metadata to the Service Functions on that SFP. Such a deployment corresponds to RFC 8300 [11] Figure 10 (External Metadata and Policy), whereby an external network can provide Metadata containing classification information for policy enforcement and context information for forwarding packets within an SFC.
The following are the salient features of this solution:
-	The UPF-PSA uses existing traffic steering information (e.g. a list of DNAI(s), a Routing Profile ID and/or N6 routing information) mechanisms for packet data detection (local F-TEID and SDF filters) and forwarding (remote F-TEID) to steer the targeted traffic flows towards the UPF-SFC. There is no specification impact on the UPF-PSA.
- 	In the presence of multiple UPF-PSAs and multiple UPF-SFCs, the traffic forwarding between a specific UPF-PSA and a specific UPF-SFC takes place over a pair of N6s tunnels associated with the UPF-PSA and UPF-SFC, one tunnel per traffic direction as illustrated in Figure 6.4.1-1 and Figure 6.4.1-2. This pair of N6s tunnels is set up dynamically by the SMF and is UE-specific. The same pair of tunnels can be used for all traffic flows between UPF-PSA and UPF-SFC for this UE, regardless of the SFP that is used at the UPF-SFC.
-	Note that due to the “hairpin” forwarding of downlink traffic over N6s, the N6s tunnel for downlink traffic is used in both directions. In contrast, the N6s tunnel for uplink traffic is used in one direction only.
-	The UPF-PSA is the IP anchor point for the PDU sessions. When downlink traffic arrives at the UPF-PSA from the Data Network (see Figure 6.4.1-2), the UPF-PSA detects the traffic that is subject to SFC and steers it towards the UPF-SFC based on the FAR configured in the UPF-PSA. Once the service function processing is applied in UPF-SFC, the DL traffic is sent from the UPF-SFC to the UPF-PSA based on the FAR configuration in the UPF-SFC which is then further forwarded towards the UE by the UPF-PSA.
NOTE: When the SFP for uplink traffic contains a Network Address Translation (NAT) device, the corresponding downlink traffic will arrive directly at the NAT device. In that case, after performing the network address translation, the NAT device needs to steer the downlink packet towards the N6 interface of the UPF-PSA. The steering is performed via standard IP routing because the new IP address will automatically steer the downlink packet towards the N6 interface of the UPF-PSA.
-	Uplink traffic that is not subject to SFC can break out directly to the DN via N6 (see Figure 6.4.1-1). Downlink traffic always enters the 5GS at the UPF-PSA and only selected traffic is steered towards SFC (via “hairpin” forwarding), while the rest of the traffic is forwarded to N3/N9.
-	The UPF with SFC capability (UPF-SFC) deploys an SFC functionality with several SFPs corresponding to pre-defined SFC polices as indicated in Figure 6.43.1-1 and Figure 6.4.1-2.
-	The AF indicates the SFP ID and optionally Metadata for a selected target (e.g. a traffic flow, a UE, a group of UEs, etc.) per traffic direction.
-	The PCF authorizes the requested SFP ID(s) and Metadata strings (if provided by the AF) e.g. by checking whether it is part of a pre-agreed SFP ID list in the service level agreement. The 5GC does not may need to parse or interpret the Metadata strings e.g. to check whether the requested Metadata strings is on the agreed SLA list, but it does not make any other use of the Metadata strings apart from forwarding it to the UPF-SFC.
Editor's note:	The following is FFS: 'The 5GC does not parse or interpret the Metadata.' given that the PCF(or NEF) does check whether the Metadata is on the agreed SLA list.
-	The SMF indicates the SFP ID(s) and optionally Metadata to the UPF-SFC via N4 interface in a FAR,. in addition to tThe targeted traffic flows description is provided in a PDR.
-	The UPF-SFC steers the targeted traffic flows towards the SFP indicated by the received SFP ID. Additionally it may perform SFC encapsulation as defined in RFC 8300 [11] and include the received Metadata in the SFC encapsulation header.
NOTE:	It is also possible to rely on the existing traffic steering information to identify a specific SFP, rather than introducing the new SFP ID parameter. For instance, there can be several pre-defined N6 tunnels between the UPF-PSA and the UPF-SFC, each N6 tunnels corresponding to a distinct SFC path. However, this would create an undesired dependency between the configuration of N6 tunnels and the configuration of SFPs. For instance, every time an SFP is added or removed, this would imply reconfiguration of the N6 tunnels. Moreover, the use of preconfigured N6 tunnels may have scalability issues because the SMF would need to select a specially configured UPF-PSA upon PDU Session establishment, even if there is no SFC-related request from a 3rd party during the lifetime of the PDU Session. In contrast, keeping SFP ID as a distinct parameter allows for changes in the SFP configuration without any impact on the 5GC user plane configuration. It also allows for selecting a generic UPF-PSA during PDU Session establishment with no SFC-related pre-configuration. Note also that N4 is needed to convey the Metadata information to the UPF-SFC.
· The UPF-SFC can support data usage reporting on per SFP basis to the SMF. The SMF can provision the URR in UPF-SFC and the UPF-SFC can send the report back to SMF when the threshold or trigger condition is met as described in clause 5.2.2 in TS 29.244 [13].
Editor's note:	It is FFS whether there is a need to report data usage on per SFP basis and how this would be achieved.
[bookmark: _Toc100839768][bookmark: _Toc100839833][bookmark: _Toc100839965][bookmark: _Toc100840042][bookmark: _Toc101256307]6.4.2	Procedures
Figure 6.4.2-1 illustrates the enhancements to the procedure for processing AF requests to influence traffic routing for PDU Sessions not identified by a UE address, as described in clause 4.3.6.2 of TS 23.502 [3]. This procedure is used when targeting a group of UE(s), or any UE accessing a combination of DNN and S-NSSAI, or targeting individual UE by a GPSI. The SFP ID and Metadata provided as part of this procedure are applied upon PDU Session establishment, but can also result in modification of already established PDU Sessions that are impacted by the AF request.




Figure 6.4.2-1: Procedure for AF influenced traffic routing for SFC in 5GC for PDU Sessions not identified by a UE address
1.	The AF creates AF request that includes an SFP ID and, optionally, Metadata corresponding to that SFP ID, in addition to existing parameters (e.g. Traffic descriptor, Application Identifier, traffic steering information (TSI)), to the NEF for requesting traffic routing to a SFP identified by the SFC ID. The inclusion of TSI is optional. When TSI is not provided by the AF, the NEF (or PCF) can derive the TSI based on preconfigured information for mapping the (Application Identifier, SFP ID) tuple into a TSP ID. The Metadata is optional and available only when needed for configuring required application related information at UPF-SFC.
NOTE 1:	The abbreviation Traffic Steering Information (TSI) is used to designate the following existing parameters: a list of DNAI(s) and corresponding routing profile ID(s) or N6 traffic routing information.
2.	The AF sends the AF request via Nnef_TrafficInfluence_Create/Update/Delete message to NEF.
3a.	The NEF requests to store/update/remove information of PFD(s), SFP ID and Metadata based on Application ID/Traffic descriptor.
3b.	The NEF returns Nnef_TrafficInfluence_Create/Update/Delete response message to AF.
4.	The PCF(s) that have subscribed to modifications of AF requests (Data Set = Application Data; Data Subset = AF traffic influence request information, Data Key = S-NSSAI and DNN and/or Internal Group Identifier or SUPI) receive(s) a Nudr_DM_Notify notification of data change from the UDR including the SFP ID and the Metadata.
5.	The PCF checks if the indicated SFP ID corresponds to an authorized SFC policy for the AF. If the check is successful, the PCF notifies SMF via Npcf_SMPolicyControl_UpdateNotify message including PCC rules. The PCC rules contain SFP ID and Metadata (if available), in addition to existing parameters, such as PFD(s) and TSI.
NOTE 2:	For simplicity, the abbreviation TSI (Traffic Steering Information) is used in the remainder of the procedure, even though the PCC may derive a Traffic Steering Policy ID (TSP ID) based on the routing profile ID, and include the TSP ID in the PCC rule.
6a.	The SMF selects UPF-SFC taking into account specific optional UPF capabilities as described in clause 6.3.3 of TS 23.501 [2] and the SFP ID. In this case the specific capabilities refer to the SFC-related capability and configuration in the UPF.
6b.	In case there is no established tunnel between UPF-PSA and UPF-SFC for this UE, the SMF requests allocation of two tunnel endpoints at the UPF-PSA (one tunnel per traffic direction).
6c.	In case there is no established tunnel between UPF-PSA and UPF-SFC for this UE, the SMF requests allocation of two tunnel endpoints at the UPF-SFC (one tunnel per traffic direction).
6ad.	Based on the PCC rules received from the PCF, the SMF configures the UPF-PSA via N4 message including PDR (e.g. traffic classifier policy/application ID based on PFD) and FAR (e.g. traffic steering information consisting of TSP ID and/or N6 routing parameters per DNAI(s))as described in Table 6.4.2-1.
Table 6.4.2-1: PDR and FAR configuration in UPF-PSA
	UPLINK traffic

	IN interface
	OUT interface
	PDR
	FAR

	N3/N9
	N6s
	Local F-TEID (N3/N9), UL SDF
	Remote F-TEID (N6s) for UL traffic

	DOWNLINK traffic

	IN interface
	OUT interface
	PDR
	FAR

	N6
	N6s
	DL SDF
	Remote F-TEID (N6s) for DL traffic

	N6s
	N3/N9
	Local F-TEID (N6s) for DL traffic, DL SDF
	Remote F-TEID (N3/N9)

	NOTE: In this table “downlink” refers to the global traffic direction. In reference to N6s, it is noted that the “downlink” traffic is carried in both directions.



6be.	Based on the PCC rules received from the PCF, the SMF configures the UPF-SFC with uplink and downlink PDR and FAR via N4message as described in Table 6.4.2-2. The FAR includes the SFP ID and the Metadata (if available). The service classification function in the UPF-SFC selects the corresponding SFP based on the SFP ID and includes the Metadata (if available) in the SFC encapsulation towards the SFs of the selected SFP.
Table 6.4.2-2: PDR and FAR configuration in UPF-SFC
	UPLINK traffic

	IN interface
	OUT interface
	PDR
	FAR

	N6s
	SFC
	Local F-TEID (N6s) for UL traffic, UL SDF
	SFP ID (uplink), Metadata (uplink)

	DOWNLINK traffic

	IN interface
	OUT interface
	PDR
	FAR

	N6s
	SFC
	Local F-TEID (N6s) for DL traffic, DL SDF
	SFP ID (downlink), Metadata (uplink)

	SFC
	N6s
	SFP ID (downlink), DL SDF
	Remote F-TEID (N6s) for DL traffic

	NOTE: In reference to N6s, it is noted that the DOWNLINK traffic is carried in both directions.



Figure 6.4.2-2 illustrates the enhancements to the procedure for processing AF requests to influence traffic routing when targeting a specific UE address, as described in clause 4.3.6.4 of TS 23.502 [3]. The SFP ID and Metadata provided as part of this procedure are applied any time after PDU Session establishment.




Figure 6.4.2-2: Procedure for AF influenced traffic routing for SFC in 5GC when targeting an individual UE address
Depending on the AF deployment (see clause 6.2.10 of TS 23.501 [2]), the AF may send the AF request to PCF directly, in which case step 1 is skipped, or via the NEF.
4.	If step 1 was performed, NEF invokes the Npcf_PolicyAuthorization service to the PCF to transfer the AF request. If an AF sends the AF request directly to the PCF, AF invokes Npcf_PolicyAuthorization service and the PCF responds to the AF. The Npcf_PolicyAuthorization service request includes the SFP ID and (optionally) the Metadata, in addition to existing parameters e.g. UE address and targeted traffic flows description.
5.	The PCF authorizes the AF request and performs the steps 5, 6a and 6b described in Figure 6.4.1-1.
[bookmark: _Toc100839769][bookmark: _Toc100839834][bookmark: _Toc100839966][bookmark: _Toc100840043][bookmark: _Toc101256308]6.4.3	Impacts on existing nodes and functionality
NEF:
-	NEF forwards the SFC-specific parameters from the AF to the PCF.
PCF:
-	PCF checks if the indicated SFP ID and Metadata corresponds to an authorized SFC policy for the AF.
-	Includes SFP ID and Metadata (if available).
-	Optionally, stores preconfigured information for mapping (SFP ID, Application Identifier) into TSP ID.
UDR:
-	The UDR stores the SFP ID and Metadata based on Application ID/Traffic descriptor.
SMF:
-	The SMF configures the UPF-SFC with PDR and FAR via N4 message. The FAR includes the SFP ID and the Metadata (if available).
UPF-SFC:
-	The UPF with SFC capability deploys an SFC functionality (i.e. SFC service classification, SFP selection, SFC encapsulation etc.) with several SFPs corresponding to pre-defined SFC polices.
End of change
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