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Abstract: This paper further updates of solution #10 in TR 23.700-87.
1. Introduction/Discussion
This paper proposes further updates to Solution #10 in the TR including information about use of delegate certificates and removal of editor’s notes. Figure is re-inserted as Visio object.
2. Text Proposal
It is proposed to capture the following changes into TR 23.700-87.

* * * * Begin of changes * * * *
[bookmark: _Toc22214898][bookmark: _Toc23254031][bookmark: _Toc101278178]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
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[8]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
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[13]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[14]	3GPP TR 26.998: "Support of 5G Glass-type Augmented Reality / Mixed Reality (AR/MR) devices ".
[15]	3GPP TS 26.928: " Extended Reality (XR) in 5G".
[16]	draft-ietf-stir-passport-rcd-15: "PASSporT Extension for Rich Call Data".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[17]	ATIS-1000074: "Signature-based Handling of Asserted information using toKENs (SHAKEN)". https://access.atis.org/apps/group_public/download.php/62391/ATIS-1000074.v002.pdf.
[18]	IETF RFC 8224: "Authenticated Identity Management in the Session Initiation Protocol (SIP)".
[19]	IETF RFC 6749: "The OAuth 2,0 Authorization Framework".
[20]	3GPP TS 24.183: "IP Multimedia Subsystem (IMS) Customized Ring Signal (CRS)".
[xx]	IETF RFC 8226: "Secure Telephone Identity Credentials: Certificates".
[yy]	draft-ietf-stir-cert-delegation-04: "STIR Certificate Delegation".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[zz]	ATIS-1000092: "Signature-based Handling of Asserted information using toKENs (SHAKEN): Delegate Certificates". https://access.atis.org/apps/group_public/download.php/56801/ATIS-1000092.zip.

[bookmark: _Toc22214899][bookmark: _Toc23254032][bookmark: _Toc101278179]3	Definitions of terms and abbreviations
[bookmark: _Toc22214900][bookmark: _Toc23254033][bookmark: _Toc101278180]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1], in TS 23.501 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or in TS 23.501 [2].
application data channel: The data channel whose data channel stream IDs starts from 1000. It is used to transfer interactive data of data channel applications between the UEs or between the UE and the network.
bootstrap data channel: The data channel whose data channel stream IDs is below 1000. It uses the HTTP protocol to transfer data channel application list and data channel applications between the UE and the network.
data channel application: The HTML web content includes JavaScript(s), and optionally image(s) and style sheet(s). It is accessible at the HTTP root ("/") URL through a bootstrap data channel and describes the graphical user interface and the interactive service logic.
Bootstrap data channel: This term has been defined in TS 26.114 [6] which can be used to transmit the HTML web content includes JavaScript(s), and optionally image(s) and style sheet(s) through HTTP, such as application program. And it can be established between UE and network. The stream ID for bootstrap data channel is below 1000.
Application data channel: The data channel which can be used to transmit the application content, on the basis of bootstrap data channel has been established. And it can be established between UE and network, or between UEs. From TS 26.114 [6] definition, the stream ID for bootstrap data channel can be any integer starting from 1000.
Ms reference point: This reference point is used to request signing of an Identity header field or request verification of a signed assertion in an Identity header field.
Secure Telephone Identity Authentication Service (STI-AS): The SIP application server that performs the function of the authentication service defined in IETF RFC 8224 [18].
Secure Telephone Identity Verification Service (STI-VS): The SIP application server that performs the function of the verification service defined in IETF RFC 8224 [18].

[bookmark: _Toc22214901][bookmark: _Toc23254034][bookmark: _Toc101278181]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1], in TS 23.501 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or in TS 23.501 [2].
5QI	5G QoS Identifier
A2P	Application to Person
AAA	AA-Answer
AAR	AA-Request
DC	Data Channel
DCAR	Data Channel Application Repository
DCMF	Media Function of Data Channel Server
DCMTSI	Data Channel Multimedia Telephony Service for IMS
DCS	Data Channel Server
DCS-C	Control Function of Data Channel Server
DCS-M	Media Function of Data Channel Server
DCSF	Control Function of Data Channel Server
P2A	Person to Application
P2P	Person to Person
PASSporT	Personal Assertion Token
QCI	QoS Class Identifier
QoS	Quality of Service
RAA	Re-Auth-Answer
RAR	Re-Auth-Request
RCD	Rich Call Data
SHAKEN	Signature-based Handling of Asserted information using toKENs
STI	Secure Telephone Identity
STI-AS	Secure Telephone Identity Authentication Service
STI-VS	Secure Telephone Identity Verification Service
STIR	Secure Telephone Identity Revisited
TN	Telephone Number


* * * * Next change * * * *
[bookmark: _Toc101278275]6.10	Solution #10: Support of Third Party specific User Identities in IMS re-using the Ms reference point and STIR/SHAKEN
[bookmark: _Toc101278276]6.10.1	Description
The Ms reference point as described in TS 24.229 [8] is used to request signing of an Identity header field or request verification of a signed assertion in an Identity header field. This enables calling number verification using signature verification and attestation information based on the STIR/SHAKEN framework.
This solution proposes to use the existing Ms reference point and procedures as described in TS 24.229 [8] for signing and verifying other identities than for example the ones in the P-Asserted-Identity header field which are mainly in the format of a SIP URI or Tel URL. For verification of the calling line identity the IBCF or an AS of the originating network sends a HTTP signing request to the signing AS which in turn replies with a Personal Assertion Token (PASSporT). At the terminating network side, the IBCF or an AS sends a HTTP verification request to the signing AS including the PASSporT which in turn replies with a verification success or failure message. Figure 6.10.1-1 shows the use of the Ms reference point for signing and verification of identities in SIP header fields using an AS (STI-AS) for signing at the originating side and an AS (STI-VS) for verification at the terminating side.
[image: ]


Figure 6.10.1-1: Ms reference point operation (see TS 24.229 [8], Annex V.2)
According to draft-ietf-stir-passport-rcd-15 [16] securing the display name of a callers was outside the scope of Secure Telephone Identity Revisited (STIR) while [16] documents an optional mechanism for PASSporT and the associated STIR procedures allowing to sign and verify additional data elements including for example:
-	the name of the calling person or of an entity;
-	the traditional caller ID along with related display information that would be rendered to the called party during alerting;
-	hyperlinks to images, such as logos or pictures of faces, or to similar external profile information;
-	information related to the location of the caller;
-	information related to an organization the caller is associated with, or categories/departments of organizations and institutions;
-	possibly other Rich Call Data (RCD) information elements.
The types of Third Party User Identities as used in IMS should be aligned with the definitions in [16x] and can for example include the calling person's name and job description or job title, information related to the organization the caller is associated with and information related to the caller's location.
Editor's note:	Which concrete other types of third party user identities in IMS are supported is FFS.
The overall reference architecture is depicted in Figure 6.10.1-2. The Third Party (Enterprise) network can be connected to the serving IMS network via UNI or NNI interfaces. The serving IMS network handles outbound SIP calls from the Third Party network.


Figure 6.10.1-2: Third Party network connected to the serving IMS network
There are several options how and where the Third Party User Identities are signed and verified, listed below as Option 1, Option 2a and Option 2b.: These options allow for different deployment scenarios, e.g., using UNI or NNI interface (e.g., IP-PBX cases) between Third Party and IMS network, with different levels of impact to the Third Party network and the IMS network provider and with different levels of trust relationship between both.
	Option 1: The tThird Pparty (an eEnterprise) invokes the signing itself. For that purpose, the Third Party may use the SHAKEN framework and protocols defined by STIR. This requires a STI certificate assigned to the Third Party to cryptographically assert authority over telephone numbers. The scope of a STI certificate can be expressed by the certificate’s TNAuthList identifying a set or subset of Telephone Numbers (TNs) assigned to the certificate holder as described in RFC 8226 [xx]. This allows the terminating network to compare the calling number attested by the SIP request with the TNAuthList of the certificate to determine whether the caller is authorized to use the calling number. In addition, with the use of the delegate certificate mechanism as described in draft-ietf-stir-cert-delegation-04 [yy] and in ATIS-1000092 [zz] it is possible to extend the SHAKEN credential system to enable also non-SHAKEN entities such as a Third Party IP-PBX to create and sign a PASSporT to demonstrate its association with the calling TN when initiating outbound calls to a telephone service provider, e.g., an IMS service provider. The certificate management procedures are further described in ATIS-1000092 [zz]. This allows Tthe serving IMS network (IBCF or AS) for an incoming SIP request based on local policies and an existing trust relationship with the third party to verify the provided PASSporT, compare the calling number attested by the SIP request with the TNAuthList of the certificate and, if accepteds, the signed Third Party ID and transparently forwards the SIP request with the signature towards the terminating network which in turn can invoke the verification. With this approach the serving IMS network is not required to configure and store the list of numbers that the Third Party is authorized to use. In this case the signing AS in Figure x is part of the third party network or invoked by this network. The verification of the signature is invoked in the terminating IMS network.
	Option 2: The serving IMS network (IBCF in the trunking case, S-CSCF or AS otherwise) invokes the signing on behalf of the tThird pParty. In this case the signing AS in Figure x6.10.1-1 is part of the serving IMS network or invoked by theis IMS network based on local policy (e.g. signing is only invoked if the call leaves the IMS network and tThird pParty specific user identity information is present in a SIP header). The verification of the signature is invoked in the terminating IMS network. The tThird pParty specific user identities that are subject for signing in the serving IMS network can be either provided:
a)	by the tThird pParty in the SIP signalling during session setup; based on service level agreements with the serving IMS network the legitimacy of the calling telephone number or other provided information can be part of the service level agreement between IMS service provider and Third Party or the IMS service provider can obtain TN or other data (e.g. name card) assignment information from the Third Party by means outside the scope of 3GPP; or
b)	by the HSS in the serving IMS network based on trusted information from the tThird pParty. In this case the HSS may need to store additional data (in addition to telephone numbers or SIP URIs) in the subscription of a tThird pParty subscriber like a trusted caller name or organization information. These data are fetched from the HSS by the S-CSCF or AS depending which entity invokes the signing. If these additional data are not user specific (e.g., just a company name), also other entities like the IBCF or an AS may be configured with this Third Party specific user identity information.
Editor's note:	It is FFS which SIP header extensions are required to transfer third party specific user identity information that is subject to signing and verification.
Editor's note:	It is FFS whether third party specific user identity information that is subject to signing can be configured in the IBCF.
[bookmark: _Toc101278277]6.10.2	Procedures
Editor's note:	This clause describes the procedures and information flows for the solution.
The procedures to sign and verify PASSporT tokens follow the descriptions in TS 24.229 [8] and ATIS-1000074 [17] with the main difference that besides telephone numbers also other information as described in draft-ietf-stir-passport-rcd-15 [16] can be used for signing and verification. Use of delegate certificates is based on draft-ietf-stir-cert-delegation-04 [yy] and ATIS-1000092 [zz].
[bookmark: _Toc101278278]6.10.3	Impacts on existing nodes and functionality
Following nodes are impacted by this solution.
HSS
-	For Option 2b in clause 6.10y.1 the HSS stores additional trusted information from the tThird pParty like caller name, job title, organization the caller is associated with and information related to the caller's location or organization information.
IBCF, S-CSCF and AS
-	Need to be able to invoke signing and verification of new information elements in the SIP header based on local policies and an existing trust relationship with the tThird pParty.
-	IBCF, AS: May be configured with Third Party specific user identity information.
-	S-CSCF, AS: May fetch data from HSS for signing.
Signing AS (STI-AS)
-	Need to be able to sign new information elements from the SIP header.
Verification AS (STI-VS)
-	Need to be able to verify new information elements from the SIP header.
CSCF
-	Potentially support of new SIP headers. Transparently forwards the signature from the tThird pParty towards the terminating network.

[bookmark: _Toc519004414]* * * * End of changes * * * *
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