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Abstract: This contribution proposes a new solution for Key Issue #2: Application Detection using Domain Descriptor.
1. Background
This solution addresses the following technical issues of the KI#2:

-
Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC.

2. Proposal
It is proposed to add following a solution for Key Issue #2 to 3GPP TR 23.700-85.
* * * Start of changes (all new text) * * * *

6.X
Solution #X: Application Detection using Domain Descriptor
6.X.1
Description
This solution addresses the following technical issues of the KI#2:

-
Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC.

This solution provides a part of solution to address the above key issue only for the case where the Domain Descriptor is used in the URSP rule. This solution can be used with other application detection solution.
Among various traffic descriptors are listed in URSP rules, the domain descriptor is one of useful descriptors to identify the application traffic. 
Today, UPF-based mechanism to detect the FQDN-based application traffic can be used, however, it has the following limitations:

· It may not work if DNS over TLS or DNS over HTTPS is used.
· It may not guarantee the same IP address is resolved since the EAS IP address may be different based on EDNS Client Subnet option is used. Since the specifications do not specify how the UPF detect the domain name, based on the UPF implementations, the different IP address for the same FQDN can be resolved.
Therefore, the current mechanism is not enough to check whether the application traffic from the UE is compliant with the URSP if the domain traffic descriptor is used.

This solution provides a mechanism for the UE-PCF to detect application traffic detection using domain descriptor to check whether the UE is compliant with the traffic descriptor for the case when the EASDF is used for edge computing. This solution assumes that the EASDF for edge computing is deployed and SMF can be notified when the EASDF detects the DNS messages.

The UE-PCF is notified the PDU Session establishment of the target UE to be checked for the URSP compliance. The UE-PCF subscribes SM-PCF for the reporting of application traffic detection for FQDN based the flow descriptor. The SM-PCF updates the PCC rules with FQDN-based flow descriptor for the SMF to report if DNS message exchanges are detected or DNS resolved traffic identified by the FQDN is detected.
The Figure 6.X.1-1 shows an abstract operation of 5GC for DNS message detection and reporting. The UE-PCF subscribes the application detection indicating DNS message detection and reporting with FQDN to the SM-PCF. The SM-PCF updates the PCC rules indicating the DNS message reporting with FQDN-based SDF template. The SMF updates DNS message handling rule with EASDF. When the UE, EASDF and the DNS server exchanges the DNS message, the EASDF detects and reports the DNS message to the SMF. The SMF notifies the detected application information to the SM-PCF. SM-PCF forwards the information to the UE-PCF.
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Figure 6.X.1-1. FQDN based Application Detection (DNS message detection and reporting)

The Figure 6.X.1-1 shows an abstract operation of 5GC for DNS resolved traffic detection and reporting. The UE-PCF subscribes the application detection indicating DNS resolved traffic detection and reporting with FQDN to the SM-PCF. The SM-PCF updates the PCC rules indicating the DNS resolved traffic detection and reporting with FQDN-based SDF template. The SMF updates DNS message handling rule with EASDF. When the UE, EASDF and the DNS server exchanges the DNS message, the EASDF detects and reports the DNS message to the SMF. The SMF updates N4 rule (e.g. PDU and URR) to the UPF. When the UPF detects the application traffic, it notifies the SMF of the detected traffic. The SMF notifies the detected application information to the SM-PCF. SM-PCF forwards the information to the UE-PCF.
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Figure 6.X.1-2. FQDN based Application Detection (DNS resolved traffic detection and reporting)

6.X.2
Procedures
6.X.2.1
Procedure of application detection for domain (e.g. FQDN) traffic descriptor

This procedure describes the FQDN-based application detection


[image: image3.emf]SM-PCF

SMF UE

1. PolicyAuthorization_Subscribe

(UE address, AF Id, DNN, S-NSSAI, 

FQDN-based Flow description,

A. DNS reporting indication

B. DNS resolved traffic detection

Notification Address)

EASDF

4. Update

DNS Message Handling Rule (DNS-Response, FQDN)

UPF

10. N4 Update Request

(PDR, URR)

15. Application Traffic (e.g. TCP SYN exchange, HTTP Request)

11. N4 Update Response

9. Generate N4 Rules using IP address

(PDR,  URR)

14. DNS Response (IP address in Answer Field)

UE-PCF

DNS

Server

AS

2. SM Policy Association UpdateNotify

(PCC rule with FQDN-based Flow description, 

A. DNS message reporting or DNS resolved traffic detection))

3. Generate DNS Message Handling Rule 

using FQDN-based Flow description

13. PolicyAuthorization_Notification

(A. DNS message reporting)

16. Reporting of Application 

Detection (IP address)

18. PolicyAuthorization_Notification

(B. DNS resolved traffic detection)


Figure 6.X.2-1: FQDN-based Application Detection

Step 1. UE-PCF subscribes the reporting of application detection to the SM-PCF. The message includes the FQDN-based SDF template to identify the application traffic matching the domain descriptor of the target UE.
Step 2. SM-PCF updates the PCC rules with FQDN-based SDF template for the SMF to report the detected application. The FQDN-based SDF template can represent one or more FQDN such as abc.asp1.com, abcd.asp1.com or FQDN range in regular expression such as *.asp1.com. The PCC rules indicates either 1) DNS message reporting or 2) DNS resolved traffic detection. 

Step 3. The SMF generates DNS message handling rules using FQDN-based SDF template. 

Step 4. The SMF sends the DNS message handling rule for the EASDF to report the DNS message when the EASDF detects the DNS messages.

Step 5~7. The UE exchanges the DNS Query and DNS Response with the DNS server via EASDF. 

Step 8. When detecting the DNS Response, the EASDF notifies the FQDN and resolved address for the FQDN to the SMF.

Step 9. If the PCC rules indicates DNS resolved traffic detection, the SMF generates the corresponding N4 rules, e.g. PDR and URR in order for the UPF to report the traffic identified by IP address.

Step 10~11. The SMF updates the N4 rules to the UPF.

Step 12. If the PCC rule indicates DNS message reporting and the SMF is notified DNS message detection from the EASDF, the SMF notifies the detected FQDN and its IP address to the SM-PCF. 

Step 13. The SM-PCF notifies the notification address of the UE-PCF of the DNS message detection received from the SMF.

Step 14. The EASDF forwards the DNS Response message to the UE.

Step 15. After resolving the IP address of the application, the UE and the application server exchanges the application traffic (e.g. TCP SYN or HTTP transactions).

Step 16. The UPF detects the traffic matching PDR and reports it to the SMF.

Step 17. If the PCC rule indicates DNS resolved traffic detection and the SMF is notified the packet detection associated with the FQDN-based template from the UPF, the SMF notifies the DNS resolved traffic detection to the SM-PCF. 

Step 18. The SM-PCF notifies the notification address of the UE-PCF of the DNS resolved traffic detection received from the SMF.

6.X.3
Impacts on services, entities and interfaces
UE-PCF: The UE-PCF is able to utilize the SM-PCF service for FQDN-based application detection.

SM-PCF: The SM-PCF is required to support the notification and PCC rules for FQDN-based application detection.

SMF: The SMF is required to support the PCC rules indicating FQDN-based application detection identified FQDN-based SDF template.
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