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Abstract: This contribution updates a solution that network based URSP rules enforcement with the assistance of UE.
1.
Discussion
In solution 10, a solution to solve the URSP rules enforcement feedback is proposed that relies on network-based detection. 
In this solution update, both of the UE side and network side can coordinate and verify whether the UE use the URSP rules correctly. 

There are three level of URSP rules verification: 
-
The stage 1 verification: When UE uses the URSP rules (one of the Traffic descriptor and RSD) to apply the application traffic to a PDU session (both existing PDU session or trigger to establish a new PDU session), the UE notifies the AM-PCF via NAS messages which URSP rules is used and which PDU session the application traffic applied to (indicated by PDU session ID). The AM-PCF can check the URSP rules that UE notifies. The URSP rule reported by the UE is inconsistent with the rule delivered by the network, the AM-PCF determines that the UE doesn’t use the URSP rules correctly. 
-
The stage 2 verification: Although the UE notifies the URSP rules it used and the PDU session that the application traffic applied to, the AM-PCF should trigger the SMF to check whether the parameters of the PDU session (for example, the SSC mode, PDU session type and etc) are the same as in RSD. If in the PDU session ID which PDU session refers to and the application traffic applied to, the PDU session parameters are not the same as the parameter indicated in RSD, the AM-PCF can decide that the UE doesn’t use the URSP rules correctly. Because the real PDU session parameters are not the same as the parameters in RSD that UE notifies. 
-
The stage 3 verification: Based on the previous two level of verification, the AM-PCF can decide that UE reports the same URSP rules as network distributed and the PDU session parameters are the same as in RSD that UE reports. But, whether the application traffic exists in the PDU session is unknown. So, the last stage of verification is, the 5GC should use the traffic detection mechanism in the PDU session, to detect whether the application traffic exists. The SMF develops the PDR according to the traffic descriptor and applies the PDR to PDU sessions. If no packet is detected, the SMF notifies the AM-PCF the results and the AM-PCF decides the UE doesn’t use the URSP rules correctly.
2.
Proposal

It is proposed to capture the following changes into TS 23.700-85.
* * * * First change * * * *

6.10
Solution #10: Network based URSP rules enforcement feedback

6.10.1
Description

6.10.1.1
Network based URSP rules enforcement verification without UE assistance
The UE uses URSP rules to apply the application traffic to PDU sessions in UE. But, for some of the situation, the 5GC wants to aware of the enforcement of URSP rules in UE.

One of the solutions is, according to the URSP rules, the UPF sets the PDR in specific UE's PDU session. If the specific application packets are detected by PDR, it means the application traffic is applied to this PDU session, and the parameters of this PDU session can be used to reverse to determine the RSD. Which RSDs contains the PDU session parameters, is the real URSP rules that used in UE for this application traffic.

If PCF wants to monitor some of the enforcement of the RSD in specific Traffic Descriptor, the PCF provides the Traffic Descriptor which describes the traffic feature to SMF to construct the PDR.

In PDR, the packet filter set is the main parameters for UPF to detect. And in the Traffic Descriptor in URSP rules, the IP descriptor can be directly used for the construction of PDR, that the IP descriptor describes the destination IP address. But for other kinds of Traffic Descriptor, for example, the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities, that these parameters can't be directly used for construction of PDR.

Although some of the Traffic Descriptor in URSP rules doesn't provide the 5-IP-tuple, but finally, the application traffic should be routed to a specific application server which is represented as IP address and port number. So, it means the Traffic Descriptor in UE only has the function of applying application traffic to specific PDU session, but there still has a mapping table between Traffic Descriptor and destination IP address.

So, after applying the application traffic to a PDU session, the SMF should set the destination IP address of this application traffic in UPF. The SMF should maintain a mapping table between non-IP related Traffic Descriptor and 3-IP-tuple.

For example:

-
If the application traffic is applied to a PDU session by Traffic Descriptor = ABC.com (FQDN), the SMF should have a mapping table between ABC.com and the destination IP address of this application traffic, for example, ABC.com (FQDN) is equal to 100.1.1.1;

-
If the application traffic is applied to a PDU session by Traffic Descriptor = APP1 (Application Descriptor), the SMF should have a mapping table between APP1 and the destination IP address of this application traffic, for example, APP1 is equal to 192.168.1.1
6.10.1.2
Network based URSP rules enforcement verification with UE assistance
Without UE’s assistance, the network sides should have the packet detection in every of the UE’s PDU session. In order to reduce the burden of network, some of the information should be reported by UE. For example, when UE enforces the URSP rules to apply the application traffic to a PDU session, the UE can report the PDU session ID that the application traffic applied to, and report the URSP rules the UE uses. 
With the help of UE, there are three level of URSP rules verification: 
-
The stage 1 verification: When UE uses the URSP rules (one of the Traffic descriptor and RSD) to apply the application traffic to a PDU session (both existing PDU session or trigger to establish a new PDU session), the UE notifies the AM-PCF via NAS messages which URSP rules is used and which PDU session the application traffic applied to (indicated by PDU session ID). The AM-PCF can check the URSP rules that UE notifies. The URSP rule reported by the UE is inconsistent with the rule delivered by the network, the AM-PCF determines that the UE doesn’t use the URSP rules correctly. 
-
The stage 2 verification: Although the UE notifies the URSP rules it used and the PDU session that the application traffic applied to, the AM-PCF should trigger the SMF to check whether the parameters of the PDU session (for example, the SSC mode, PDU session type and etc) are the same as in RSD. If in the PDU session ID which PDU session refers to and the application traffic applied to, the PDU session parameters are not the same as the parameter indicated in RSD, the AM-PCF can decide that the UE doesn’t use the URSP rules correctly. Because the real PDU session parameters are not the same as the parameters in RSD that UE notifies. 
-
The stage 3 verification: Based on the previous two level of verification, the AM-PCF can decide that UE reports the same URSP rules as network distributed and the PDU session parameters are the same as in RSD that UE reports. But, whether the application traffic exists in the PDU session is unknown. So, the last stage of verification is, the 5GC should use the traffic detection mechanism in the PDU session, to detect whether the application traffic exists. The SMF develops the PDR according to the traffic descriptor and applies the PDR to PDU sessions. If no packet is detected, the SMF notifies the AM-PCF the results and the AM-PCF decides the UE doesn’t use the URSP rules correctly.
6.10.2
Procedure
6.10.2.1
Network based URSP rules enforcement verification without UE assistance
The details of the procedure of network based URSP rules enforcement feedback is in Figure 6.10.2-1.
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Figure 6.10.2-1: Network based URSP rules enforcement feedback

1.
The PCF determines to monitor the URSP rules enforcement in UE.

2.
The PCF finds the SMF serving the UE for this SUPI using Nudm_UECM_Get_Request including SUPI, type of requested information set to SMF Registration Info and the S-NSSAI and DNN, as defined in clause 5.3.2.5.7 of TS 29.503 [11].

3.
The UDM provides the SMF id and the corresponding PDU Session id, S-NSSAI, DNN using

4.
The PCF subscribes the service in SMF for packet detection. The PCF provides the monitored Traffic Descriptor to SMF via Nsmf_EventExposure_Subscribe. The PCF will be notified with the PDU session parameters that the application traffic applied to.

NOTE1: The PCF is AM-PCF, and the subscription procedure can be routed to SMF via SM-PCF. The details are described in the Figure 6.10.2-2.
5.
The SMF receives the parameters of Traffic Descriptor from PCF and generate the PDR. And the SMF should derive the IP descriptor which the Traffic Descriptor corresponds to.


And in the Traffic Descriptor, the IP descriptor can be directly used for the construction of PDR, that the IP descriptor describes the destination IP address. If for other kinds of Traffic Descriptor, for example, the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities, the SMF derives the 3-IP-tuple which the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities corresponds to by the maintained mapping table between non-IP related Traffic Descriptor and 3-IP-tuple.

6.
The SMF applies the PDR to the UPF that serves the UE via N4 session procedure.

7.
In UE, an application traffic is mapped to a PDU session by the monitored URSP rules.

8.
The UPF detects the application traffic by PDR in a PDU session.

9.
The UPF reports the PDU session information, which the application traffic applied to, to SMF, including the PDU session information, including PDU session id, SSC mode, DNN, access type, S-NSSAI and etc, by N4 reporting procedure. The PDU session information is used to verify the which RSDs are enforced in the Traffic Descriptor in URSP rules.

10.
The SMF reports the PDU session information, which the application traffic applied to, to PCF, including the PDU session id, SSC mode, DNN, access type, S-NSSAI and etc by Nsmf_EventExposure_Notify.

11.
The PCF verify which RSDs are enforced in the Traffic Descriptor in URSP rules according to PDU session information. And PCF determines the enforcement of UE's URSP rules at this step. If no RSDs are matched to the PDU session information, it means the UE doesn't use the URSP rules correctly.


The PCF should re-evaluate the URSP rules to this UE and update the URSP rules in UE, if the URSP rules are not enforced correctly. For example, adjust the precedence of Traffic Descriptor or RSD, update the RSDs in Traffic Descriptor, add or remove the Traffic Descriptor and RSDs, etc.

12.
The PCF updates the re-evaluated URSP rules to UE, according to the step from step 5 to step 9 described in clause 4.16.12.2 of TS 23.502 [3].
6.10.2.2
Network based URSP rules enforcement verification with UE assistance
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Figure 6.10.2-2: Network based URSP rules enforcement feedback with UE assistance
1.
UE performs the URSP rules to apply application traffic to a PDU session, including newly establish a PDU session or apply the application traffic to existing PDU session. 
2.
The UE delivers the URSP rules enforcement results to AM-PCF via AMF by UL NAS messages, including the used URSP rules (represented by Traffic Descriptor precedence or RSD precedence, or, represented by details of Traffic Descriptor or RSD), PDU session ID that the application traffic applied to. 
3.
The AMF delivers the URSP rules enforcement results to AM-PCF by Npcf_UEPolicyControl_Update request, including the used URSP rules (represented by Traffic Descriptor precedence or RSD precedence, or, represented by details of Traffic Descriptor or RSD), PDU session ID that the application traffic applied to.
4.
The AM-PCF responses to AMF.
5.
The AM-PCF performs the stage 1 verification. The AM-PCF can check the URSP rules that UE notifies with the URSP rules AM-PCF delivers to UE. If the URSP rule reported by the UE is inconsistent with the rule delivered by the network, the AM-PCF determines that the UE doesn’t use the URSP rules correctly. 


If the AM-PCF determines the UE doesn’t use the URSP rules correctly, the step from step 6 to step 19 are skipped.

NOTE1:
For example, the UE reports the URSP rules is: TD = “FQDN = ABC.com”, RSD 1 = “SSC mode 2, DNN = DNN1”, but the AM-PCF checks that the real URSP rules delivered to UE is: TD = “FQDN = ABC.com”, RSD 1 = “SSC mode 3, DNN = DNN1”. So the AM-PCF determines that the UE doesn’t use the URSP rules correctly
6-7.
The AM-PCF recovers the SMF ID, SM-PCF ID from UDM, with Key = SUPI, Subkey = S-NSSAI or DNN. 

8.
The AM-PCF triggers the procedure Npcf_PolicyAuthorization Subscribe to subscribe the packet detection results in certain PDU session. In the subscription, the AM-PCF provides SMF ID, used URSP rules (represented by Traffic Descriptor precedence or RSD precedence, or, represented by details of Traffic Descriptor or RSD), PDU session ID to SM-PCF. 

9.
The SM-PCF subscribes the service in SMF for packet detection. The PCF provides the monitored Traffic Descriptor to SMF via Nsmf_EventExposure_Subscribe. The PCF will be notified with the PDU session parameters that the application traffic applied to.

10.
The SMF recovers the PDU session parameters according to PDU session ID, for example, SSC mode, DNN, S-NSSAI, PDU session type and etc. The SMF can have two options to perform stage 2 verification: 


Option 1: The SMF can compare the PDU session parameters with the parameters in RSD. If either one of the parameters is not the same, the SMF notifies the SM-PCF by Nsmf_EventExposure Notify in step 11, and SM-PCF notifies AM-PCF by Npcf_PolicyAuthorization_Notify with the failure results. And the AM-PCF determines that the UE doesn’t use the URSP rules correctly. From step 13 to step 19 are skipped. 

Option 2: The SMF only delivers the recovered PDU session parameters to AM-PCF, via SM-PCF in step 11 and step 12. The AM-PCF compares the PDU session parameters with the parameters in RSD. If either one of the parameters is not the same, the AM-PCF determines that the UE doesn’t use the URSP rules correctly. From step 13 to step 19 are skipped. 
11.
(optional) After the SMF compares the PDU session parameters with the parameters in RSD, if either one of the parameters is not the same, the SMF notifies the SM-PCF by Nsmf_EventExposure Notify with the stage 2 verification failure.
12.
(optional) The SM-PCF notifies AM-PCF by Npcf_PolicyAuthorization_Notify with the stage 2 verification failure results.
13.
The SMF receives the parameters of Traffic Descriptor from SM-PCF and generate the PDR. And the SMF should derive the IP descriptor which the Traffic Descriptor corresponds to.


And in the Traffic Descriptor, the IP descriptor can be directly used for the construction of PDR, that the IP descriptor describes the destination IP address. If for other kinds of Traffic Descriptor, for example, the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities, the SMF derives the 3-IP-tuple which the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities corresponds to by the maintained mapping table between non-IP related Traffic Descriptor and 3-IP-tuple.

14.
The SMF determines the UPF or PSA that serves the PDU session which indicated by PDU session ID.
NOTE X: The SMF triggers the packet detection procedure only after the UE report that a URSP rule have been applied or enforced.
15.
The SMF applies the PDR to the UPF that serves the UE via N4 session procedure.

16.
The UPF detects the application traffic by PDR in a PDU session in the certain time range. The results can be either successfully detected or not detected. 
17.
The UPF reports the packet detection results to SMF, either successfully detected or not detected in the certain time range.

18.
The SMF reports the packet detection results to SM-PCF by Nsmf_EventExposure_Notify. This packet detection results are used for stage 3 verification. 
19.
The SM-PCF notifies AM-PCF by Npcf_PolicyAuthorization_Notify with packet detection results.
20.
The AM-PCF performs stage 2 verification and stage 3 verification.


Stage 2 verification: The AM-PCF compares the PDU session parameters with the parameters in RSD. If either one of the parameters is not the same, the AM-PCF determines that the UE doesn’t use the URSP rules correctly. 

Stage 3: The AM-PCF receives the packet detection results from SMF via SM-PCF. If no packets are detected from the PDU session which indicated by the PDU session ID that UE reports, it means that the real application traffic doesn’t exist in the PDU session, and the UE doesn’t use the URSP rules correctly. If the packets are detected from the PDU session, the UE uses the URSP rules correctly. 
21.
The PCF updates the re-evaluated URSP rules to UE, according to the step from step 5 to step 9 described in clause 4.16.12.2 of TS 23.502 [3].
6.10.3
Impacts on services, entities and interfaces
Editor's note:
This clause lists impacts to services and interfaces.

PCF (AM-PCF or SM-PCF):

-
Decides the monitored URSP rules, and provides the parameters in Traffic Descriptor to SMF to generate PDR.

-
Subscribe the packet detection results from SMF to verify the URSP rules enforcement in UE.

-
Re-evaluates the URSP rules to the UE and update the URSP rules in UE, if the URSP rules are not enforced correctly according to the notification from SMF.
SMF:

-
Transition of the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities in Traffic Descriptor to IP descriptor to construct 3-IP-tuple in PDR.

-
Receives the monitored Traffic Descriptor which is included in the monitored URSP rules from PCF.

-
Provide the traffic detection results to PCF.

UE:

-
Reports the enforced URSP rules and PDU session ID that the application traffic applied to, to AM-PCF by UL NAS messages.
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