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Abstract of the contribution: This contribution proposes a new solution for 5GC architecture enhancements to support PIN. 
Discussion 
This paper proposes a solution for KI#1 on Providing 5GC architecture enhancements to support PIN.
Proposal

Update TR 23.700-88 with the proposed changes below.
**** First Change ****

6.0
Mapping of Solutions to Key Issues
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**** Next Change ****
6.X
Solution #X: 5GC architecture enhancements to support PIN
6.X.1
Description

The solution describes the following 5G Core architecture enhancements to support PIN:

1) Additional 5GC functions and interface needed for supporting identification of PIN and PIN Elements, management of PIN and PIN access via PEGC.
2) Architecture of the Personal IoT Network

6.X.1.1 
Overall architecture

More than 500 billion IoT devices are expected to be on the internet by 2030, to organize and manage these Personal IoT Network (PIN) from the 5G core, we propose to add a new network function, which can push the operator and 3rd party policies such as add/remove PIN, add/delete PIN element from the PIN etc., For the network to control the PIN and the PIN elements, PEMC of the PIN should register itself to the 5GC and indicate that it is capable of organizing PIN networks. Based on the policies the new Network function (PINCTRL) on the 5GC will acknowledge the PEMC duly. PINE can access the 5G network through PEGC, which is registered as PIN capable with the 5G network. We propose an architecture and protocol enhancement so that the operator and 3rd party can fine grain control the PINE and PIN management features. We also propose a way to address PIN elements of PIN from 5GC.   

6.X.1.2 
5GC architecture enhancements to support PIN

This solution addresses KI#1 and describes the 5GC architecture enhancements to support PIN.

We propose to add PINCTRL (PIN Ctrl Function) – a new Network Function- and new interfaces P1 and NPINCTF  to manage and organize PIN network as shown in Figure 6.X.1.2-1. PEMC/PEGC communicates with the PINCTRL of 5GCore network using P1 reference points for Authorization, 3rd party/Operator policies etc. We propose PINCTRL to be part of SBI bus of the 5G core architecture and communicates with the other NF(s) using NPINCTRL interface. PEMC forms the PIN Network and PEMC/PEGC communicates to the 5Gcore on behalf of PIN elements.

[image: image1.emf] 

NEF  

NWDA F  

A F  

PC F  

AM F   SM F  

UP F  

Nnef  

N nwdaf  

Naf  

Npc f  

Namf  

Nsm f  

N4  

UDR  

N udr  

CHF  

N chf  







Figure 6.X.1-2: 5GC architecture enhancements to support PIN
6.X.1.3 
Additional Reference points
We propose to add the following new reference points to the 5G Architecture:



P1:   Reference point between PEMC/PEGC to PIN CTRL Func 

         NPINCTF :   Reference point between PIN CTRL Func and SBA bus.
6.X.1.4 
Additional Network Functions and Entities
We propose to add the following new Network Functions and Entities to the 5G System:
PINCTRL:   PIN Control Function – A Network Function that is dedicated for following PIN functions 

1) Authorizes PEMC/PEGC to form the PIN and 
2) Maintains and Updates PIN Information and List of PIN elements with PIN Capabilities such as Name, Address, assigned PEGC, 5G system accessible, Type of PINE such as printer, headset, Thermostat etc.,
3) Acknowledges PIN_List from/to PEMC.
4) Accepts Operator or 3rd party PIN Rules.
5) Pushes Operator’s policy to the PIN network.
PINE (Personal IoT Network Element):  A PIN Element that can communicate within the PIN network or to the 5G network via PEGC.

PEGC (PIN Element with Gateway Capability): A PIN Element with the ability to provide connectivity to and from the 5G network for the other PIN Elements or provide relay for the communication between PIN Elements.
PEMC (PIN Element with Management Capability):  A PIN Element with capability to manage the PIN.
6.X.1.5 
Personal IoT Network Architecture 

Figure 6.X.1.5-1: SBA Architecture for Personal IoT Network
We propose Service Based Architecture (SBA) for PIN discovery, selection and communication in the Personal IoT Network. In this SBA, we use consumer, producer and broker model for the PINE to register and provide its services to other PINE and discover services of other PINE in the PIN as shown in Figure 6.X.1.5-1. The PINE in the PIN, communicates among each other using Request-Response and subscribe-notify mechanism. 

We assume that the PIN Elements in a PIN network are reachable via a wireless link such as WiFi, Bluetooth, WiGi etc., and the procedure to form a reachable PIN network at wireless link is out of scope of this document. PEMC acts as a broker in the service and producer model with PINE/PEGC service repository function. Higher layer protocol such as http is used for internal PIN communication and 5G NAS signalling is used to communicate with 5G systems such as PIN registration. A device will discover a PEMC using Request-Response broadcast message and register its services with the PEMC of the appropriate PIN network. PINE with PEGC capability will register itself with the DNN and then discover PEMC to register its gateway and other services.

Security and authentication of the PINE with the PEMC is described in the solution for KI#5. PEMC will maintain a repository of the PIN elements services and its FQDN or IP address. A PINE in the PIN will discovery other PINE services and reachability from the PEMC for eg., A PINE such as printer or a UE with gateway functionality will register its FQDN and its services with the PEMC. The PINE would query the PEMC for the printer or gateway functionality and based on the management policies the appropriate FQDN and its services of the printer and gateway is sent to the PINE. Management and configuring policies are described in the solution for KI#3 and KI#6.

6.X.2
Procedures

Detailed procedures are defined in solutions to KI#6, KI#2, KI#3, KI#4, KI#5
6.X.3
Impacts on services, entities and interfaces
The solution largely re-uses existing functionality

The solution has the following impacts:

Impact to the 5GCore:

· 
Add New Network Function – PIN control function (PINCTRL)- to the 5GCore

· Add New Interfaces P1 and NPINCTRL to the 5G system

Impact to the UE (PEMC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to maintain a list of all the PINE and its supported services

· Ability to respond to PINE and its service discovery queries from the PINE

Impact to the PINE:

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to request QoS using http request to the PEGC

Impact to the UE (PEGC):

· Ability to support http broadcast messages, http request-response and http based subscribe-notify features

· Ability to register its gateway functionality to PEMC

· Ability to accept http QoS request from the PINE and setup multiple PDU session with the 5G System

· Ability to map PDU session ID to the IP address of the PINE and forward packets to/from the corresponding PDU session

**** End of Changes ****
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