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Abstract of the contribution: This contribution proposes a new solution to address KI#3 Information Exposure to 3rd parties
Proposal

It is proposed to adopt the following new solution in TR 23.700-80.

* * * * Start of Change * * * *
6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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6.X
Solution #X: 5GC information exposure to authorized 3rd party
6.X.1
Description

This solution addresses Key Issue #3, in particular this solution addresses:

· “Whether and what assistance information and events are exposed from 5GS to AF, more specifically, the prediction of UE and/or network conditions and performance (e.g., location, QoS, load, Congestion, etc.) as described in TS 22.261? How?”

Current 3GPP System support for Event exposure is intended for authorized 3rd parties, in particular monitoring of specific events for a UE in the 5G System, which are provided via NEF, and these include Monitoring capability, Provisioning capability, Policy/Charging capability and Analytics reporting capability. This solution introduces new extensions to support AI/ML operation as described in 6.X.1.1

6.X.1.1
Event exposure extensions for External Party (3rd party) reporting
The AI/ML application function (AF) requires the 5G system to support at least three types of operation:

· AI/ML operation splitting between AI/ML endpoints: the operation may be split according to specific tasks and environment such that computation intensive components are executed at the network side, while privacy sensitive components are executed at the UE

· AI/ML model/data distribution and sharing over 5G system: Online model distribution to enable adaptation to tasks and environments variations, without requiring model pre-loading

· Distributed/Federated Learning (FL) over 5G system: The AI/ML AF trains a global model by aggregating local models partially trained by devices part of a Federated Learning group

6.X.1.1.1
Requesting System Performance Analytics and Predictions through NWDAF
To obtain System Performance Predictions from the 5GS, the AF may subscribe to Network Exposure Notifications and/or to Analytics or Request Analytics using existing NWDAF services and it may provide Analytics Filter information indicating the specific AI/ML operation type these Analytics apply to. 
To enable the AIML AF to request Analytics or Events through an application AI/ML operation type, the AIML AF may also provide the UDM with the mapping of AIML operation type to Analytic ID, using an External Parameter Provisioning procedure, to update the mapping of Network Capability Notifications and or Analytics associated to an AIML operation type, applicable to a group ID or External UE ID such as GPSI. The AF associates Analytics and Network Notifications, through a Correlation ID. Note that the AF does not send the UE ID or Group ID but rather the Correlation ID associated to a UE or a Group of UEs.
When registering to the NRF, NWDAF containing MTLF (Model Training Logical Function) may provide the AI/ML operations for which Analytics and associated trained ML Models may apply. The NWDAF (e.g., the AnLF) may use the AI/ML operation type provided by the AF to discover and select applicable MTLF supporting trained ML Models to produce Analytics that are applicable to this type of AI/ML operation.

The AF may use different 5GS Analytics Exposure procedures to obtain System Performance monitoring information and System behaviour predictions, based on the AI/ML operation it needs to support. E.g., The AF may use a Network Analytics procedures such as “DN Performance Analytics”, and provide new filtering information as follows: 
-
DN Performance Analytics: This procedure is currently intended for Edge applications, but it may be used by any AF to obtain information relevant to AI/ML operations. The AF may provide, in addition to the existing inputs specified in [4], clause 6.14.1, the following information:

-
Analytics Filter information to specify the AI/ML operations this Analytics apply to.  Table 1 Illustrates how the AF may provide filtering information to derive relevant Analytics for a specific AI/ML operation:

	Information
	Description

	Application ID (AI/ML)
	The identification of the application(s) for which the analytics information is subscribed or requested.

	S-NSSAI
	Identifies the Network Slice for which analytics information is subscribed or requested.

	NSI ID(s)
	Identifies the Network Slice instance(s) for which analytics information is subscribed or requested.

	Area of Interest
	Identifies the Area (i.e., set of TAIs), as defined in TS 23.501 [2] for which the analytics information is subscribed or requested.

	UPF anchor identity
	Identifies the UPF where a UE has an associated PDU session.

	DNN
	DNN to access the application.

	DNAI
	Identifier of a user plane access to one or more DN(s) where applications are deployed as defined in TS 23.501 [2].

	Application Server Address(es)
	List of IP address(s)/FQDN(s) of the Application Server(s) that a UE, group of UEs, or 'any UE' has a communication session with for which DN Performance Analytic information is requested.

	List of analytics subsets
	List of analytics subsets that are requested among those specified in clause 6.14.3.

	AI/ML operation type
	List of AI/ML operations supported by this Analytic ID. Acceptable values: Model Distribution, Operation Split, Federated Learning. NOTE: The operation type could also be expressed as a specific Application ID.

	NOTE:
All parameters are optional.


Table 6.X.1.1.1-1: Analytics Filter Information related to DN Performance Analytics for specific AI/ML operations

-
If the AI/ML operation type is “Federated Learning”, the AF provides the Federating Learning Group ID identifying all UEs within a group, and the specific time windows when the statistics or predictions apply

-
If the AI/ML operation type is “Model Distribution” the AF provides AS a list of AF Service Identifier for which the AF requires Performance Predictions and Analytics. The NWDAF uses this information to derive Performance Predictions and Analytics, e.g., Maximum Packet Delay or Maximum Traffic Rate between two endpoints of the distributed model

-
If the AI/ML operation is a combination of any of them, The NWDAF uses this information to derive Performance Prediction and Analytics, e.g., Application Specific Congestion at a specific Location, and during a specific time window, affecting both AI/ML Federating Learning and AI/ML Model Distribution

-
User Data Congestion Analytics: The AF uses Predictions generated by this Analytics to enhance Model Distribution operations, based environmental change e.g., data volume changes at a location or excessive signalling at a location or slice. The AF also uses this information to derive the impact on other Application when due to a specific AI/ML operation. The AF may provide, in addition to the existing inputs specified in TS 23.288, clause 6.8, the following information:

-
If the AI/ML operation type “Federated Learning”, “Model Distribution” or Operation Split. Furthermore, if the AI/ML operation type is “Federated Learning” the time window when the AI/ML operation apply.

6.X.2
Procedures
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Figure 6.x.2-1 AI/ML Operation, System Performance Statistics and Predictions requested by AF
0a. The NWDAF subscribes to UDM notification regarding mappings of application AIML operation to Analytic ID/Event IDs
0b. The  AIML AF creates/updates/deletes mappings of application AIML operation to Analytic ID/ Event IDs
0c. The NEF forwards the mappings to the UDM

0d. The UDM notifies NF consumers of the new event (i.e. NWDAF). The NWDAF generates Analytics based on these mappings. E.g., using Analytic Filters that associate an Analytic ID/Event ID to one or more application AIML operation types.
1.
The AF subscribes to analytics information either directly or via NEF by invoking the Nnef_AnalyticsExposure_Subscribe service operation. The AF provides AI/ML Operation Type, e.g., “Model Distribution”, “Operation Split”, “Federated Learning” or any combination of them, furthermore, the AF may provide a mapping of what Analytic IDs correspond to what AI/ML Operation Type. This mapping may be sent to the NWDAF or maintained in the NEF.
2.
The NWDAF subscribes to trained ML Model(s) associated to the Analytics and/or specific AI/ML operations provided by the AF.


3.
If the MTLF service consumer subscribes to a (set of) trained ML model(s) associated to a (set of) Analytics ID(s), and/or AI/ML operation types, the MTLF notifies the MTLF service consumer with the trained ML Model Information (containing a (set of) file address of the trained ML model)

4.
If a NWDAF service consumer (e.g., and AF) is subscribed to analytics information, the NWDAF notifies the NWDAF service consumer with the analytics information by invoking Nnwdaf_AnalyticsSubscription_Notify service operation, based on the request from the NWDAF service consumer, e.g., AI/ML Operation Type or specific Analytics. If a Service consumer provides a Specific AI/ML Operation Type, e.g., “AI/ML Model Distribution”, the NWDAF generates System Performance and Predictions to characterize the Traffic for a specific application, during a specific time interval and at a specific location. 

Note that the AF may request on demand System Performance Statistics and Predictions, using an “Analytics Request” Service operation and providing relevant AI/ML Operation Type(s)
6.X.3
Impacts on services, entities and interfaces
NWDAF
· Support selection of AIML type specific trained ML models 
· Support mapping of application AIML operation type to Analytic ID/Event IDs
NEF
-
Support mapping of AIML operation to Analytic Id and maintain Correlation of AIML operation to Group ID and or External Identifier.
AF

-
Support mapping of Analytic/Exposed Network Capability to AIML operation type and association to Correlation ID.
-
Support external provisioning of mappings of Analytics/Exposed Network capabilities to operation types
UDM

Support Event Notification when AIML AF updates/creates/deletes mapping of application AIML operation type to Analytic/Exposed Network Capability or Event Notification
* * * * End of Change * * * *
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