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Abstract of the contribution: This contribution updates Solution #4 to address the ENs and provides additional information on system impacts.

Discussion

In Solution #4, "Direct C2 communication over PC5", there are a few issues FFS as described by the following ENs:


Editor's note:
The exact motivation and value of deriving the Service ID from the CAA-Level UAV ID is FSS.


Editor's note:
Whether the UAV CAA-Level UAV ID or other identifiers are used as the Source User Info is FFS.
The motivation and value of deriving the Service ID from the CAA-Level UAV ID:

In Unicast V2X communication establishment, Direct Communication Request may be sent in service-oriented mode or UE-oriented mode. In service-oriented mode, a broadcast Destination Layer-2 ID associated to the V2X Service Type is specified and any UE that is interested in the announced Service Type may respond. In UE-oriented mode, either the unicast target UE Layer-2 ID is already known by the source UE from previous communication, or a default Destination Layer-2 ID that is associated with the V2X Service Type is used, and the target UE application layer ID is specified on the DCR message.

Solution #4 aims at reusing the existing V2X unicast communication procedure as much as possible. However, unlike V2X service, in the case of UAS C2 communication two communication peers are bound in a specific paired relationship. This means a UAV that initiates unicast communication over PC5 for C2 purposes would like to direct the request to a specific paired party i.e., UAV-C rather than any other entity that is interested in C2 communication.

CAA-Level UAV ID is an application layer ID used for UAV Remote Identification. Its support/configuration is mandated for the UAV in Rel-17. It may contain the information that is unique in the USS/UTM, e.g. session ID or the address of USS. Deriving the Service ID for C2 communication (which is equivalent to V2X Service Type) allows for efficient discovery of the peer (i.e., UAV-C) during the unicast communication establishment over PC5 without the need to provision any additional identifier in UAV/UAV-C beyond what is already supported. This is particularly important in the case of dynamic pairing.  

It is also possible that a Service ID for C2 communication, which is shared between a UAV and UAV-C, is pre-configured in the UAV, similar to the pre-configured pairing information in the UAV for Uu-based C2 communication setup. The solution supports this alternative.

The solution is updated to state the potential benefits of deriving Service ID from CAA-Level UAV ID.
Source User Info:
Source User Info is the initiating UE's Application Layer ID and CAA-Level UAV ID is assumed to be readily available for such purpose. It is also possible that other application layer IDs are assigned for C2 over PC5. The solution is updated to allow other application layer IDs.
Proposal

It is proposed to adopt the following update to Solution #4 in TR 23.700-58.

* * * * Start of Change * * * *
6.4
Solution #4: Direct C2 communication over PC5

6.4.1
Key Issue mapping

This solution aims to address Key Issue #1.
6.4.2
Description

In this solution, a UAV and a UAV-C follows V2X (see TS 23.287 [9]) direct communication procedure to establish a secure C2 communication link over PC5. Both UAV and UAV-C supports PC5, but may or may not support Uu connection.

If the UAV is capable of Uu connection, it is authenticated and authorized by the USS for C2 over PC5 prior to establishing C2 communication over PC5, following existing R17 procedures. The UAV may be provisioned with necessary information for C2 over PC5 (identifiers, security info, etc.) through these procedures. The UAV may also use this information for C2 if preconfigured in the UAV.

Identifiers used for establishing PC5 direct communication for C2:

-
UAS Service Identifier: This is equivalent to V2X Service Type (see TS 23.287 [9]). The UAS Service Identifier can be used to derive Destination Layer-2 ID as described in clause 5.6.1.4 of TS 23.287 [9].


-
Source Layer-2 ID and Destination Layer-2 ID: The L2 IDs can be configured or derived using the existing mechanisms described in clause 5.6.1.4 of TS 23.287 [9].

6.4.3
Procedures
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(Optional) 1. UUAA procedure as defined in 

5.2.2 or 5.2.3 of TS 23.256 [5]

(Optional) 2. Enhanced C2 authorization 

procedure as defined in 

5.2.5 of TS 23.256 [5]

3. Direct Communication Request

4. Security Establishment

5. Direct Communication Accept

6. C2 Communication over PC5


Figure 6.4.3-1: Establishing C2 communication over PC5

1.
If the UAV is capable of Uu communication, the UAV performs UUAA procedure as described in clauses 5.2.2 or 5.2.3 of TS 23.256 [5]. The UAV may obtain a new CAA-Level UAV ID through this procedure. The UAV uses the new CAA-Level UAV ID or a pre-configured CAA-Level UAV ID in the following steps.

2.
If the UAV is capable of Uu communication, the UAV performs C2 Authorization procedure as described in clause 5.2.5 of TS 23.256 [5]. The UAV may obtain the UAV-C identification/addressing information and optionally security information for C2 communication through this procedure. In the following steps, the UAV uses the UAV-C information obtained during C2 authorization or pre-configured.

3.
To set up C2 communication over PC5, the UAV sends Direct Communication Request to initiate the unicast layer-2 link establishment. The DCR includes:

-
Source User Info: the UAV's Application Layer ID (e.g., CAA-Level UAV ID or other application layer ID assigned for C2 over PC5).


-
Target User Info: if the UAV-C identifier is available in the UAV, the UAV uses it as the target user info. If the UAV-C identifier is not available, Target User Info is not included in the DCR and service-oriented link established as described in clause 6.3.3.1 of TS 23.287 [9] applies.

-
UAS Service Identifier: the service identifier may be preconfigured or derived from the UAV's CAA-Level UAV ID to allow efficient discovery of the communication peer (i.e. UAV-C) if service-oriented method is used (e.g., with dynamic pairing)..
-
Security Info.

4.
The UAV-C responds and establishes the security with the UAV, as described in TS 33.536 [15].

5.
The UAV-C sends Direct Communication Accept over the established link.

6.
The UAV and UAV-C can start C2 communication over PC5.

6.4.4
Impacts on Services, Entities, and Interfaces

A UAV may need to support derivation of UAS Service ID using the CAA-Level UAV ID.
* * * * End of Change * * * *
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