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Abstract of the contribution: The solution of network slicing-specific authentication and authorization for specific application to KI 2
1. Introduction

This paper proposes a solution for KI #2: 5GC awareness of URSP enforcement, using the Sol#8 PSI reporting as a baseline.
2. Proposal

This paper proposes mechanisms for 5GS awareness of URSP enforcement for specific application traffic, and also mechanisms and actions if 5GC find out UE does not enforce URSP rule. 

* Start of change * 

6.0
Mapping of Solutions to Key Issues
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*Second change * 

6.X Solution #X: network slicing-specific authentication and authorization for specific application
6.X.1
Description

This solution addresses Key Issue #2 5GC awareness of URSP enforcement.
This solution uses Solution #8 PSI reporting as a baseline to ensure whether UE enforces the URSP rule and is a supplement to Solution#8 to enforce only specific authorized application to use the the network slicing.
Currently when UE evaluates the URSP rules to select a Route Selection Descriptor to connect to network slicing, 5GC is not aware of what application the UE detects and request the network slicing. To resolve the key issue, network slicing-specific authentication and authorization for specific application when UE register to network is introduced to verify whether to allow the UE to route the specific application traffic to the network slicing or not. As the existing network slicing-specific authentication and authorization is per UE, once the UE is authorized to use the network slicing, any of the application on UE can use the allow s-NSSAI, so network slicing-specific authentication and authorization can be extended for application.
Application descriptor in URSP is used to identify the Application that is running on the UE's OS. When application provider subscribes to network slicing service, the application descriptor can be provided to operator and associated to the specific network slicing. These S-NSSAIs are subject to Network Slice-Specific Authentication and Authorization for the specific application descriptor.
When UE registers to 5GC and requests any of S-NSSAIs that are subject to Network Slice-Specific Authentication and Authorization for application, AMF trigger network slicing-specific authentication and authorization procedure for the specific application based on subscription information if the application is subscribed to authorize to use a network slicing. If the application is installed on UE, the application performs the Network Slice-Specific Authentication and Authorization with Network Slice-Specific AAA Server. After the a successful or unsuccessful Network Slice-Specific Authentication and Authorization for the specific application, UE stores the status of NSSAA with the specific application descriptor. When the specific application requests the network slicing, UE evaluates the URSP rules to select a Route Selection Descriptor for the detected application, then UE checks the status of NSSAA with the specific application descriptor and determines whether the application can be routed to specific network slicing. AMF stores the status of Network Slice-Specific Authentication and Authorization for the specific application, and is not required to execute a Network Slice-Specific Authentication and Authorization for a UE at every Periodic Registration Update or Mobility Registration procedure.
Because the network has successfully performed the NSSAA for specific application, the network will know the URSP is correctly performed by applications.
6.X.2
Procedures


[image: image1.emf]19.

UE configuration update procedure(S-

NSSAI is allowed for APP2)

AAA-S-APP2 AAA-P NSSAAF AMF

APP 2

1. trigger to perform Slice-Specific

Authentication And Authorisationfor different 

application(e.g., APP2)

2. NAS MM Transport (EAP ID Request(APP2), S-NSSAI)

3. NAS MM Transport (EAP ID response(APP2), S-NSSAI)

4. Nnssaaf_NSSAA_Authenticate Req(EAP ID Response(APP2), GPSI,S-NSSAI)

5. AAA Protocol message (EAP ID Response(APP2), GPSI, S-NSSAI)

6. AAA Protocol message (EAP ID Response(APP2), GPSI, 

S-NSSAI)

7.AAA Protocol message (EAP msg(APP2), GPSI, S-

NSSAI)

9. Nnssaaf_NSSAA_Authenticate Resp (EAP msg(APP2), GPSI, S-NSSAI)

8. AAA Protocol message(EAPmsg(APP2), GPSI, S-NSSAI)

10. NAS MM Transport (EAP msg(APP2), S-NSSAI)

11. NAS MM Transport (EAP msg(APP2), S-NSSAI)

12. Nnssaaf_NSSAA_AuthenticateRequest(EAP msg(APP2), GPSI,S-NSSAI)

13. AAA Protocol message (EAP msg(APP2), AAA-S-APP2Addr., GPSI, S-NSSAI)

14.AAA Protocol message (EAP msg(APP2), GPSI, S-

NSSAI)

15.AAA Protocol message (EAP success/failure(APP2), 

GPSI, S-NSSAI)

17. Nnssaaf_NSSAA_Authenticate Resp (EAP Success/failureMsg(APP2), GPSI, S-NSSAI)

16. AAA Protocol messageR (EAP Success/failure(APP2), GPSI, S-NSSAI)

18. NAS MM Transport (EAP success/failure(APP2))

21.

When AMF trigger  to perform Slice-SpecificAuthentication And Authorisationfor different application(e.g., APP1), repeat step 1-19, APP 1 is allowed to use S-NSSAI

APP 1

UE

AAA-S-APP1

0. S-NSSAI is subjectedto perform Slice-

SpecificAuthentication And Authorisationfor 

different applications(e.g., APP1 and APP2)

APP2 is allowed to use S-NSSAI

20.


Figure 6.X.2-1: Network Slicing-Specific Authentication and Authorization for Specific Application
0.  S-NSSAI is subjected to perform Slice-Specific Authentication and Authorization for different applications (e.g., APP1 and APP2).

1.  During the Registration procedure or based on change of subscription information, or triggered by the AAA-S, the AMF may trigger the start of the Network Slice Specific Authentication and Authorization procedure for different applications. Here is assuming the AMF triggers the Network Slice Specific Authentication and Authorization procedure for application 2.

2-18. Network Slice Specific Authentication and Authorization procedure is performed as specified in TS 23.502 4.2.9.2 Network Slice-Specific Authentication and Authorization, except that the AMF will add application descriptor IE in the EAP-messages, in order to identify which application is the Network Slice Specific Authentication and Authorization procedure performed now. The adding application descriptor IE (e.g., APP 2) in the EAP-messages please see the red text in the step 2-18.

19. If this S-NSSAI Network Slice-Specific Authentication and Authorization procedure for application 2 is successful, the S-NSSAI is allowed for application 2. The AMF will update this allowed NSSAI for application 2 to the UE.

20. Application 2 in UE is now allow to use this S-NSSAI.

21. When AMF trigger to perform this S-NSSAI Slice-Specific Authentication and Authorisation for different application (e.g., APP1), step 1-19 are repeated. If success, the application 1 is allowed to use S-NSSAI.
6.X.3
Impacts on services, entities and interfaces
The solution has impacts in the following entities:

UE:

-
Needs to support Network Slice-Specific Authentication and Authorization for application

-  Needs to store the status of Network Slice-Specific Authentication and Authorization for the applications
-
Needs to support to checks the status of NSSAA with the specific application descriptor and determines whether the application can be routed to specific network slicing

AMF:
-
Needs to support trigger Network Slice-Specific Authentication and Authorizationis procedures for the specific application based on the subscription.
-
Needs to support stores the status of Network Slice-Specific Authentication and Authorizationis for the specific application.
UDM:

-
Needs to support store the S-NSSAIs subject to Network Slice-Specific Authentication and Authorization for the specific application descriptor.
* End of changes * 
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