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[bookmark: OLE_LINK1]Abstract: For the KI#2: Support of Non-3GPP access for SNPN, based on the solution#2, this paper proposes SNPN CN to identify the access type of UE accessing SNPN via a PLMN.
1. Introduction/Discussion
[bookmark: OLE_LINK77][bookmark: OLE_LINK101][bookmark: OLE_LINK102]In Rel-17, the UE can access SNPN via PLMN in which the SNPN CN treats the access type of UE as non-3GPP access. For the KI#2: Support of Non-3GPP access for SNPN, the UE can also access SNPN via non-3GPP access (e.g. WLAN), which means in Rel-18, the UE can access SNPN via both non-3GPP access (e.g. WLAN) and via PLMN, and the SNPN CN will treat both access types as non-3GPP access. As a result, the SNPN CN cannot know what is the exact access type via which the UE is accessing the SNPN.
Since Rel-15, the access restriction per access type can be performed based on per UE subscription and network policies configured by the operator, e.g. whether the UE is allowed to access 5GCN via 3GPP access or non-3GPP access, or both. If access via one access type is not allowed, the AMF rejects the UE request with an appropriate cause values as per specified in stage 3. For accessing the SNPN, in some cases, the SNPN may perform access control based on the exact access type of whether a UE accessing the SNPN via a PLMN or via non-3GPP access (e.g. WLAN).
Similarly, for accessing SNPN via non-3GPP access, as per UE subscription and network policies configured by the operator, the 5GCN may need to perform the finer granularity access restriction per access type.
Following typical use cases can be considered:
Case 1: the SNPN is deployed in a logistic campus, and the WLAN is used as the access network for the SNPN within the logistic campus. Based on the policy of the logistic campus, for most of the ordinary employee, they are only allowed to access the SNPN within the logistic campus using WLAN, while when they are out of the logistic campus, they have no access right for the SNPN. But for some truck driver, when they are driving to different places out of the logistic campus for the delivery of the goods, they need to access the SNPN and update the delivery status in time. In this case, the authorized truck driver needs to access the SNPN out of the logistic campus, for example, by using a PLMN. So the SNPN needs to differentiate the exact access type and perform access control as:
· For all employee in the logistic campus, access the SNPN via deployed WLAN is allowed.
· For ordinary employee out of the logistic campus, access the SNPN via PLMN is not allowed.
· For authorized truck driver out of the logistic campus, access the SNPN via PLMN is allowed.
Case 2: the SNPN is deployed in a company office building, and the WLAN is used as the access network for the SNPN within the office building. For the security concern, all the employee are only allowed to access the SNPN within the office building via WLAN. But for some employees with a higher access right, when they are on business trip, they can access the SNPN out of the office building through a PLMN. So the SNPN needs to differentiate the exact access type and perform access control as:
· For all employee in the office building, access the SNPN via deployed WLAN is allowed.
· For authorized employee out of the office building, access the SNPN via PLMN is allowed.
· For un-authorized employee out of the office building, access the SNPN via PLMN is not allowed.
For the above cases, for accessing SNPN via non-3GPP access, as per UE subscription and network policies configured by the operator, the 5GCN may need to perform the finer granularity access restriction per access type, i.e. whether the UE is allowed to access 5GCN via non-3GPP access (e.g. WLAN) or via PLMN, or both. To enable this, the SNPN CN needs to know what is the exact access type via which the UE is accessing the SNPN and then based on which to perform the required access restriction, e.g. the SNPN CN restricts the UE to access it via PLMN, whereas the SNPN CN can accept the UE request via non-3GPP access (e.g. WLAN). Otherwise, if the UE (un-authorized employee in case 2 above) is rejected with #72 (Non-3GPP access to 5GCN not allowed) when the UE moves out the company SNPN service area, as specified in TS 24.501 clause 4.9.3 and A.2, the UE will disable the N1 mode capability for non-3GPP access, and the UE NAS layer shall not initiate any 5GS NAS procedures towards the network over non-3GPP access even though the UE moves into the company SNPN service area in a short time.
2. Text Proposal
[bookmark: _Toc519004414]It is proposed to capture the following changes vs. TR 23.700-08 V0.2.0.
* * * * First change * * * *
[bookmark: _Toc101340373]6.x	Solution #X: Access to SNPN services via Untrusted non-3GPP access network
[bookmark: _Toc101340374]6.x.1	Introduction
This solution is based on solution #2 for the UE can access SNPN services via Untrusted non-3GPP access network with the modifications described in this clause 
Since Rel-15, the access restriction per access type can be performed based on per UE subscription and network policies configured by the operator, e.g. whether the UE is allowed to access 5GCN via 3GPP access or non-3GPP access, or both. If access via one access type is not allowed, the AMF rejects the UE request with an appropriate cause values as per specified in stage 3. For accessing the SNPN, in some cases, the SNPN may perform access control based on the exact access type of whether a UE accessing the SNPN via a PLMN or via non-3GPP access (e.g. WLAN). Consequently in order to enable different access control for the following scenarios:
· To allow or forbidden the access to the SNPN via direct N3GPP access, e.g. a WLAN deployed in the SNPN.
· To allow or forbidden the access to the SNPN via indirect N3GPP access, e.g. via PLMN as defined in Clause 5.30.2.8 and Annex D, clause D.3 of TS 23.501 [3] specify how the UE can access SNPN services via a PLMN.
It is required to distinguish the scenarios otherwise the restriction “Non-3GPP access to 5GCN not allowed” or lack of restriction applies to both scenarios since from the point of view of SNPN they are both a N3GPP accesses.
[bookmark: _Toc101340375]6.x.2	Functional Description
The functional descriptions in clause 6.2.2 applies with the following modifications: 
1)	The RAT type is extended adding the “Untrusted Non-3GPP over underlay 3GPP access” to indicate when the UE accesses to N3IWF via underlying network 3GPP network as defined in Clause 5.30.2.8 and Annex D, clause D.3 of TS 23.501 [3] in contrast the RAT-type  “Untrusted N3GPP” indicates when the UE access via a N3GPP network, such as WLAN. 
2)	The N3WIF determines the access network information based on the local configuration (e.g. IP range for specific PLMN in service agreements) and the UE's local IP address used to reach the N3IWF. The N3IWF provides the access network information to AMF in addition to the UE's local IP address used to reach the N3IW provided by N3IWF to AMF in “N3IWF user location information “IE in N2.
Editor's note:	It is FFS how N3IWF determines the access network information.
3)	The UE may include an access network information (e.g. access network = PLMN) in the NAS message Registration Request when performs the registration to N3IWF’s SNPN.
4)	The AMF of the SNPN uses the access network information provided by UE and the access network information provided by N3IWF to determine a more precise Untrusted Non-3GPP RAT type, i.e. “Untrusted Non-3GPP over underlay 3GPP access” or “Untrsuted N3GPP”.
5)	In case of the AMF does not receive the access network information from the UE and N3IWF, the AMF treats the UE as accessing from direct N3GPP access.
65)	The AMF of the SNPN authorizes UE’s access network information and rejects UE with an appropriate cause code per UE subscription and network policies configured by the operator.
67)	Based on the reject cause code received from SNPN, the UE disables the N1 mode capability for the “Untrusted Non-3GPP over underlay 3GPP access” of the SNPNunderlay PLMN access; however, the UE can still attempt direct connection to SNPN via Untrusted non-3GPP access networks when needed.

[bookmark: _Toc101340376]6.x.3	Procedures
The functional descriptions in clause 6.2.3 applies with the following additions: 
-	In step 5 of figure 4.12.2.2-1 of TS 23.502 (for Registration procedure to Untrusted N3GPP) The UE may include an access network information (e.g. access network = PLMN or WLAN) in the NAS Registration Request when registering in SNPN over underlay PLMN. 
-	In step 6a of figure 4.12.2.2-1 of TS 23.502 The N3IWF of SNPN determines the Access network type as described in clause 6.x.2 bullet 2.
-	step 6b of figure 4.12.2.2-1 of TS 23.502 The N3IWF send the the access network information to the AMF of SNPN. 
-	AMF determines the RAT type “Untrusted Non-3GPP over underlay PLMN” or “Untrusted N3GPP” as described in clause 6.x.2 bullet 4.
-	the AMF performs access restriction based on the access information from both UE and N3IWF, and rejects the UE with proper cause code, e.g. access SNPN via PLMN is not allowed, so the UE disables the N1 mode capability for the underlay PLMN access based on such cause code; but the UE can still attempt direct connection to SNPN via Untrusted n non-3GPP access networks when needed.
[bookmark: _Toc101340377]6.x.4	Impacts on services, entities, and interfaces
The impact descriptions in clause 6.2.4 applies with the following additions:
- UE impact:
-	Ability to determine it is accessing the SNPN via an underlay PLMN and include an access network information in the NAS message to the AMF of SNPN.
-	Ability to disable the N1 mode capability for the underlay PLMN access with the appropriate cause code received from SNPN over underlay PLMN.
[bookmark: _GoBack]-	SNPN’s N3IWF impact:
-	Ability to determine it is receiving a NAS PDU from a specific IP address which is identified as a UPF of a PLMN, and include an access network information in the N2 message and send it to AMF of SNPN.
-	SNPN’s AMF impact:
-	The AMF uses the access network information to determine a more precise Untrusted Non-3GPP RAT type, i.e. Untrusted Non-3GPP over underlay PLMN, and rejects UE SNPN access over underlay PLMN with appropriate cause code.
NOTE:	It is up to RAN WG3 to decide how NGAP is extended.
* * * * End of changes * * * *
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