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1. Overall Description:
As part of the FS_AIMLsys study, “Key Issue #2: 5GC information exposure to UE” is documented in TR 23.700-80 and corresponding solution mappings can be found in clause 6.0 of the TR.

Some mobile operators in SA2 (see S2-2203768) have raised security concerns about exposing the network data directly to the UE for Federated Learning (FL)AI/ML operations, i.e. allowing the UE to have direct access to the network analytical data to support its local operation. In factIndeed, this FLin certain AI/ML operation, the UE’s local operation can also be achieved by coordinating with the AF (e.g., from outcome of Key Issue #3: 5GC Information Exposure to authorized 3rd party for Application Layer AI / ML Operation), which can guides the UE in its behavior, instead of allowing the UE to receive the analytical data directly and make its own decisions, which may not be in line with SA1 requirements. However, operation like time-sensitive data splitting for AI/ML, allowing UE to have direct access to the network analytics, such as QoS sustainability prediction, could assure the necessary performance for the UE to adapt to the local and environmental changing conditions.

Therefore, SA1 should provide clear requirements such as whether network data is really needed for FL operation (or in general AI/ML purpose) in the UE or notto assist UE local AI/ML operation? If so, for what? In addition, SA3 needs to assess the potential risks, for example, if network data really needs to be shared to the UE, what data could potentially be shared without harm and what actions can be taken to mitigate the risks? SA3 should identify if there is any concern in term of security breach that needs to be addressed and how it should be addressed. Accompanying to this LS is the discussion paper and an approved PCR for the KI#2 update which includes some examples of the network analytics that are still under discussions which can be used for SA3 considerations to examine the potential risks.

SA2 kindly asks SA1 to confirm the requirements and SA3 to provide security views on exposing the network data directly to the UE.	


2. Actions:
To SA1 and SA3 group.
ACTION: 	SA2 kindly asks SA1 to confirm the requirements for network information exposure to UE.  If requirements are identified, and SA2 kindly asks SA3 to specify if there is any concern in term of security breach that needs to be addressed and how it should be addressedprovide security views such as potential risks of exposing network information to the UE.
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